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Chapter 1 

Artisan Community in the Digital Economy: A Case Study of West Bengal Handicraft Artisans 

Authors: Sanjib Kumar Das, Dibyendu Bikash Datta, National Institute of Fashion Technology, Ministry of Textiles, 

Government of India, Kolkata 700098, West Bengal, India. E-mail: sanjib.das@nift.ac.in 

 
Abstract 

The development of digital technologies results in the 

disruption of the way businesses is conducted today. They 

change and shift the access and mode of participation in 

the global marketplace. Through establishing an e-

commerce model between producer/ seller and 

consumer/customer, digital technologies facilitate access 

to international marketplaces, enable customers' 

participation in content creation, and facilitate 

promotional activities. This research aims to know the 

status of indigenous artisans of Santi Niketan Leather 

Craft from the state of West Bengal adopting digital 

technology. The methodology applies a qualitative study 

through a descriptive exploratory process to carry out a 

theoretical and practical analysis in the context of the 

Internet. The results indicate that the digital intervention 

in the Santi Niketan Leather handicraft cluster of West 

Bengal is at a nascent stage.  

Keywords: e-commerce, digital economy, indigenous 

handicrafts, artisans, social media. 

Introduction 

The handicraft sector in India has a strong potential to 

provide massive employment for rural labour but is 

already facing several problems and significant 

competition with Machine-made products. With a lack of 

adequate knowledge, skills and experience in the 

electronic medium and real-time marketing techniques, 

there is an increasing situation of reduction of sales and 

unemployment. Recently, because of the Covid – 19 

pandemic outbreak, handicraft artisans across the globe 

have faced tremendous challenges in selling their products 

in their usual offline marketplaces. To aid India in the 

Pandemic crisis, the digital India campaign played a 

crucial role in making small businesses in the MSME 

sector and handicraft artisans self-reliant.  

The Government of India has begun a "Digital India" 

campaign to ensure that services are made electronically 

available to residents through enhanced online 

infrastructure, increased Internet connectivity, or by 

giving the nation digital empowerment in the technology 

sector. The initiative includes plans to connect rural areas 

with high-speed internet networks by developing digital 

literacy and delivering government services digitally. 

Digital literacy refers to an individual's ability to find, 

evaluate, and communicate information through typing 

and other media on various digital platforms. The 

American Library Association defines digital literacy as 

"the ability to use information and communication 

technologies to find, evaluate, create, and communicate 

information, requiring cognitive and technical skills. 

India's telecom sector, through its policy initiatives, has 

ensured fair competition among service providers, and a 

fair and proactive regulatory framework has made telecom 

services affordable and within reach of the common 

person of the country. With a subscriber base of 1.19 

billion, India is currently the world's second-largest 

country in terms of telephone connections. In the 2021-

2022 Report of the Department of Telecommunications, 

India's mobile subscriptions now constitute more than 

98% of all telephone subscriptions. Overall, tele density in 

India was 86.89% at the end of November '21. While the 

rural tele density was 59.31%, it was 138.79% in urban 

areas. Amongst the Service Areas, Himachal Pradesh 

(142.49%) had the highest tele-density, followed by 

Kerala (127.98%), Punjab (122.97%), Tamil Nadu 

(107.08%) and Karnataka (102.89%). On the other hand, 

tele-density is comparatively low in service areas such as 

Bihar (53.54%), Uttar Pradesh (68.73%), Assam 

(69.62%), Madhya Pradesh (69.85%), West Bengal 

(70.13%), and Odisha (76.42%). The number of 

subscribers accessing the Internet via wireless phones was 

809.82 million at the end of September 2021, while the 

number of wireline internet subscribers was 24.47 million 

(3%). The number of Broadband subscribers was 742.07 

million at the end of November 2020, which increased to 

801.61 million at the end of November 2021 [1]. 

Digital technologies have impacted the global and local 

economies, giving direction to the concept of the digital 

economy. It is experiencing rapid growth in various 

sectors, such as e-government, e-commerce, e-learning, 

and e-entertainment. Likewise, digital mobile devices and 

the growing connection to broadband and computer 

networks accelerate the adoption and development of new 

forms of social interaction, providing new opportunities 

for marketing products and/or services. The Organization 

for Economic Co-operation and Development conceives 

the digital economy as "any economic activity enabled or 

significantly enhanced by the use of digital and 

information technologies." In general terms, the digital 

economy is defined as commercial activities done through 

digital computing technologies where products and 

services are marketed in virtual space, streamlining 

processes and mitigating marketing costs, giving rise to 

digital business. In accordance with the G20 
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(intergovernmental forum comprising 19 countries and 

European Union), the concept of the digital economy 

includes the following approaches: digital goods and 

services, the economy with digital transactions, the 

digitally enabled economy, the digitally enhanced 

economy, and the digitalized society. 

As part of a marketing strategy, in recent years and 

especially in 2020 to date, handicraft artisans of West 

Bengal have seen the need to venture into e-commerce to 

sell their products. The question remains whether artisans 

can profit from e-commerce in terms of sales participation 

in the digital economy and the presence of online stores or 

portals for selling West Bengal handicraft products. In 

addition, it is imperative to understand what types of 

handicrafts are produced and sold in West Bengal and if 

any artisans own the domains. This research aims to 

answer the questions raised to know the level of 

involvement in the digital economy of the handicraft 

artisans of West Bengal. 

The objective of the study 

▪ To know if digital technology will add an extra 

dimension to sales and whether the artisans are 

interested in using the e-commerce platform if given 

an opportunity.  

▪ Measure the knowledge of schemes like Skill India, 

Make-in-India, and Startup Bengal that will help 

entrepreneurs succeed. 

Methodology 

The research gap is revealed by co-relating conclusions 

/suggestions from previous research papers relating to the 

awareness and use of digital technology in the handicraft 

sector in West Bengal. A questionnaire was distributed 

among 100 artisans from the traditional Santi Niketan 

leather craft cluster of West Bengal to understand the 

impact. Artisans were asked about digital technology use 

and their perception of e-commerce. Furthermore, to have 

more precise knowledge about Santi Niketan leather craft 

products on online platforms, we studied online shopping 

sites dealing with Santi Niketan leather-crafted products. 

Literature Review 

Digital technologies have changed the way economies are 

conducted at. E-commerce represents an application field 

of digital technology by which the sellers can offer 

products and services, and the customers can order 

products using the Internet as a platform representing a 

unique market. It refers to digitally enabled commercial 

transactions between and among organizations and 

individuals [2].  

Knowledge and information have become the main 

production factors in this new economy. Innovation and 

technical progress significantly contribute to durable, 

economic development in this context. Electronic 

commerce is the key to enterprises' competitiveness in 

this informational era, ensuring access to new market 

segments, increasing the speed of developing business, 

the increased flexibility of commercial policies, 

decreasing the provisioning, sale and advertising costs, 

simplifying the procedures, etc. Electronic commerce's 

impact on companies and society will be very important 

to the extent and intensity [3]. 

E-commerce might well embody the future of trade as it 

expands the markets available for consumers and 

companies. It results in some countries adopting 

measures to encourage the expansion of e-commerce for 

economic development. The Internet helps firms to find 

information more quickly about new buyers in overseas 

markets and to advertise their products, making it easier 

for buyers to find them, cutting off the costly middlemen 

usually needed to establish trade connections [4]. 

E-commerce has opened a gateway of new opportunities 

for micro, small and medium-sized enterprises to access 

international markets, find new sources of demand and 

build value through exposure to new technologies. It is 

an important component of modern competitiveness [5]. 

Internet and digital technology have become a factor of 

production in almost any activity in a modern economy. 

It enables artisans, small companies, and sole 

entrepreneurs to participate in global trade. By lowering 

information barriers and costs, the Internet creates new 

opportunities for entrepreneurship and self-employment 

[6]. E-commerce leverages cross-border trade and 

replaces traditional business models. 

Online marketplaces enable people and firms to engage 

in international trade. They represent a touchpoint for 

firms to promote and sell their products. They reduce the 

costs and allow business viability, avoiding 

intermediaries in establishing trade connections or 

participating in costly trade fairs to market the products. 

Because of the less expensive nature of the Internet, the 

start-up costs to a company desiring to have a place on 

the Internet are minimal [7]. 

Referring to the handicraft industry, the technology 

reemergence of handicrafts involves a redefinition of the 

meaning and values of handicraft technology and 

widening the boundaries of the market for legacy 

technology. The handicraft industry has undergone 

significant changes in designing, manufacturing, 

delivering, marketing, promotion, and funding tools. 

Handicrafts are also not exempted from global 

competition and technological advancements [8]. ICT 

development has helped improve the efficiency, 

productivity, visibility and selling of handicraft products 

worldwide. The Internet is dramatically expanding the 

opportunities for peer-to-peer (P2P) e-commerce 

transactions across borders. 

Handicrafts as a creative sector are growing and play 

increasingly prominent economic and social roles. It can 
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play a significant role in community development by 

creating new jobs and fostering an environment that 

attracts talented workers. The export opportunity of 

handicrafts can contribute to creating a diversified and 

sustainable way of creating jobs and revenue. E-commerce 

enables one to exploit the benefits and realize the potential 

and opportunities of handicrafts, especially those related 

to export opportunities. 

As part of the creative economy, handicraft production can 

use digital technologies in its business strategy. It 

discovers new applications for technology and adjusts to 

changing consumer behaviour and expectations. E-

commerce as a business strategy allows the handcraft 

industry to re-emerge and thrive. 

Global Handicraft Market 

The global handicraft market has been uprising due to the 

increasing interest of people in art and culture. Handicrafts 

refer to products made by hand with the help of simple 

tools. Handicrafts are an important productive sector and 

export commodity for many developing countries. 

According to UNESCO, "Artisanal products or 

handicrafts are those produced by artisans, completely by 

hand or with the help of hand tools and even mechanical 

means, as long as the direct manual contribution of the 

artisan remains the most substantial component of the 

finished product. Their special nature derives from their 

distinctive features, which can be utilitarian, aesthetic, 

artistic, creative, culturally attached, decorative, 

functional, traditional and religiously and socially 

symbolic and significant. They are made of sustainably 

produced raw materials, and there is no particular 

restriction in production quantity"[9].  

Handicrafts provide an ideal avenue for creative and 

independent entrepreneurs. They offer opportunities for 

boosting employment. The Indian handicrafts industry is 

highly labour-intensive, cottage based and decentralized. 

The growth of international markets and an increased 

interest in handicrafts have opened up new market 

opportunities for producers [10].  

The increasing expansion of online portals has created an 

opportunity for handicraft products to be more visible and 

accessible for purchasing. According to the IMARC 

Report for Handicrafts Market, the global handicrafts 

market size reached US$ 680.10 billion in 2021 [11]. The 

market is expected to reach US$ 1,252.30 billion by 2027, 

exhibiting a growth rate (CAGR) of 10.41% from 2022-

2027 (Figure 1).  

With rising demand for handicrafts for workplaces, 

hospitals, and hotels, a gradual shift toward 

contemporary designs is one of the primary drivers 

driving the market's expansion.  

Moreover, increased internet penetration and e-

commerce outlets give customers more convenient 

access to handicrafts. Besides this, the thriving travel 

and tourism business offers attractive growth chances to 

local artisans and handicraft manufacturers for making 

commoditized products and selling them to tourists 

willing to spend a lot of money on souvenirs and other 

craft items. Furthermore, handicrafts consume less 

energy than machine-made products, which use 

electricity and other fuels. Handicraft production also 

encourages communication, socialization, participation, 

teamwork, creativity, and imagination. They require low 

capital investments and offer various employment 

opportunities to individuals, creating a positive outlook 

for the market. 

Several aspects of Industry 4.0 may pose an existential 

challenge to some segments of creative activities, such 

as handicrafts. Technology and innovations allow 

almost all handmade utility crafts to be "manufactured". 

Design and modelling software can integrate traditional 

patterns or shapes into new designs. Industry 4.0, with 

its capacity to mimic the work and feelings of human 

beings, can even produce crafts that may be 

undiscernible from the original products, even 

mimicking the small variations and imperfections that 

human artisans make. This is particularly important 

when considering policy options to achieve the 

Sustainability Goals since the kind of "natural 

monopoly" that "the long years required to master the 

skills required to be a first-class practitioner" 

craftspeople enjoyed could be rapidly eroded by the new 

generation of advanced robots guided by artificial 

intelligence capable of reproducing traditional crafts in 

mass [12]. At the same time, the traditional crafts can 

benefit from the "democratization" of advanced digital 

technology in Industry 4.0, both for the production and 

sale of their trade [13]. 

China is the world's leading exporting country of 

creative goods. China's ability to supply large volumes 

and a wide range of low-cost products has pushed it to 

the forefront of competition. With a whopping $17.4 

billion in export, it controls a 48.7% share of the world 

market of craft products (Table 1). The second Global 

player in the crafts export market is Turkey. It shows 

remarkable growth in the world market share from 2.3% 

in 2002 to 7.7% in 2022. 
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Table 1: Tendencies in the share of craft export by 

countries 

Source: Calculated on the database of UNCTAD stat 

 

Table 1 reveals the growing share of developing countries 

in the world trade of craft products. Examining the share 

of craft export in the destination economy, a slight increase 

in share of developed economies' export to developing 

economies from 72% in 2009 to 75% in 2022. At the same 

time, there is an increase in the share of craft export from 

developing economies to developing economies, i.e., the 

share of China's export in craft products is decreasing from 

73.5 to 52.9% in the developed economies, but it is 

increasing in developing economies, from 25.9 to 44.4%. 

Based on the handicraft values and the markets addressed, 

the exporting countries can be classified into high-end, 

middle, and low markets. Countries like the USA, UK, 

Italy, Germany, and France dominate high-end market 

segments and supply high-end value crafts. As major 

players in medium-value products are identified, the 

former transition economies from the EU and some Asian 

countries like South Korea, Taiwan, and Hong Kong. In 

the low and medium-value products are identified China 

and India. Almost 90% of Chinese products are entirely or 

partly machine-produced, whereas Indian products are 

primarily handcrafted and highly exemplify 

craftsmanship. The top 10 import markets for handicrafts 

are the USA, Germany, the UK, France, Switzerland, 

Japan, Italy, Canada, China, and Hong Kong. They 

account for almost 90% of total world imports of crafts 

products. The US market steadily grew 11% in handicraft 

sales from 2016 to 2022. It is an opportunity for new 

handicraft artisans to penetrate the growing market. The 

EU market is regarded as the second-largest market for 

handicrafts. Handicraft's marketing trends show an ever-

increasing online distribution. According to research, 35% 

of all handicrafts are sold online. 

Indian Handicraft Scenario 

India is one of the largest handicraft-exporting countries 

and a clear leader in the homemade carpet segment in 

terms of volume and value. In May 2022, the total 

handicraft export, excluding handmade carpets from India, 

was US$120.06 million, a 1.01% increase from April 

2022. During 2021-22, they valued the total exports of 

Indian handicrafts at US$4.35 billion, a 25.7% increase 

from the previous year (Figure 1). Over the past three 

years, the export of artisan goods, especially carpets, has 

flourished. India accounts for roughly 40% of global 

exports of handmade carpets. Primary goods exported are 

handmade woolen, metalware, woodware, embroidered 

and crocheted goods, hand-printed textiles and scarves, 

agarbatties and attars, zari and zari goods, and imitation 

jewellery. 

 
Source: Export Promotion Council for handicrafts (excludes export of carpets) 

Figure 1: India's handmade export (US$ billion)

Countries 2009 2010 2011 2012 2013 2014 

China 17.9 19.6 20.5 23.5 26.7 30.0 
Turkey 2.3 2.7 3.1 3.9 4.2 5.0 
Hong Kong 15.1 12.4 11.5 10.0 8.6 7.4 
India 2.9 2.9 3.2 3.6 3.7 3.3 
US 7.3 6.3 6.4 6.4 5.8 5.1 
Taiwan 2.6 2.3 3.3 3.0 2.9 2.6 
German y 4.0 3.9 3.9 3.8 3.9 3.9 
Italy 3.8 4.2 4.0 3.6 3.6 3.8 
France 3.4 3.4 3.4 3.2 3.0 3.1 
Spain 1.6 1.6 1.5 1.3 1.3 1.5 
UK 2.2 2.3 2.2 1.9 1.7 1.8 
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Results and Discussion 

 

The 100 respondents' questionnaire was grouped 

into 6 broad categories. 

(i). Awareness of digital technology will help you 

provide another dimension of sales. 

(ii). Sales can be increased with digital marketing. 

(iii). Technology should be made available for the 

betterment of artisans. 

(iv). Investing in e-commerce schemes will be 

fruitful. 

(v). Schemes like Skill India, Make-in-India, and 

Startup Bengal will give a platform for 

entrepreneurship. 

(vi). If given an opportunity, whether interested in 

using the e-commerce platform. 

 

The artisans responded with 'Yes,' 'No,' and 'Maybe' 

Each statement is assigned a score represented in 

Table 2. If the artisans are made aware of digital 

technology, they can use it as an alternate method of 

marketing their items. However, 61% of artisans 

indicated they knew nothing about the use of digital 

technology. In the handicraft sector, digital 

marketing can assist in reaching more customers 

geographically. They may strengthen marketing 

methods and build brand awareness and equity by 

reaching out to more customers. Schemes like Skill 

India and Start-up Bengal failed to reach the artisans, 

with 86% of them saying, 'May be'. Awareness of 

schemes needs to be made from the grassroots level 

so that their benefits can reach the mass. With such 

adverse output, 56% of artisans replied that they 

would use an e-commerce platform to increase their 

sales if given an opportunity. The marketing strategy 

of digitalizing Santi Niketan leather-crafted products 

can help in increasing sales. This will help in 

improving the artisan's livelihood. 

It could be assumed that digital technology is still on 

the back foot without gaining much-needed 

importance among them. To get a clearer picture of 

the digital marketing aspects of Santi Niketan 

leather-crafted products, a survey was conducted by 

taking the top 9 shopping sites, particularly those 

displaying and selling Santi Niketan leather-crafted 

products. Figure 2 shows these products on the e-

Commerce platform. 

 

Table 2: Awareness of artisans towards the digital 

intervention of Santiniketan leather crafts 

Questions Yes No 
May 
be 

1. Awareness of digital 
technology will help 
you provide another 
dimension of sales. 

68% 10% 22% 

2. Sales can be 
increased with digital 
marketing. 

27% 12% 61% 

3. Technology should be 
made available for 
the betterment of 
artisans. 

45% 13% 42% 

4. Investing in E-
commerce schemes 
will be fruitful. 

27% 32% 41% 

5. Schemes like Skill 
India, Make-in-India, 
and Startup Bengal 
will give a platform 
for entrepreneurship. 

8% 6% 86% 

6. If given an 
opportunity, whether 
interested in using 
the E-commerce 
platform 

56% 18% 26% 

  

 
           Source: Data consolidation from e-Commerce 

websites (accessed on October 17, 2022)  

Figure 2: Presence of Santiniketan leather-crafted products 

on Digital Platform 

 

The above graph indicates that e-commerce sites Nabanita 

Boutique and Sonajuri Arts belong to non-Government 

organizations that display and sell more Santiniketan leather 

craft products than other sites. Biswa Bangla is a subsidiary of 

the West Bengal Government and has the minimum number of 

items shown on its e-Commerce sites. Again Amazon, Flipkart, 

Indian leathercraft, and Exotic India Art are some of the non-

West Bengal E-Commerce sites catering to Santi Niketan 

leather craft products. But leading popular digital platforms fail 

to showcase the pride of West Bengal. It is now the 

responsibility of the stakeholders to popularize the Santi 

Niketan leather crafts in a digital world. The above statistics 
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clearly show that traditional products are limited on 

online marketing platforms. This study gives an idea 

about the importance of digital intervention in today's 

marketing scenario, the companies and industries 

should use the combination of both traditional 

marketing and digital marketing for the development 

of the products of the Santi Niketan leather craft 

cluster. These could help them reach out to more 

customers and increase sales and revenue, which could 

help develop the artisan's rural economic conditions. 

These will also help the marketers create brand 

awareness and image and bring brand equity to the 

products. 

Conclusion 

Many efforts have been made to bridge the digital 

divide, but disappointing results. Handicraft 

industries could use digital media and social media 

marketing to raise product awareness. These 

platforms could act as a catalyst for increased sales 

of Santi Niketan leather crafts. The artisans in West 

Bengal's rural Birbhum district will be motivated if 

they can connect directly with buyers through online 

platforms. Because of a lack of market connections, 

artisans cannot capitalize on market opportunities. 

This promising initiative will also inspire members 

of the family and their children. Thus, they will learn 

and continue their ancestral talent and tradition by 

returning to their rural homes without migrating to 

urban areas to earn their livelihood. In this way, they 

can keep alive the rich tradition of our art and pass it 

on to the next generations. 

On the other hand, by empowering artisans, the 

handicraft sector will expand and, as a result, 

contribute to the Indian economy. This will also 

entice many entrepreneurs to invest in the handicraft 

sector, thereby improving the prospects of artisans. 

This will also increase the industry's international 

exposure. 

The online presence of the artisans will empower 

them to regain the lost glory of ancient art and 

tradition. 
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                         Chapter 2 

                     MINE MITRA 
An integrated portal for end-to-end mineral management, bringing all citizen services, mineral management & mining 

surveillance under one umbrella for ease of doing business & better e-governance in the state of Uttar Pradesh. 

 
Author: Dr. Roshan Jacob (IAS), Director & Secretary, Directorate of Geology & Mining, Khanij Bhawan e-mail: 

dgmupexp@gmail.com 
 

 

1. Abstract 

Electronic Governance or e-Governance implies 

use of Information and Communication 

Technology (ICT) to bring simplicity, 

accountability and transparency in government 

process. It is a new paradigm shift developed in 

governance. The aim of e-governance is to 

facilitate, improve the quality of governance, and 

ensure people’s participation in the governing 

process through electronic means like e-mail, 

websites, SMS connectivity, and Mobile App 

notification. 

 

2. Introduction 

With the use of ICT, government can raise 

increase transparency, accountability, efficiency, 

effectiveness and inclusiveness in the governing 

process in terms of reliable access to the 

information within government, between 

government, national, state, municipal, and local 

level governments, citizens and empowers 

business through access and use of information. 

With this objective, Directorate of Geology and 

Mining took a unique initiative and developed an 

ICT driven technology namely MINE MITRA. It 

not only helps citizens in getting permit for mining 

in their land whether agricultural or non- 

agricultural but also brings together seller and 

purchaser of minerals on a single platform and 

helps local administration in curbing illegal 

mining/transportation through smart enforcement 

system. This paper outlines use of ICT by the 

Directorate of Geology and Mining to provide 

transparent, equitable, and accountable service 

delivery to the citizens. 

 

MINE MITRA is an innovative & ambitious 

initiative by the Directorate of Geology & Mining 

to bring in transparency, curb illegal mining 

practices & transportation though real time 

surveillance system. Inspired with the vision of our  

Prime Minister Shri Narendra Modi of Digital  

 

India. 

 

3. Trigger Points behind MINE MITRA 

Bottlenecks that triggered the Directorate to conceptualize 

new technology driven initiative ‘MINE MITRA’ are as 

follows: 

• Covert interest groups distorting free play of 

market forces 

• Scattered information database and high 

resistance to technology adoption 

• Opaque user interface and long-winded tedious 

manual processes 

• Anomalies & malpractices- cartels & nexus, 

unscientific mining, pilferage & overloading 

• Arbitrariness in enforcement leading to 

complaints of randomness in spot inspection 

 

4. Objective 

MINE MITRA is an innovative & ambitious initiative 

by the Directorate of Geology & Mining to bring in 

transparency in the user interface and curb illegal 

practices in mining & mineral transportation through 

real-time data surveillance & business process re- 

engineering. 

 

It came into existence after detailed discussions and 

brainstorming sessions with Director, DGM and other 

key stakeholders to achieve below mentioned objectives: 

• Create a user-friendly and responsive platform for 

the average citizen 

• Promote ease of doing business & transactions in 

the mining sector 

• Encourage all users to adapt to the digital platform 

for optimizing outcomes 

• Create a standardized legal regime applicable 

uniformly to every Lessee/Transporter in the state 
• Enable price control and parity in the market 

• Build in transparency by onboarding of all key 

stakeholders 
• Generate greater revenue for the government 

• Facilitate legal mining marking a step forward for 

a cleaner & greener mining ecosystem 

mailto:dgmupexp@gmail.com
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5. Socio-Economic Impact of the Project 

• Enhanced access to Government Services. 

As all the notified government services are 

available at one place i.e., Common 

Service Centre working at Gram Panchayat 

Level, it has increased the reach of 

common people to government services. It 

also saves time and cost as well. 

• Increased transparency, Accountability 

and Empowerment of Users. 
• Business Opportunity. 

6. Benefits to Stakeholders 

6.1. Benefits to Citizens: MINE MITRA is a 

user-friendly and an accessible platform for all 

the citizens. It is easy to use and understand as a 

useful online tool to provide accurate and 

transparent services to the citizens. 

6.2. Benefits to the Directorate: The project 

brings all the services and facilities rendered by 

the Mining Department under the Unified 

Revenue Command Centre (URCC) that can be 

monitored live. It supports the directorate with a 

complete transaction system within the 

department with real-time alerts, notifications 

and reports. 

6.3. Benefits to Environment: It complies with 

the norms of sustainable sand mining as per the 

enforcement & monitoring guidelines for mining 

by the Ministry of Environment, Forest & 

Climate Change. 

7. Overview of the Project 

MINE MITRA is combination of digitization & 

business process re-engineering to increase 

systemic efficiency and provide digital 

accessibility to all stakeholders 

To achieve transparency, reliability and accuracy 

in all the mining processes and provide easy 

accessibility of minerals and equal benefit of 

services for all the stakeholders. MINE MITRA 

came into existence, which includes following 

components: 

The entire process has been divided into 4 

segments: 

7A. Mining e-Services (http://upminemitra.in/)  

For Citizens 

To eliminate physical interface & multiple 

interactions with different departments and 

minimize the processing time of disbursing an application, 

all the manual mining services such as LOI, deed 

execution, stock license, Krishi Bhoomi, building/ 

development projects, ordinary earth has been unified into 

a single platform for all stakeholders and making mining 

services easily accessible remotely on a single click. 

 

Outcomes: 

• All permits, permissions, license and lease issued by 

the department of mining integrated onto a single 

unified platform 

• Eliminating physical interface by giving remote 

access to services 

• Increasing cost & time efficiency for all stakeholders 

• Promote local enterprise & economy 

• This component has further following 

subcomponents: 

• Agricultural Land Mining 

For disposal of mineral deposits on agricultural land due 

to floods during monsoons. The farmer applies to the 

DM’s office to obtain approval. 
• Excavation of Ordinary Earth 

For issuance of permits for mining of ordinary earth at a 

site. 

• Farmer Registration for extraction of Ordinary 

Earth (Bhoomidhari) 

Registration for permission for mining/transportation of 

ordinary soil from own land for the personal use of 

farmers. 

• Basement & Development Projects 

For Commercial projects where minerals are found 

during the excavation, apply to the DM’s office, for 

disposal of the same. The disposal can happen only after 

obtaining an approval letter from the DM’s office. 
• Bhoomidhari Land Mining (River Bed) 

It applies to mineral deposits or rock formation ‘instu’ on 

private land. The owner can register on the portal and get 

clearances and approvals so that he can remove them after 

going through an e-tendering process by either the owner 

or the highest bidder as may be the case. 

• Stock License (Linked with Nivesh-Mitra) 

A stock license is required if the Stockist wants to store 

more than 100 Cubic meters of mineral at his site. A due 

approval process needs to follow to acquire a license 

from this portal. 
• LOI to Deed Execution 

A proponent the person who has LOI from the DM's 

office, after paying the royalty, getting environmental 

clearance (EC) and mining plan approved can get the 

deed executed in his name for the stipulated period to start 

http://upminemitra.in/
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mining the mineral. 
• Mining Plan Approval 

It applies to the Lessee before the start of the 

mining a mining plan has to be submitted for 

approval. The proponent through a qualified 

person (RQP) gets the plan laid out and submits 

the same to the Directorate. 
• Mineral Retailer Registration 

Small mineral retailers (up to 100 Cubic meters) 

have to register themselves on the portal to 

operate business. 

• Vehicle Registration 

As per Government Guidelines, to transport 

minerals in the state. It is mandatory to register the 

vehicles with the Department of Geology & 

Mining. 

7B. Online Mineral Management 
(http://upmines.upsdc.gov.in/) 
For DGM, Lessee, Stockist & Transporter. 
Promotes ease of doing business for 

concessionaires & transporters and enables 

process automation andlease information 

management for the Directorate of Geology & 

Mining. 

Outcomes: 

• Online issuance of transit passes i.e., eMM-

11, eFormC, ISTP 

• Online installment payment facility for lease, 

permit & brick kilns 

• Full lifecycle mapping of a mineral lease 

(DSR to DEED) 

• Vehicle registration for mineral transporters 

• e-verification of transit pass by

 government construction 

agencies 

• Online approval of mining plan by DGM 

 

7C. Smart Enforcement System 

For Directorate, DM, MO, Lessee/Stockist & 

Transporter Smart Enforcement System based on 

real-time data surveillance and alerts from pit 

mouth (Mine) to Market and provision for issuance 

of e-notices and online payment facility for penalty 

recovery. 

 

To reduce manual intervention, curb malpractices, 

pilferage and loss of revenue to the government an 

AI/IoT based Unmanned CheckGates have been 

installed in various districts to track suspicious 

vehicles and send real- time alerts & notifications 

to the nearest MO & mining department via 

Decision Support System (DSS) at Command 

Center to monitor and prevent illegal mining & 

transportation with decision making of penalty amount. 

Outcomes: 

• 24x7 vigil on mining & mineral transportation 

without manual intervention 

• Tracks mineral carrying vehicles without stoppage, 

hence facilitating hassle-free movement 

• Captures data on cloud thereby creating actionable 

intelligence for the department & district 

administration 

• Eliminate adhocism in enforcement 

 

The subcomponents are as follows: 
• Decision Support System (https://upmdss.in) 

The system will enable District Administration to keep an 

eye on the activities from their District level 

Mini Command Centre, view past video feeds, and collect 

evidence remotely. The Directorate of Geology and 

Mining is involved in the continuous monitoring of Mining 

Leases & Mining Check Post to curb illegal mining and 

transportation. 
• CHECKGATE (https://checkgates.in) 

Check Gates is an unmanned automated IoT/AI based 

check post created to prevent the illegal transportation of 

minerals by tracking the vehicles carrying them and 

ferrying them on major roads within the state of Uttar 

Pradesh. As of now 25 Mining CheckGates are 

successfully activated at major mining routes in 15 

districts of Uttar Pradesh & further installation of 18 

CheckGates is in progress. A penalty amount of Rs. 120 

crores have been generated within a span of a year with an 

actual amount recovered of Rs. 55 crores through these 

CheckGates. 
• mCHECK 

A unique android based mobile application for getting 

real-time alerts & notifications along with the mapping of 

RFID Tags with the vehicle data and reflecting it on the 

screen to further generate related alerts and notifications. 
• Weighbridges 

Weighbridge is installed at all mining areas and 

integrated with Decision Support System to track the 

actual volume of minerals loaded in the vehicles from 

Mining Areas. It weighs the tare weight as well as the 

gross weight of the vehicle passing from the 

Mining/Lease Area. 
• MINETag (https://www.minetags.in) 

MINETag is a unique RFID Tag installed on the vehicles 

to authenticate them for carrying minerals within the state 

of Uttar Pradesh. When the tagged vehicle passes through 

the check gate, a host of technological devices recognizes 

the vehicle immediately and carries out the required 

processes. 

http://upmines.upsdc.gov.in/)
http://upmines.upsdc.gov.in/)
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• Integrated Command & Control Center 

(ICCC) 

It is established at directorate level to keep a vigil 

on the mining activities & continuous 

surveillance of the information captured by 

Mining CheckGates, PTZ camera, Weighbridge, 

IP Cameras installed in and around districts 

mining area and major mining routes. 

 

7D. UP Mineral MART 
(http://upmineralmart.com/) 

(Lessee/Stockist, Transporter, Government 

Construction Agency and Consumer) 

To ensure availability of minerals appropriately 

in abundant quantity & at fair prices to the 

general public, an e-Commerce portal 

https://www.upmineralmart.com has been 

developed for sale & purchase of minerals giving 

equal opportunity to upcoming entrepreneurs and 

bringing transparency, parity & price control. 

Outcomes: 

• An e-commerce platform for direct buyer 

seller interface 
• All lessees & stockists of river bed minerals 

registered 
• Daily updation of mineral stock & price 
• Online payment module 
• Rating & feedback corner 

 

8. Geographical & Demographic Spread of 

the Project: 

The project dimensions over a large area and is 

scaled to state, district and national levels. 

At the National level – 
• State(s) covered out of total States and UTs -8 

(UP/MP/Haryana/Rajasthan/Bihar/Uttarakhand/C

hhattisgarh/Jharkhand) 
• Percentage of States covered out of total:  

28.5% 

At the State/UT level - 
• District(s) covered out of total Districts - 75 
• Percentage of Districts covered out of total: 

100% 

At the District level – 
• Blocks covered out of total 822 Blocks - 822 
• Percentage of Blocks covered out of total: 

100% 

Demographic spread (percentage of 

population    covered) 
• 1,50,000 Transporters 
• 60,000 farmers benefitted 
• 10,000 Leaseholder 

• 2,000 Stockist 
• 2,000 Brick earth kilns 
• 93 Government Departments 

• eCommerce Portal is helping the citizens of Uttar 

Pradesh to buy minerals at affordable prices. 

9. Features of the Project 

• Unified Web Portal for integrated service delivery 
with a single window platform to access all mining 
services, payments for all stakeholders saving time, 
fuel, reducing carbon footprints, promoting efficiency, 
accuracy & transparency. 

• Timely Disbursement of Services with mobile app 
• Promotion of Business by encouraging local 

entrepreneurs, bringing parity, price control, 
discouraging red tape & monopoly 

• Smart Enforcement with AI & IoT based Unmanned 
CheckGates installed at major mining routes reducing 
pilferage, illegal mining practices & transportation. 

• Appropriate Evidence based Smart Decision Making 
with real time monitoring and generation of  

 
 

 10. Process flow (with diagrams) 

 

10A. Mining e-Services 

It is an easy-to-use single window clearance for all mining 

related needs. In order to ensure transparency and ensure 

speedy approvals & licenses where needed, it offers a level 

playing field to speed up all mining related activities. The 

land located close to a river have silt and mineral deposits 

during the monsoon season due to flood in nearby rivers. 

In order to remove the mineral from the land and to make 

it useful again, the farmers have to remove the silt and 

minerals deposited in the field. For the purpose, they have 

to apply to the District Administration and follow a process 

as shown in Figure-1 to get approval for removal of 

mineral. 

reports, MIS in Decision Support System (DSS) at 

Command Center at district level, with Handheld Reader 

equipped with m-check app available with all MOs. 

• Robust Grievances Redressal System with 24 x 7 

Helpdesk support & Chatbot. 

• Enhanced G2G digital collaboration and 

integrated services, enforcement and delivery with 

API integration. 

10B. Online Mineral Management 

It’s a kind automation for the department to generate 

online transit pass in format that includes all relevant 

mandatory fields with secure vehicle transportation of 

minerals. 
• It consists of EMM-11 (Transit Pass for Mineral 

http://upmineralmart.com/)
http://upmineralmart.com/)
http://www.upmineralmart.com/
http://www.upmineralmart.com/
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(Maho ba)  
(Jhansi) (Jhansi) 

(Maho ba)  

Transportation) which is a Transit Pass 
generated online by the Lessee to the vehicles 
carrying minerals out of the Mining Area. The 
vehicle driver has to carry a printed copy of the 
EMM11 form during his journey to the 
destination. 

• It also consists of Stockist Transit Pass (eForm 
C) which is generated by the Licensee for the 
delivery of minerals picked from the Lessee by 
the Stockist. The vehicle driver needs to carry 
this e-Form C during his journey to the 
destination. 

• Lastly, it consists of Inter-State Transit Pass 
(ISTP) to validate the authenticity or verify all 
vehicles ferrying minerals other than Uttar 
Pradesh. These vehicles need to procure an 
ISTP and have to pay a cess as per the norms. 

 

10C. Smart Enforcement System 

It is designed by combining multiple cutting-edge 

technologies including ANPR, Artificial 

Intelligence, Advanced RFID, etc., to create state of 

art Unmanned CheckGates and potent Dashboard 

fully capable of tracking suspicious vehicles and 

raising an alarm with the independent government 

departments to ensure a secure and efficient 

transport network. The RFID Reader, ANPR 

Camera, and Bullet Varifocal Camera are installed 

and commissioned at CheckGates, in such a way 

that when vehicles carrying the minerals, passes 

through the CheckGates, all the necessary 

information is collected from these devices. A 

software application is developed to capture data 

from the devices installed and filters them s per 

requirement. 

10D. UP Mineral MART 

Harnessing Technology and delivering minerals at 

the doorstep with minimum human intervention has 

given birth to an online ‘E-Commerce Platform’ 

called Mineral Mart. It is solely based on the 

Purchase and Sales of Minerals for Buyers and 

Sellers respectively. In this model, the sellers is 

registered on the portal and showcase their products 

and rates. On the other hand the end user of this portal 

will be the consumers, who is purchasing minerals 

through the web portal (www.upmineralmart.com). 

 

11. Implementation Methodology 

MINE MITRA is an integrated solution with a 

decentralized architecture and independent sub-

modules structured in strict adherence to the Software 

Development Life Cycle (SDLC) framework. The project 

management process relied heavily on the AGILE 

Methodology of constant collaboration with all key 

stakeholders and continuous improvement in all stages of 

Planning, Analysis, Design, Implementation, Testing and 

Maintenance. The focus was on breaking silos and 

simplicity as well as continuously incorporating the 

changing requirements that demanded concurrent 

development and testing. The integration through API of 

the existing services like Bhulekh, VAHAN, Nivesh-Mitra 

& other states was also done. 

Apart from the above, the following methods were also 

adopted: 
• Design a prototype user interface (Mock-up model). 
• Taking feedback & relevant inputs from all 

stakeholders & final development of the application. 
• Integrated solution with a decentralized architecture. 
• The architecture of Project MINE MITRA is 

highly decentralized thereby giving a lot of 

competence. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure:1-Online e-Services for Farmers/ Lessee/ Stockist/Transporters 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure: 2 - District wise Established Mining CHECKGATE
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Figure:4- Online E-Commerce Platform (UP Mineral MART) 

 

12. Physical Achievement 

The capacity building for all citizens and B2B, G2G stakeholders was done by replacing the physical process with an 

automated end-to-end solution to achieve the numbers mentioned in the Table-1. The revamping of the applications 

was achieved by add-on of some modules. The nodal officers were trained through hands-on Training and awareness 

camps were conducted at Lease Areas. Apart from all this, the followings methods were adopted i.e., Social Media 

Campaign, SMS Campaign, WhatsApp, Live Camps, Publicity of literature, Press Releases, Workshops for MOs & 

Transporters. 

Table-1: Quantifiable improvement through implementation of initiatives as on Date – 05.10.2022 

 

 

Sl. No. 

 

Services 
Data as on 
01-Oct-
2019 
(Before GPR) 

Data as on 26-
Feb-2021 

Data as on 05-
Oct-2022 
(After GPR) 

1 eMM11 Issued Nil 97,26,474 2,32,48,414 

2 Revenue Generated by eMM11(In 

Crore) 

Nil 2,853 5,939 

3 eFormC Issued Nil 3,20,310 14,38,635 

4 ISTP Issued Nil 15,94,579 45,93,048 

5 Revenue Generated by ISTP (In Crore) Nil 164 494 

6 Online Leases Nil 487 822 

7 Online Brick Earth Kilns Nil 86 418 

8 MINETag Installed Nil 24,703 85,000 

9 Weighbridges Integrated Nil 260 466 

10 Lease area Geo-fenced Nil 260 518 

11 Agricultural Land Mining permits 17 382 1,499 

12 Basement & development projects 
permits 

36 339 1,283 

13 
Bhoomidhari Land Mining (River 
Bed) permits 25 198 497 

14 Excavation of Ordinary Earth permits 115 3,056 12,265 
15 Permission for Mineral Retailer 

Registration 
Nil 1,328 12,819 
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16 
Permission for Farmer Registration 
for Extraction of Ordinary Earth 
(Bhoomidhari) 

Nil 483 38338 

17 Stock License Issued Nil 200 1,334 
18 Mining Plan Approved 28 71 1,053 

19 Online LOI & Deed Execution Nil 80 1,421 

20 Applications received for Mining 

eServices 

Nil 20,358 69,192 

(Source: The above stats shown are as of 05th October, 2022 from start date) 

 

13. Project Performance 

To enhance the project performance, automation was 

done by reducing the sequential flow, which resulted in 

reduction of the turnaround time. DSC was implemented 

to enhance security & reduce the dependency of 3rd party 

in generating Digital permits & LOI. A 24/7 helpdesk 

support has been established for pendency’s & daily 

notification was sent through the mobile app to the 

concerned stakeholders. 

 

 

 The average number 
per month (Before 
Initiative) 

The average number 
per month (After 
Initiative) 

% Increase or 
Decrease (if 
applicable) 

No. of Services take-up (Mine-
Mitra Services) 

6 25 76% 

No. of Transactions 
(Application Received) 

                    343 2482 100% 

The average number of 
Paper documents used 
(service-wise) 

                     15 0 100% 

No. of beneficiaries                     54 616 100% 

No. of feedback 0 612 100% 

No. of positive feedback 0 550 100% 

 

14. Key Outcomes 
• Digitization of all mining services 
• Effective reduction of application processing time 

from an average of 30 days to 24 hours 
• API Integration with MoRTH (VAHAN), other 

departments of the state government like 
Industries (Nivesh-Mitra), Revenue (Bhulekh) and 
CM Dashboard (DARPAN) as well as mineral 
transit pass portals of bordering states leading to 
better inter- agency networking and coordination 

• Enhancing government revenue through checks on 
excessive mining & illegal transportation 

• Real-time monitoring tool in the form of Director 
Dashboard for statewide review of application-
wise pendency 

• A robust departmental MIS and analytical 
reporting through DSS 

• Onboarding of public through web based & 
android/iOS   mobile   application   resulting   in 

higher transparency & user confidence. 
 

15. Conclusion 

In simple words, MINE MITRA has implemented a 

transparent and user-friendly interface and helped in 

educating all the stakeholders to use digital platforms 

and emerging technologies. It has provided easy access 

of quality minerals to the citizens through MINERAL 

MART. 

 

The Directorate has achieved its objective of putting a 

check on pilferages, hoarding & black-marketing of 

minerals and reduction of nexus by enforcement & 

surveillance through real-time monitoring of data 

received through Mining CheckGates, RFID Handheld 

Reader with m-Check App and sending alerts and 

notifications to the concerned authority.
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Chapter 3 
Direct Benefit Transfers – Paradigm and Evolution 

 

Authors: Saurabh K Tiwari (Joint Secretary) js.dbt@nic.in) & Anshuman Kamila (Assistant Director) 

(kamila.anshuman@gov.in), Cabinet Secretariat, DBT Mission, Government of India.  

 

Abstract: The concept of ‘state’ has evolved in the political economy discourse over time into the concept of a welfare 

state. Good governance is an essential unifying cord that runs through all the multiple facets of a welfare state. The 

system of delivering welfare benefits directly to intended beneficiaries is an essential ingredient of modern-day good 

governance in India. This article traces the theoretical and contextual underpinnings of direct benefit transfers in India 

as well as the physical progress of its implementation over time.  Various enabling aspects and procedural reforms to 

facilitate the smooth implementation of DBT in India have been discussed, along with a focus on contemporary thrust 

areas from policy perspective. The article finally discusses the pathway to future reforms with detailed justification for 

each of the proposed initiatives, while giving a drawdown on the progress already achieved thereby. 

The concept of ‘state’ has evolved in the political 

economy discourse over time. From its early conception 

as a divine creation with rulers being endowed with the 

divine right to rule to ‘a necessary evil’, it has 

metamorphosed into the concept of a welfare state at 

least since the Second World War. Broadly 

conceptualised, welfare state is a state that is committed 

to providing basic economic security for its citizens by 

protecting them from market risks associated with old 

age, unemployment, accidents, and sickness. It is to be 

appreciated that good governance is a unifying cord 

stringing together the multiple facets of a welfare state 

and functions as its backbone. The system of delivering 

welfare benefits directly to intended beneficiaries – the 

paradigm of direct benefit transfers (DBT) – is an 

essential cornerstone of modern-day good governance in 

India. 

 

The Economic Survey 2015-16 reiterated the 

conventional wisdom that economic growth has 

historically been good for the poor, both directly because 

it raises incomes, and indirectly, because it gives the 

state resources to provide public services and social 

safety nets that the poor need (more than anyone else). 

At the same time, it reiterated that growth needs to be 

complemented with active government support to 

improve the economic lives of the poor and vulnerable. 

In the subsequent economic analysis carried out, it was 

shown that in several price subsidies that governments 

in India offer, rich households benefit more from the 

subsidies than do poor households (say, in the case of 

electricity, water or fuel subsidies), distortions are 

created in the market which ultimately hurt the poor the 

most (say, in the case of minimum support prices or 

railway passenger subsidies) and on account of their 

leakages not only are direct wastages created but 

opportunity costs of how the government could have 

otherwise deployed those resources also pile up. It held 

that the benefit that price subsidies seek to create for the 

poor can be directly transferred to the poor through 

lump-sum income transfers, avoiding the distortions that 

subsidies induce. Against this backcloth, the goal of 

converting subsidies into DBT mediated through the Jan 

Dhan, Aadhaar and Mobile Number (JAM) trinity was 

set into motion. 

 

DBT was launched in 2013 to re-engineer the then 

existing delivery processes using modern Information 

and Communication Technology (ICT) to transfer 

benefits directly into the preferably Aadhaar seeded 

bank / postal accounts of accurately targeted 

beneficiaries. In the span of the past decade, DBT has 

expanded from a mere 24 schemes being piloted in DBT 

mode in 43 districts in 2013 to over 300 Central schemes 

and greater than 2000 State schemes by September 2022. 

The progress of DBT can be seen in the illustrative graph 

in Figure 1. 

 
Figure 1 
Source: DBT Bharat Portal (https://dbtbharat.gov.in/). Data for 2022-23 is as 

on August 2022. 

7
,3

6
8

3
8

,9
2

6

6
1

,9
4

2

7
4

,6
8

9 1
,9

0
,8

7
1

3
,2

9
,7

9
6

3
,8

1
,6

3
2

5
,5

2
,5

2
7

6
,3

0
,2

6
4
.7

2
,3

7
,9

7
3

2
0

1
3
-1

4

2
0

1
4
-1

5

2
0

1
5
-1

6

2
0

1
6
-1

7

2
0

1
7
-1

8

2
0

1
8
-1

9

2
0

1
9
-2

0

2
0

2
0
-2

1

2
0

2
1
-2

2

2
0

2
2
-2

3
*

F
u

n
d

 T
r
a

n
sf

e
r 

in
 C

e
n

tr
a

l 

sc
h

em
e
s 

 (
in

 ₹
 c

r
)

Fiscal year



 
“e-Governance – Bringing Citizens, Industry and Government Closer” 

16  

Keeping in view the inter-ministerial nature of activities 

surrounding implementation of DBT across whole of 

government, a ‘DBT Mission’ was initially housed in the 

Planning Commission as the nodal agency for 

overseeing DBT in government schemes. It was 

thereafter transferred to the Department of Expenditure 

in July 2013. To impart further fillip to the DBT process, 

DBT Mission and matters connected therewith have 

been harboured in Cabinet Secretariat w.e.f. September 

2015. 

 

In the years of its operation, the DBT paradigm has 

enabled 

o Accurate identification & targeting of beneficiaries  

o Greater inclusion and ease of availing services 

through online application 

o Transparency in fund transfers to beneficiaries 

o Curbing of leakages in the benefit delivery 

processes through elimination of 

middlemen/agents 

o Creation of greater accountability on behalf of the 

Government 

o Facilitating of reforms in Government processes 

through re-engineering 

o Increase in efficiency in scheme delivery processes 

o Effectiveness of schemes through timely 

implementation 

 

So far, cumulative transfers of over ₹25.06 lakh crore in 

respect of Central schemes have been made through the 

DBT route. In this process, collective savings of over 

₹2.23 lakh crore have been made as on 31 March 2021 

for Central schemes alone due to the removal of 9.42 

crore duplicate, fake/non-existent beneficiaries across 

databases.  

 

With the outbreak of the COVID-19 pandemic and the 

imposition of lockdown and social distancing norms, 

DBT emerged as a boon in providing succour and relief 

to millions of citizens whose livelihood was impacted. 

India’s DBT ecosystem faced the trial during such 

calamitous times and DBT played a major role in 

sustaining life especially of the under-privileged 

segments of the society impacted by the COVID-19 

crisis, helping millions in providing immediate relief in 

tiding over the turbulent period. Cash transfers under 

central schemes like PM-KISAN, Mahatma Gandhi 

National Employment Guarantee Scheme 

(MGNREGS), National Social Assistance Program 

(NSAP), Pradhan Mantri Matru Vandana Yojana 

(PMMVY), National Rural Livelihood Mission 

(NRLM), National Health Mission (NHM), scholarship 

schemes of various ministries through the National 

Scholarship Portal (NSP) and schemes of states such as 

Uttar Pradesh, Bihar, Madhya Pradesh, Tripura, 

Maharashtra, Andhra Pradesh, among others, were a big 

relief for all the adversely affected masses of India 

during the COVID period. 

 

The DBT programme has been a key contributor 

towards Digital India programme driving “Faceless, 

Paperless, Cashless” economy. A total of 717.2 crore 

DBT transactions were performed during FY 2021-22. 

These include 337.1 crore transactions where benefits 

were transferred electronically into bank accounts of the 

beneficiaries and 380.1 crore transactions to conduct 

Aadhaar authentication of beneficiaries through 

biometric / demographic / OTP based authentication 

through UIDAI’s Central Identities Data Repository 

(CIDR) for in-kind DBT schemes (e.g. PDS, COVID 

vaccination, etc.)  

 

To make DBT schemes more accessible and transparent, 

there is a need to digitize various processes through 

online and mobile platforms. Major DBT schemes are 

being end-to-end digitized (EED) with provision for 

online and mobile-based facilities (158 and 133 Central 

government DBT schemes are EED and on mobile 

platform respectively; similarly, over 1000 state / UT 

DBT schemes are EED). In this regard, mention of the 

umbrella mobile app of the Government of India, 

namely Unified Mobile App for New Age Governance 

(UMANG) is merited. UMANG is developed by 

Ministry of Electronics and Information Technology 

(MeitY) and National e-Governance Division (NeGD) 

to drive Mobile Governance in India. It provides a single 

platform for all Indian Citizens to access pan India e-

Governance services ranging from Central to Local 

Government bodies. More than 22,000 services (738 

from Central, 790 from State departments, 20,558 Bill 

payment services), are already available on UMANG for 

citizens. For citizens who do not have access to smart 

phones, these services are also available through assisted 

mode through Common Service Centres (CSCs) across 

India. The citizen experience in accessing DBT schemes 

through the UMANG app is markedly rich, since 

UMANG offers a well catalogued bouquet of services in 

multiple Indian languages to cater to the widest possible 

audience. 

Use of Aadhaar in benefit delivery: Aadhaar is used 

for following activities in DBT: 

a) Enrolment of Beneficiaries: Individuals enroll under 

various DBT schemes through application submitted 

through online, offline or assisted mode. The applicant 
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is authenticated (i.e., credentials submitted by her are 

matched with the credentials stored in CIDR) and de-

duplicated (i.e. the pool of applicants is screened to 

check that under a given scheme an individual is a single 

beneficiary and is not enrolled multiple times) using 

Aadhaar. Beneficiaries without an Aadhaar are 

facilitated for Aadhaar enrolment and are also allowed 

to enroll for the scheme using alternate and viable means 

of identification in addition to submission of proof of 

having applied for Aadhaar. During FY 2021-22, 

overall, 73.7% of the DBT beneficiaries were 

authenticated across DBT schemes. Several schemes 

across Departments of Social Justice and Empowerment, 

Space, Youth Affairs, AYUSH, Culture, etc have 

already achieved 100% authentication. Over a dozen 

Departments / Ministries of the Central government and 

several state / UT governments have achieved Aadhaar 

authentication for more than 95% of their DBT 

beneficiaries. Thrust is being laid upon Departments / 

Ministries / States / UTs to enhance the Aadhaar 

authentication levels in their respective schemes.   

 

b)Payments of benefits: Disbursal is made in the bank 

accounts of the beneficiaries preferably in their 

Aadhaar-linked bank account, in several cases using 

Aadhaar as a financial address (i.e. through the Aadhaar 

Payments Bridge (APB), vide which an individual 

beneficiary’s bank account is mapped and authenticated 

against their Aadhaar number in a list maintained by the 

National Payments Corporation of India such that 

payments initiated against a given Aadhaar number are 

transferred to the bank account seamlessly). This has 

several advantages over a simple bank account-based 

transfer. It ensures that Government benefits or 

subsidies are paid directly in the Aadhaar-authenticated 

bank account of the beneficiary. The failure rate of 

Aadhaar based payments is significantly lower than 

account-based failures. The beneficiary has the 

advantage of simultaneously updating her financial 

address for multiple schemes, without the need for any 

physical visit to banks/government offices. Aadhaar as a 

financial address also ensures that the account details of 

a beneficiary are insulated from dynamic changes in the 

banking ecosystem such as merger of branches / banks, 

changes in IFSC, etc. In FY 2021-22, about half of the 

DBT transactions were made through the APB route. 

Some schemes of the Government of India are already 

targeting making all their beneficiary-oriented transfers 

through APB. Regularly interactions are being 

organized with all stakeholders to popularize the use of 

APB in the universal set of DBT transfers. 

 

c)Accessing funds through micro-ATMs: Funds can be 

withdrawn through Aadhaar-enabled Payments System 

(AePS) micro-ATMs. As on 31 August 2022, over 1.8 

cr AePS enabled micro-ATMs across 40 banks have 

been installed. These micro-ATMs also offer the 

functionality of initiating fund transfers, checking the 

bank balance, obtaining a mini statement, etc. And all of 

this by means of an individual presenting her biometric 

credentials which are matched against her credentials 

present in the CIDR.  

Envisioning further use of Aadhaar: Aadhaar can also 

be used for “real-time verification of eligibility of 

beneficiaries” [DBT 2.0] or for “suo-moto 

determination of eligibility” [DBT 3.0] as detailed 

below:  

DBT-2.0 

a)Real-time verification of eligibility using Aadhaar-

seeded databases: Any applicant for a DBT scheme will 

have to be verified for their eligibility to be a recipient 

of the scheme benefits. The databases used for verifying 

eligibility are often stand-alone and not Aadhaar seeded. 

This creates the need for outlay of administrative costs 

for certifying the eligibility of a beneficiary by 

ascertaining the genuineness of the documents 

submitted by her. For an efficient and effective 

verification mechanism, different databases need to talk 

through a common identifier on real-time basis. Aadhaar 

number was intended to be this identifier, as is evident 

from Preamble of the Aadhaar (Targeted Delivery of 

Financial and Other Subsidies, Benefits and Services) 

Act, 2016, which does not stop with identification and 

authentication of individuals by assigning unique 

identity but also intends to cover within its ambit 

‘connected and incidental matters’ related to targeted 

delivery of benefits and subsidies.  

 

Accordingly, an enabling legal provision, wherein 

consent of the applicant for the limited purpose of 

establishing and verifying eligibility, could be 

established for Aadhaar-seeding and Aadhaar-based 

access to these databases. In the absence of Aadhaar-

seeded digitized environment, these eligibility-

determining documents are verified physically and the 

eligibility is decided accordingly. However, if the 

proposed ecosystem is created, real-time verification 

and eligibility could be established, saving time and 

effort for both beneficiary and Government. 

 

In a first step in the right direction, UIDAI has recently 

clarified that for the purpose of issuance of various 

certificates by government departments or their agencies 
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that are ultimately used in determining eligibility of 

beneficiaries for disbursal of social welfare benefits, the 

issuance of such certificates can be considered under the 

purview of Section 7 of the Aadhaar Act. This enables 

the Aadhaar linking of residents in such certificates, 

paving the way for the purported electronic, Aadhaar-

linked eligibility determination ecosystem. 

 

b)Reducing Aadhaar authentication failure: 

Authentication failures occur due to poor network 

connectivity, biometric mismatch, demographic 

mismatch, invalid OTP value, incorrect Aadhaar 

number, etc.: There is a need to ensure that failures in 

Aadhaar authentication are appropriately addressed 

through promoting use of IRIS devices (which offer 

higher authentication success rate and contactless 

authentication), face authentication (also a contactless 

authentication modality which also offers the additional 

functionality to check the live-ness of the person 

undergoing authentication), dual-finger authentication, 

best-finger detection, OTP-authentication and 

improving connectivity. In cases of failure due to lack of 

connectivity, offline authentication system such as QR 

code based options may also be explored. 

 

c) Digilocker / API Setu as single source of truth: The 

Digilocker-API Setu ecosystem needs to evolve as a 

single source of truth for verification of eligibility in 

DBT schemes through mandatory use of Aadhaar. This 

ecosystem facilitates the use of eligibility verification 

documents in an electronic format and seamless sharing 

of the same across multiple agencies or offices; 

mandating the use of Aadhaar as a common identifier in 

all these documents will enable the ease of 

authentication of an individual scheme applicant / 

beneficiary. This would spare agencies implementing 

DBT schemes the onerous task of connecting with 

numerous verification databases e.g., National 

Scholarship Portal would not have to connect with 36 

State Boards/ State Income Certificate issuing 

authorities, etc. For successful achievement of this 

vision, the Digilocker-API Setu ecosystem will have to 

progressively on-board all verification databases along 

with the legacy data.  

 

 

d) Best practices to enhance the usage of Aadhaar in 

social welfare schemes: It is incontrovertible that usage 

of Aadhaar enables ease of accessing benefits for 

citizens and unlocks many economies for government(s) 

implementing such benefit schemes. To this end, it is 

essential that usage of Aadhaar is expanded across all 

such schemes. Some best practices in broad-basing the 

usage of Aadhaar across schemes need to be widely 

adopted by governments: (i) front-loading the listing of 

Aadhaar as the primary identity and address proof in the 

documentation list; (ii) auto-populating various fields in 

scheme application based on data fields captured in the 

CIDR; (iii) rigorous scrutiny of applications that are 

submitted without Aadhaar; (iv) in case of schemes 

aimed at minors, capturing the Aadhaar of minors with 

the consent of parents or capturing the Aadhaar of 

mother / father / legal guardian of the minor, after 

incorporating the necessary provision in the scheme 

guidelines. 

 

DBT 3.0: Creation of Social Registry for Suo moto 

determination of Eligibility: In DBT 3.0, instead of an 

application-based approach to DBT schemes, we can 

evolve to a social registry mechanism wherein suo-moto 

determination of eligibility using Aadhaar as identifier 

is used to proactively disburse benefits.  

  

A Social Registry Information System (SRIS) can serve 

as a unified / centralized beneficiary repository using 

various databases. The Social registry could be 

populated by fetching data across scheme databases, by 

using Aadhaar as the common identifier.  

  

Meanwhile, various State Governments have also 

developed/ are developing comprehensive social 

registry like platforms [Eg. Rajasthan, Haryana, 

Telangana, Madhya Pradesh, Karnataka, Odisha, 

Kerala, Assam]. Single-view of households and / or 

beneficiaries through unified beneficiary database has 

improved targeting and inclusion of beneficiaries. Most 

of these systems use Aadhaar as the primary identifier, 

and generate another ID to mask the Aadhaar to be 

compliant with the legal provisions which prohibit 

profiling. The Supreme Court has upheld the use of 

Aadhaar for disbursal of Government benefits. The legal 

basis for sharing of data for Schemes/Services notified 

under Section 7 / 4(7)/ 4(4)(b)(ii) has been facilitated by 

UIDAI recently with provisions for sharing of Aadhaar 

related data between Ministries / Departments of the 

Central / a State / UT government and between the 

Central government and a State / UT government with 

informed consent of beneficiaries, thus facilitating the 

creation of social registry. 

 

 

Promotion of cash-out after successful crediting of 

DBT payments: In addition to the Aadhaar enabled, 

micro-ATM based cash-out functionalities being made 
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available, government is also working on furthering 

financial touch point provisioning through at least one 

brick and mortar outlet within 5 km of every village. 

Further, GIS coordinates of financial touchpoints 

(Branches / IPPB / BCs / ATMs) have been mapped on 

‘Jan Dhan Darshak’ mobile App. The web-version of 

this app is available on http://findmybank.gov.in. Out of 

5.53 lakh inhabitated village mapped on Jan Dhan 

Darshak app, only 196 villages (as on June 2022) remain 

to be covered by banking outlet (Branch / IPPB / BC) 

[Of these, 39 villages already have a CSC cash-out 

point.]; down from 11,278 in Oct 2019. RBI in March 

2022 has issued detailed framework for geo-tagging of 

payment touchpoints. This will help chalking out 

strategic intervention in order to ensure focused 

deployment of infrastructure. 

 

Furthering the DBT momentum: On account of the 

multiple tangible and intangible benefits obtained and 

likely to be realized due to implementation of DBT 

based beneficiary welfare schemes, it ought to be a 

national imperative to bring more and more schemes 

under the DBT umbrella. To this end, DBT mission has 

written to all Departments / Ministries of Central 

government and governments of States / UTs to 

comprehensively review their beneficiary-oriented 

welfare schemes and assess them from the perspective 

of DBT applicability. In this regard, Departments / 

Ministries have been sensitized in series of meetings and 

States / UTs have been sensitized in regional workshops 

of the UIDAI. This issue is also highlighted during the 

Zonal Council Meetings of the Inter State Council. 

Reasonable progress has been obtained in terms of 

discovery of DBT applicability of existing schemes and 

the progress is likely to be much more satisfactory in 

times to come. 

 

Mandating the use of Aadhaar in schemes notified 

under Section 7 of the Aadhaar Act: As per Section 7 

of the Aadhaar Act, a person desirous of receiving DBT, 

but has not been assigned Aadhaar number is required to 

make an application for Aadhaar enrolment along with 

alternate and viable means of identification (like Ration 

card, PAN, Driving Licence etc.), and is thereafter 

provided subsidy / benefit. However, there was lack of 

clarity if the benefit is also to be given to those who 

refuse to make an application for Aadhaar enrolment. 

Accordingly, UIDAI has clarified recently that either 

Aadhaar number or proof of having made an application 

for Aadhaar enrolment can be mandatorily sought from 

an applicant for a DBT scheme notified under Section 7 

of the Aadhaar Act. The key message of this clarification 

is that Departments/Ministries are empowered to insist 

on Aadhaar number from beneficiaries of schemes 

notified under Section 7 of Aadhaar Act. Further, in 

terms of the proviso to Section 7 of the Aadhaar Act, in 

case no Aadhaar number has been assigned, the 

beneficiary shall make an application for enrolment and 

till such time Aadhaar number is assigned, he/she may 

avail the benefits, services and subsidies through 

alternate and viable means of identification along with 

proof of having applied for Aadhaar. Increasing the 

capture and authentication of Aadhaar of beneficiaries 

of DBT schemes will enhance the benefits that DBT 

implementation brings. The goal needs to be to capture 

Aadhaar and authenticate the same for all applicants and 

beneficiaries. 

 

Conclusion: Aadhaar-based DBT as a pathbreaking 

step and a good governance reform initiative has 

traversed a long way in India. The three legs of the 

JAM trinity – Identification of beneficiaries by 

government, Transfer of fund to beneficiaries by 

government, Access of fund by beneficiaries – have 

been firmly grounded in the bedrock of Indian 

economy and get more firmly implanted each passing 

day. The time is now opportune to catapult the policy 

space to the next level of DBT, which is the era of 

social registries or entitlements-based benefit delivery 

systems. Several state governments have started 

making strides in the desired direction which may 

converge to a national social registry. Cooperation 

from all quarters of government will only hasten our 

collective progress in this important whole-of-

government policy imperative. 

 

 

 

 

http://findmybank.gov.in/
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Chapter 4 

Paddy Procurement Automation Systems (P-PAS) 

Author: Rajendra Mishra, Special Secretary to Government, New Delhi, E-Mail: fcswsc@nic.in 

Introduction: - 

Paddy Procurement Automation System (P-PAS) which has been in operation since Financial Year 2015-16 is a web-based 

application where all transactions at Primary Agriculture Co-operative Society (PACS)/ Large sized Adivasi Multipurpose 

Co-operative Societies (LAMPCS)/ Women Self Help Groups (WSHGs)/ Pani Panchayats (PPP) (society, in short) are 

executed through online mode. It uses the verified & updated database of Farmer Registration module as its input. Documents 

like Advance Token, Vendor Receipt; Transit Pass cum Acceptance Note etc. are generated from the system. 

Initially in Kharif Marketing Season (KMS) 2015-16, P-PAS was implemented in 60 blocks of 24 Districts of the State. The 

state wide rollout was done in the year KMS 2016-17 where more than 2500 PACs in 308 blocks of 30 districts were covered. 

In the last KMS (KMS 2021-22) a total of 70.03 lakh MT of paddy has been procured from around 15.15 Lakh farmers 

amounting to Rs.13781 Cr. 

Objective of the System: 

From Kharif Marketing Season 2003-04, Odisha became a Decentralized Procurement (DCP) State. Under the DCP Scheme 

of Government of India, the Food Supplies and Consumer Welfare Department, Government of Odisha procures paddy from 

farmers through State Procurement Agency at multiple locations called Paddy Procurement Centers (PPCs) or mandis through 

Primary Agricultural Co-operative Societies (PACS), Large sized Adivasi Multi-Purpose Co-operative Societies (LAMPCS), 

Women Self Help Groups (WSHGs) and Pani Panchayats (PP) during Kharif season and Rabi season in every Kharif 

Marketing Season (KMS). The procured paddy is handed over to private millers who deliver the resultant Custom Milled rice 

(CMR) to the Rice Receiving Centers (RRCs) of the State for distribution under PDS. The surplus rice is delivered to the 

Food Corporation of India (FCI) for the utilization under Central Pool. 

Initially till KMS 2012-13, there was no uniform system to identify farmers across the State, there were no farmers’ database, 

no proper decision support system at procurement centers, vast manual documentation at each step. On the other hand, as 

there was no option to calculate the surplus available with farmers, farmers were always apprehensive about the sale of 

their surplus. In this context, there was need to bring transparency in the entire system for monitoring the process. The Farmer 

Registration System and P-PAS software are designed and implemented to automate the paddy procurement during the Kharif 

season and Rabi season in each Kharif Marketing Season (KMS) with the objectives of: 

• using a common platform 

• efficiency and ease of operation 

• error free transactions 

• effective monitoring 

• better coordination 

• optimize funds flow 

• increased genuine farmer participation 

There is a robust MIS and transparency portal to cater to the needs of different cross section of stakeholders. The MIS reports 

are automatically updated and made available to the users and the inspecting officers at various levels on real-time basis to 

make the monitoring and status-tracking effective. The system makes the summarized information on the transactions at the 

PPC on daily basis and is available to the concerned officials through SMS alerts. 

Innovations that have been implemented in this project are: 

• Transaction Based Application: P-PAS is a workflow automation tool that provides facilities to record paddy 

procurement transactions of PACS/PPC, Mandis on real time basis. The data of transactions are used in MIS reports 

for taking various decisions. 

• A clean database through P-PAS process: By registering farmers in advance, each society can assess the quantum 

of surplus paddy available with the farmers in their jurisdiction based on their cultivated area and yield per acre. 

mailto:fcswsc@nic.in
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• SMS Alert: The software application generates SMS alert. It has facility to intimate the farmer through 

SMS describing the quantity of paddy salable by the farmer at the designated mandi i.e. like an advance 

token. The software application also generates an SMS alert on the receipt of paddy by miller from PACS 

and the same is sent to different stakeholders at State level and District level. Reminder SMSs    are also 

sent to farmers for bringing paddy to Mandi as per scheduled date. An SMS is also sent to the farmer after 

the cost of paddy is credited to his account. 

• Online-Offline Model of Implementation: Paddy Procurement Automation System need online 

application to automate the operations. But internet connectivity, coverage and bandwidth are major 

constraints in remote areas of the State to operate through fully online system. Considering above 

constraints, two separate software components have 

 been developed. 

• A desktop component is developed to work at PACS/PPC even when internet is not available and a 

web portal component for concurrent access to information by all stakeholders. Provisions have also 

been made to ensure proper synchronization of online and offline data. The connectivity constraint is 

managed by implementing this online-offline architecture. 

• Advanced Technology Features: The application is developed in open standard technology platform. 

• Satellite based Field Verification: Satellite imagery based verification of paddy cultivated areas is being 

done on registered data which is integrated with Land record system of State. This helps to trace and 

eliminate ghost farmers. It helps to purchase paddy from genuine farmers. 

• eVahan Integration: To ensure that right vehicle carries paddy to Mill points during procurement season, 

P-PAS is integrated with eVahan system which ensures proper fitness of a vehicle. 

• Feedback Management System: To ensure proper citizen service a 35seater call center has been created 

at State Headquarter to monitor procurement operation by taking feedback directly from farmers. 

• P-PAS Process Flow: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

P-PAS Outcomes: - 

• Platform for all state agencies procuring paddy 

• Timely recording of paddy procurement transactions 

• Less Paper Work: 

✓ Advance token system 

✓ Mandi Arrival Screen 

✓ On the spot vendor receipt 

• Delay in payment to farmers reduced through online disbursement 

• Streamlining procurement of paddy from farmers. 
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• Helping to forecast and plan surplus paddy availability in the season. 

• Verification of paddy cultivation area through Satellite imagery analysis. 

• Transparency in field verification with the introduction of Satellite imagery based analysis for registered 

plots. 

• Increase in participation of small and marginal farmers. 

• Authenticity of vehicles through eVahan integration. 

Cost Effectiveness and Citizen Centricity/ Friendliness: - 

Earlier entire paddy procurement system was manual. There was no uniform system to identify genuine 

farmers and calculate their surplus. With Farmer Registration Module and P-PAS, duplicity of farmers and ghost 

farmers have been eliminated. MIS and other activities have become transparent. Farmers’ data have been, digitized 

by the PACS in the web-based Farmer Registration module placed in FS&CW Departments portal 

www.foododisha.in. Documents like Advance Token (i.e. SMS to farmer for sale of paddy), Vendor Receipt (given 

to farmers as proof of receipt of specified quantity of paddy); Vehicle Challan & Paddy Acceptance (AC) Note (both 

given to Millers) are generated from the system. Paddy Purchase Register is generated by the system. 

The specific impact includes: 

• Centralized database of genuine farmers, PACS, millers and warehouses are available, and uniform 

procedures for procurement of paddy is prevalent across the State. Saleable surplus quantities of paddy for 

each of registered farmers calculated beforehand and purchases are made accordingly. 

• Increased Efficiency: Tasks at the PACS are performed much quicker. Digitized data generate required 

registers and reports error-free. The cost of paddy is being directly deposited in the accounts of the 

farmers in 24 to 48 hours. This has increased the satisfaction of farmers. 

• Enhanced Accuracy: The initiative has eliminated the scope for manual errors and manipulation of 

records. 

• Transparency: All information related to procurement transactions available in the public domain at 

www.foododisha.in bring transparency in Paddy Procurement Operations. 

• Accountability: Workflow automation tool in the system provides facilities to record transactions of 

PACS on real time basis and helps the concerned officials in monitoring pendency at various levels for 

appropriate action to benefit farmers. 

• Monitoring: SMS alert system and citizen interface website encourage citizen participation and support 

concerned departmental officials in monitoring procurement of paddy. 

• Direct Benefit Transfer: Payment for the paddy procured from farmers effected through transfer to the 

Bank accounts directly within 24 to 48 hours of procurement. P-PAS has been integrated with the Public 

Financial Management System (PFMS) of the Government of India for flawless credit of MSP to the 

farmers’ registered bank accounts 

 

The paddy procurement system has been made transparent efficient and accountable by use of Information and 

Communication Technology (ICT) in “Farmer Registration System” and “Paddy Procurement Automation System 

(P-PAS)”. 

The most notable importance of this interaction are creation of a centralized database of genuine farmers, timely 

payment of MSP to the farmer and workflow automation for real time monitoring and decision making. 
 
 
 

*** 

 

 

 

http://www.foododisha.in/
http://www.foododisha.in/
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Abbreviations and Acronyms 

S. No. Item Description 

1.  ICT Information and Communication Technology 

2.  IT  Information Technology 

3.  GIS  Geographic Information System 

4.  ESDM Electronics System Design and Manufacturing 

5.  CCIP Communication & Connectivity Infrastructure Policy 

6.  SARAL Simple, All-Inclusive, Real Time, Action Oriented, Long Lasting 

7.  BPL Below Poverty Line 

8.  LC Local Committees 

9.  CSC Common Service Centre 

10.  AAS Auto Appeal System 

11.  GoH Govt. of Haryana 

 

1. Abstract 

Digital Governance is about using advanced Information and Communications Technology (ICT) to improve and 

support all process in the governmental domain and provides government information and services to the citizens or 

businesses or government agencies through the Information Communications and Technology (ICT). E-Services 

include better delivery of government services less waste, greater accountability, greater accessibility, and public 

control via access to knowledge, decline in time and energy, revenue generation and cost savings to the citizens.  

The State has introduced the Haryana Right to Service Act, 2014, that is focused on providing services to individuals 

in an open, time-bound and bothering free way through a good service delivery instrument. It was approved for the 

sole purpose of making the timely distribution of resources rendered by different government departments an effective 

program in order to promote efficiency and accountability. The services delivered subsequently improve the 

legislature's credibility. 

Similarly, the State of Haryana took the e- Course to speed up service delivery for overcome harmony and nepotism 

and huge number of activities were undertaken to introduce at the time of e-Governance in India. The enabled attempts 

were made at various rates to strengthen the provision of digital infrastructure and to disentangle the path to connect 

to them. The e- Governance in the state has gradually progressed from computerizing government departments to 

practices that epitomize governance's best uses, such as citizen- centricity, operation orientation and accountability. 

Goliath measures have been taken by the State in coordinating IT services, e-governance, providing on-demand 

assistance forms and computerized person strengthening.

 

2. Haryana Towards Digital Transformation 

 

mailto:sit@hry.nic.in
mailto:munish.chandan@semt.gov.in
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In line with Digital India vision, Haryana Government is giving great accentuation on promotion of IT and e-governance 

projects and increasing its usage in the Government offices, boards, corporations and other institutions. The State of Haryana 

has aligned its vision to the three focus areas of Digital India Program given as under: 

 

Figure 2 Vision of Haryana Government 

 

 

 

In line with the above-mentioned focus areas, Government of Haryana has notified four policies i.e., IT & ESDM policy, Cyber 

Security Policy, CCIP and Start-Up & Entrepreneur policy to facilitate the implementation of the projects under these focus 

areas. To develop Haryana as a hub of data centre industry, the Government has also notified Haryana State Data Centre Policy 

2022. 

Digital 
Infrastructure as a 

core utility to 
every citizen 

Governance and 
Services on 

Demand 

Digital 
Empowerment of 

Citizens 

➢ Digital Infrastructure as a Utility to Every Citizen 

• High speed internet 

• Cradle to grave digital identity - unique, lifelong, online, authenticable 

• Mobile phone & Bank account enabling participation in digital & financial space 

• Easy access to a Common Service Centre 

• Shareable private space on a public cloud 

• Safe and secure Cyber-space 

 
➢ Governance & Services on Demand 

• Seamlessly integrated across departments or jurisdictions 

• Services available in real time from online &mobile platform 

• All citizen entitlements to be available on the cloud 

• Services digitally transformed for improving Ease of Doing Business 

• Making financial transactions electronic &cashless 

• Leveraging GIS for decision support systems & development 

 
➢ Digital Empowerment of Citizens 

• Universal Digital Literacy 

• Universally accessible digital resources 

• All documents/ certificates to be available on cloud 

• Availability of digital resources/ services in Indian languages 

• Collaborative digital platforms for participative governance 

• Portability of all entitlements through cloud 
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The Government of  Haryana also believes in competent responsive governance, that various department will proactively 

deliver resources at the resident 's doorstep rather than people going to government to look for a service. For example, when a 

youngster is conceived, the person concerned is preceded for the services provided as the person develops, such as birth 

endorsement, required inoculation, health and sustenance, school admission, etc. 

With a dream of transforming the state into a carefully empowered society and information economy and enhancing the nature 

of service delivery, the State provides e- Governance services that display three key precepts, such as cashless, paperless and 

anonymous. This undertaking is to provide a recipient with the choice of electronic / computerized payment methods, no 

physical paper at any level for service rendering, and to ensure that recipients are not involve interacting with government 

department, unless it is a legitimate requirement. 

The State of Haryana has also taken numerous landmark actions in the current past to boost the connectivity to modern 

technology, enhance computerized service delivery, and empower the people. This includes various flagship initiatives like 

eKharid, SARAL, Mukhya Mantri Antyodaya Parivaar Utthaan Yojana (MMAPUY), Parivaar Pehchan Patra (PPP), Meri Fasal 

Mera Bayora (MFMB) and other initiatives such as CM Slot, e-Bhoomi, e-Registration, e-Payment, e-Filling, e-Tendering, e-

Refund, e-Disha, e-Tourism, e-Ticketing and so on. The CM Window portal of Haryana is a transparent complaint Redressal 

and screening mechanism launched to demonstrate accountability in governance that ensure timely resolution of grievances by 

individuals. It is supposed to achieve the twin aims of least organization and greater government. Till date, about 2.9 lakh 

complaints have been resolved in very effectively manner through this portal. 

Government of Haryana has been rolling out various IT initiatives in line with the vision of Digital India and its pillars.  Here 

is the list of the major flagship digital initiatives introduced by the government of Haryana with respect to the vision of Digital 

India. 

 

2.1. eKharid – Purchase of Agriculture Produce 
 

The impact of the pandemic on agriculture sector in the State was high since the lockdown came into existence at the time of 

Rabi harvest and it has disrupted the agriculture market in the State as well as in the country. Thus, with an objective to digitize 

and streamline various processes / steps involved in farmer produce procurement lifecycle and to bring transparency at all 

levels in procurement process, Government of Haryana has launched this initiative in the state. The Government policy of 

procurement of food grains has broad objectives of ensuring MSP to the farmers (remunerative prices for their produce) and 

availability of food grains to the weaker sections at affordable prices. It also ensures effective market intervention thereby 

keeping the prices under check and adding to the overall food security of the country. The key features of the application are: 

a) Issuance of Gate Pass to Farmer 

b) Auction (H-Register) of farmer produce by Auction Recorder 

c) Preparation of J-Form & I-Form by Arthiya/ Commission Agent 

d) Verification by Inspector of Purchaser 

e) Re-Verification by DM of Purchaser 

f) Sharing of I-Form data with Haryana State Warehousing Corporation (HSWC) 

g) Generation of payment file for further processing by Bank 

 

Initiative was envisaged with the aim to address the following challenges: 

a) Improve access of farmers to timely and relevant information throughout the crop procurement cycle 

b) Build a link between the existing information systems i.e., Meri Fasal Mera Byora (MFMB) and Haryana State 

Warehousing Corporation (HSWC) application. 

c) Streamline Mandi operations through the intervention of technology 

d) Bring transparency in various processes involved (auction, inspection, verification, and further lifting of farmer 

produce by the purchaser) 

e) Timely payments to farmers/Commission agents for produce/ services offered. 
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f) Provide a mechanism to monitor the progress of procurement of various crops across the distributed geography of the 

State 

 

Impact 

 

 

 

 

 

 

 

 

Figure 3 eKharid Achievements 

 
The initiative has been implemented across the state of Haryana. The project is empowering farmers by providing real-time 

information, timely payments and providing ease of purchase to purchasers in all the 22 districts of Haryana. More than 16 

lakh farmers and more than 29,000 commission agents of the state have been onboarded on the portal who have been 

successfully selling/facilitating the selling of the farm produce to the purchasers. 408 mandis with 549 Auction Recorders and 

more than 600 gatekeepers have also been onboarded on the platform. As on date, procurement to the tune of 2,57,39520.53 

Metric Ton has been done through the portal amounting to online transaction worth Rs. 47,359.41 Crores. 

 

2.2. Mukhya Mantri Antyodaya Parivaar Utthaan Yojana (MMAPUY) 

 

Central and State governments announce new schemes and 

programme for the benefit of the poor every year but most 

of the welfare schemes in the domain of Health, Education, 

Skill, Social Welfare, etc. do not reach the intended 

beneficiaries due to the lack of awareness, which is perhaps 

the major reason, why the standard of living of the poor has 

not considerably improved over past few decades. Despite 

tons of social welfare schemes for the marginalized, 

destitute and BPL families, the lives of poor have not 

changed much, and they are struggling to make the two 

ends meet. The awareness of these schemes and benefits 

though being emphasized by Government are difficult to 

get, as the Citizen has to approach different department and 

ask for eligibility, which after some few days of effort is 

not possible for the citizen. As a result, the schemes don’t 

reach to the people for whom these schemes are drafted.   

With a vision to bridge this gap “Mukhya Mantri 

Antyodaya Parivar Utthan Yojana (MMAPUY)” was 

introduced under the inspirational leadership of Hon’ble 

Chief Minister of the Haryana. The primary objective of 

this scheme is the welfare and upliftment of the poorest of 

the poor in the spirit of “Antyodaya” where the 

4 
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Government will reach out to the citizen at their doorstep 

having total family income less than 1.80 Lacs per annum. 

The objective is to call them at a common location in a 

‘Mela’ in their ward/ block and educate them about the 

government schemes available for them. There is sufficient 

arrangement of refreshments in the Mela to give them 

comfort of attending as most of these families are poor and 

primarily are daily wagers who might not visit melas due 

to their work engagements. The Districts and Blocks 

machinery is activated a week before to personally reach 

out to these families and call them to attend the “Antyodaya 

Parivar Utthan Melas” to get the benefits of the different 

Government Schemes for which they are eligible.  

The idea of Parivaar Utthan is an innovative concept where 

instead of Citizen reaching out to the Government, the 

Government is approaching out to the Citizen. This 

proactive approach is unique and is benefitting the 

Antyodaya families in the State. In order to implement this 

scheme, the State Level Task Force Committee has also 

been constituted by the Chief Secretary to Govt. of 

Haryana. The said committee comprises of State nodal 

officers of different departments and respective Deputy 

Commissioner and Additional District Commissioners 

from districts. State Government has also appointed a 

designated Mission Director for the overall management of 

the administrative and technical aspects of the Scheme. 

The convergence of various schemes of more than 19 

departments is bringing synergy among different 

government in terms of planning, process and 

implementation. 

 Antyodaya Utthan Melas are being organized since the 

month of December 2021 at Block-level in every District. 

The beneficiary is identified at the “Counseling Desk” in 

the “Mela” based on any one of the parameters like Family 

ID, Mobile number, Address, Head of Family and after 

identification, an auto generated form with details of the 

citizen and his family members in a printout. Family 

members with age greater than 18 years and less than 60 

years are eligible for the schemes. For Melas the thumb rule 

is to first invite the eldest family member among 18-35 

years age group otherwise younger among 35 to 60 years 

age group.  

 After having understood the schemes, once any family 

provides the consent for availing scheme/benefit of any 

department to the counselling desk, the scheme is allocated 

to the beneficiary by the respective Zonal Committee. 

Further, the beneficiary is escorted by the counselling desk 

personnel (staff) to the respective department’s counter for 

applying for selected scheme by the applicant. The 

beneficiary data collected is shared with the respective 

Departments for detailed scrutiny/verification of the 

applications to ensure the transparency where 

corresponding department may accept/reject the request 

submitted by the Zonal Committee In-charge. The various 

stakeholders who participate in the Melas are various 

departments of the State, District Administration and 

Banks. Post verification of the applications, targeted 

interventions under different schemes through institutional 

credit, social security, skill generation, wage employment 

etc. is approved based on the willingness and ability of the 

identified families. In case due to any reason if the 

application is rejected, the Department has option to mark 

the application for any Intra departmental scheme or Inter 

department as well in consultation with the citizen. The 

objective is to at-least cover one member from the eligible 

families in the State under Parivar Utthan umbrella and 

allocate the most eligible scheme to the family for 

upliftment. 

 

Impact 

As on date, 3 Phases of Block level Antyodaya Melas were conducted at 160+ Locations for 860+ days across 22 Districts of 

Haryana. Following benefits have been provided to the eligible families during the “Melas” as on date and this number is 

continuously going up. 
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Figure 4 MMAPUY Achievements

Currently, 19 Departments are offering their 50+ social and welfare schemes at this platform. Following figures depict the 

latest status of the initiative: 

 

 

 

Figure 5 MMAPUY Survey Progress 

 

 

2.3. Parivaar Pehchan Patra (PPP) 

 
Parivaar Pehchan Patra is a unified information platform 

for family-based service delivery system in Haryana, 

where Common Repository for family information is 

created, so that all Schemes can draw beneficiary data from 

this repository. This initiative was launched on 25th July 

2019 to provide unique identity to each family in the state. 

The name of family member can be added to the ‘Parivar 

Pehchan Patra’ right after his/ her birth and after marriage 

of a girl, her name can be transferred to the ‘Parivar 

Pehchan Patra’ of her in-laws. The service change requests 

are allowed at Atal Sewa Kendra or Antyodaya Sewa 

Kendra, which is then updated by the concerned 

departments.  

 



      “e-Governance – Bringing Citizens, Industry and Government Closer” 

29 
 

 

Figure 6 Parivaar Pehchan Patra 

Parivar Pehchan Patra (PPP) aims to build a 

comprehensive, reliable and accurate database of families 

residing in the State which can be further utilized by 

various line departments for welfare scheme delivery 

across the State. It shall contain details such as the family’s 

structure, its residential details, social and economic details 

of each member of the family. A unique 8-digit ID is issued 

to each family registered in the PPP database. This ID can 

be used by the family members to apply for any 

services/schemes of the State linked to PPP.  The process 

of verification of the families is depicted in the picture 

below: 

 

 

Figure 7 PPP Verification Flow 

Impact: Parivar Pehchan Patra has become a strong document in moving towards the direction of good governance in the state, 

due to which it is easy to fetch the benefits of the welfare services automatically. The latest status of the PPP coverage in 

Haryana is as following: 
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Figure 8 PPP Dashboard 
2.4. SARAL Haryana 

 
In order to overcome the challenges faced in various schemes of the State and service delivery, Hon’ble Chief Minister, 

Haryana, laid down a vision that would completely transform Haryana in a systemic manner. It involved re-imagining the entire 

service delivery framework in the state, with citizens at the centre of it, and in that process, it brought about a fundamental 

behavioral change in the way the Government functions. 

Antyodaya SARAL is a platform where 649 schemes and services working across 49 Departments (as of September 2022) are 

available online on a single platform. All schemes and services are also available on all the touch points (Government Kendras 

and Common Service Centres) across the state of Haryana. In addition to the Antyodaya Saral portal, multiple systems have 

been built around the portal to enhance the service delivery experience. 

 

Figure 9 SARAL 
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The Antyodaya Saral platform has the following active 

components: 

a. Ability to apply online through computer/mobile for 

all 649 schemes/services. 

b. 120+ Government-run Saral Kendras at District 

Headquarter, Subdivision & Tehsil levels. 

c. 22000+ Common Service Centres (CSCs) across the 

state covering all villages in PPP model. 

d. 90-seater call centre working from Monday to 

Saturday 8:00 AM to 8:00 PM for citizen queries 

and grievances. 

e. Right to Service compliance dashboards for Govt 

officials. 

f. IVRS system to take feedback from citizens. 

g. SMS gateway for active communications with 

citizens. 

h. E-Token system for crowd management at the 

Government run Kendras 

i. Knowledge Management System (KMS) as the 

knowledge repository for all the various schemes 

and services available on the portal. 

j. E-Ticketing system for the adequately handling 

grievances and queries received from the citizens

 

    

Figure 10 SARAL Dashboard 

Antyodaya Saral’s model of transforming scheme and service delivery in Haryana is showing the path to other States across 

the country as well. States like West Bengal, Kerala, Karnataka, Assam and Uttarakhand are learning from Haryana and are 

incorporating the changes to their existing systems and service delivery platforms. 
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2.5. Meri Fasal Mera Byora 

 
Meri Fasal Mera Byora is an online platform that 

provides facilities for farmers to register his/her details like 

Name, Aadhar, Mobile, Crop, Variety, Land, Yield, Crop 

details, Address, Aarhti Name etc. based on these details 

only MFMB Id and Temporary Gate pass for Mandi with 

schedule is given to the farmer.  

 

Figure 11 About MFMB

Web portal (https://fasal.haryana.gov.in/) has been 

developed for farmers to self-report crop sown information 

along with land and bank account details. For this, farmers 

can visit the web portal from any internet point. Farmers 

need to authenticate themselves through OTP received on 

their mobile number before filling-up all details. As per 

instructions, farmers have been denied reporting crop 

information on the Government land, but module has been 

made available to report crop details on panchayat land 

after farmer enters OTP received on the Sarpanch's mobile 

number. Farmers can also lodge their grievances as part of 

this portal. A module for grievance handling is also under 

process. A dashboard has been prepared on various 

parameters and is available at 

https://fasal.haryana.gov.in/dashboard.e-Kharid system for 

procurement has been integrated with MFMB via APIs to 

fetch real time information of Registered farmers along 

with Land and Bank account details. Filtered data is 

uploaded by Nodal officer of Agriculture Department daily 

in prescribed format to PM-Kisan National Portal. Details 

of registration made during the last two years at this portal 

as following: 

Year 
Total Area Registered (in acres) No. of Farmers registered 

Kharif Rabi Kharif Rabi 

2020-21 50,60,758 61,51,992 9,20,675 9,49,817 

2021-22 51,50,943 61,16,726 8,10,625 8,97,350 

Government of Haryana has consistently been deploying various such innovative digital solutions to enhance the quality 

and reach of government services to citizens. With each passing year, Digital-Governance initiatives are demonstrating 

the power of ICT in improving the ease of living for all citizens of Haryana. 

  

Flagship programme for Agriculture and Allied Departments 

Single registration platform for farmer to get benefits of various schemes of Agriculture and allied 

departments 

Government-Farmer direct connectivity, Farmers get subsidy/ financial assistance or other benefits on 

time 

Facilitates farmers for selling of their crop on MSP and timely payment through e-Kharid 

Effective production data helps in assessment of surplus produce reaching nearby Mandis (scheduling 

farmers), storage requirement, transportation etc. 

Integrated with Land Registration portal (https://jamabandi.nic.in/) of Revenue Department 

https://jamabandi.nic.in/
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3. Conclusion 
 

Although the focus is primarily on modernization and 

computerization, additional attempts have also been made by the 

State Government to use ICT resources in communications, 

networking, setting up knowledge processing and service delivery 

systems. On such a smaller scale, this has gone from IT automation 

in individual offices, electronic documentation dealing with and 

working process systems, direct exposure to privileges, public 

complaint systems, service delivery for high-volume routine 

exchanges, for example, bill payments, availing any citizen centric 

service, lightening targets by advancing business models and 

market arrangements The push has shifted across activities, with 

some focusing on empowering the citizens state interface for 

various organizations supported by taxpayers, while others 

focusing on improving lively- hood. The State Government also 

took the activities to create a dedicated IT team to map the state's 

digital governance strategy record and citizens contracts have 

started to show up on government websites. The simpler impetus 

for governments to switch from manual procedures to digital 

procedures that improve organizational and service delivery 

efficiency, but this transition could be pictured as either an 

beneficial enterprise with potential for returns. 

As a result of this approach, Government of Haryana has always 

been a front-runner in extensive use of information technology for 

providing citizen centric services and implementation of 

department level schemes. In line to the vision of Government of 

India, State Government is already implementing paperless, 

faceless and cashless governance in the State and also handled the 

COVID-19 crisis effectively. Various e-initiatives have been 

launched during the COVID times and these initiatives have laid 

the foundation of new IT/e-Governance initiatives and have helped 

Government of Haryana to easily reach out to the citizens of 

Haryana and provide them with financial or in-kind assistance 

during this COVID-19 crisis. 

Technology has played a pivotal role in Haryana‘s response to 

COVID-19 as real time data and feedback helped in increasing the 

responsive capacities of the system. The remarkable role that 

Government of Haryana is playing in the post-pandemic world has 

become possible due to the quality of leadership, the quality of 

administration at all levels, the robustness of institutional 

framework, the quality of health care, and our social coherence as 

a people.  

On June 27, 2017, Haryana government released its ‘Vision 

Document 2030’ with the objectives of increasing the Gross State 

Domestic Product (GSDP) growth to 9.8 per cent and developing 

industrial clusters in each district of the state. The document aims 

to create 18 lakh new jobs, raise skilled manpower of 5 lakh and 

provide 24-hour electricity, among others. This compendium 

throws light on the steps taken by Government of Haryana under 

Digital India campaign and the key characteristics of e-governance 

projects in the state, with a vision to transform Haryana into Digital 

Haryana. Under this campaign, millions of jobs, online government 

services and many other e-services will create new Haryana i.e. 

Techno-Knowledge based Haryana 

Haryana has been instrumental in carrying out many policy and 

regulatory changes which has helped Haryana to become one of 

the top performing states when it comes to Ease of Doing Business 

(EoDB). One of the leading investment reforms in Haryana is the 

introduction of the Online Single Window System. State Govt. has 

notified various policies aimed at driving economic growth in the 

State. Haryana is the 1st State to have Foreign Cooperation 

Department to facilitate foreign companies/Investment. Haryana 

has moved in a big way in the concept of Government reaching 

out to citizens and proactively offering services like auto pension, 

etc. Through unique and innovative initiatives like Mukhya 

Mantri Antyodaya Parivaar Utthan Yojana, Haryana targets to 

uplift the income of poorest of the poor (Antyodaya families) to 

the minimum threshold of 1.8 Lac annual income 

Haryana is not only strengthening inhouse digital capacities but is 

offering its solutions to other States with assurance of capacity 

building so that other States/UTs need not to reengineer and are 

able to replicate & own the solutions in minimal time for the 

overall benefit of citizens of India 

The use of innovative digital governance in the State is noteworthy 

because it has minimized corruption, enhanced transparency, 

increased convenience and allowed a way for citizens to be 

interact directly with the Government. Through an efficient and 

innovative e-governance platform, the government has increased 

the amount and quality of information and services delivered to 

the local public by using ICT in a simple, economical, and 

productive way.   
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Chapter 6 
Digital Economy Strengthening Start-up Ecosystem & Employement 

 

Author: Nidhi Singh Rajput, Sambhav Ayachi, Balendra Shukla Jabalpur Smart City Limited 

 

The digital economy contributes significantly to GDP in developed countries but developing countries that have 

made strategic investments in broadband infrastructure are catching up fast. In these countries, the digital economy 

can play an important role in encouraging inclusion and alleviating poverty, for example, by reducing information 

asymmetries for poor or rural workers, and by fostering entry into the productive labor force of women and 

younger workers. Young people, consistently the first to embrace new digital technologies, often seek 

employment in high-tech sectors and can be critical to developing a skilled workforce that is internationally 

competitive in an increasingly interconnected world. Further, the digital economy is vital to spurring the overall 

innovation potential of a country in areas such as research and development (R&D), high- tech industry 

development, and technology patent activity. 

Many developing countries seek to improve the policy frameworks, technical programs, skills development 

programs, and financing initiatives that support entrepreneurship in the digital economy. The ultimate aim of these 

initiatives is to improve competitiveness, attract investment, create jobs, and grow markets. 

Jabalpur Incubation Centre is innovatively designed and operated by the Jabalpur Smart City Limited (JSCL), 

Madhya Pradesh State Government Company. The center is in operation from 8th November 2017and a range of 

services have been offered to the incubates, customized to their needs. Having this business infrastructure in place 

and available and providing business services and experts allows for the Startup to focus on what matters most – 

the core business product. Our goal is to help every entrepreneur (and aspiring entrepreneur) connect with the 

people, places, and events around them. More connected entrepreneurs are more successful entrepreneurs! 

The Jabalpur Incubation Centre platform is built on an infrastructure of the best community, network and efficient 

access to capital to support you as you build your company. The most promising Incubation Center of Central India 

is managed by Incubation Masters. JIC is a unique community of mentors brought together to advise, share, and 

collaborate with you on your terms. This community is where you often get your first customers, unfettered smart 

feedback, and a playbook of tried and tested tactics you can apply to your business. With regular events, internal 

networks and support systems, our mentor community will be one of the greatest assets. 

Following are few major Highlights and Achievements of JIC 

1. 60+ successfully graduated startups till date and 46 startups are currently being physically incubated along with 

63 startups are being incubated constantly through virtual means 

2. Mentored by 100+ subject matter experts and industry experts from India and abroad 

3. Provided start-up companies with open-concept office space with provisioning of all of the necessary office 

supplies to get their business up and running 

4. The center allows businesses to meet potential private investors 

5. Jabalpur Incubation Center calculates the ability of the entrepreneur as well as the market potential of the venture 

to determine the business potential. Various tools are used to assess the entrepreneur and business potential. This 

requires the involvement of financiers, industry and business development experts. 

6. Anchored the startup ecosystem of central India with a state-of-the-art 8000 sq.ft. building entirely dedicated to 

entrepreneurship 

7. The activities and programs organized at this center include Startup Pathshala, Entrepreneurship Boot camp, 

Investment Summits, Coding Pathshala, and regular mentoring sessions on business and revenue model creation. 



      “e-Governance – Bringing Citizens, Industry and Government Closer” 

35  

 

Our Mission & Vision 
 

Jabalpur Incubation Center aims to provide budding entrepreneur an ecosystem where they can replicate their 

business idea and hence generate an innovative solution which when implemented on a large scale will help in 

sustainable development of the society. 

The mission of this center is “To promote entrepreneurial spirit amongst youth, researchers, engineers and society 

at large by providing cutting edge information technology start-ups which will lead to economic and social 

development of Jabalpur. 

Context 
 

The digital economy contributes significantly to GDP in developed countries but developing countries that have made 

strategic investments in broadband infrastructure are catching up fast. In these countries, the digital economy can 

play an important role in encouraging inclusion and alleviating poverty, for example, by reducing information 

asymmetries for poor or rural workers, and by fostering entry into the productive labor force of women and younger 

workers. Young people, consistently the first to embrace new digital technologies, often seek employment in high-

tech sectors and can be critical to developing a skilled workforce that is internationally competitive in an 

increasingly interconnected world. Further, the digital economy is vital to spurring the overall innovation potential 

of a country in areas such as research and development (R&D), high- tech industry development, and technology 

patent activity. Many developing countries seek to improve the policy frameworks, technical programs, skills 

development programs, and financing initiatives that support entrepreneurship in the digital economy. The ultimate 

aim of these initiatives is to improve competitiveness, attract investment, create jobs, and grow markets. 

 

What we offer 
 

JIC (Jabalpur Incubation Center) assists entrepreneurs in the design and deployment of digital entrepreneurship 

initiatives, building on experience and lessons learned while working around the country for a wide variety of 

industries. Our support is tailored to the unique circumstances of our entrepreneur and can be provided at the level 

of national governments as well as sub nationally, for example to city governments. 

 
The innovative practices being followed at Jabalpur Incubation Center includes screening of startups, conducting 

hackathons, seminars, webinars, Startup Pathshala program, coding Pathshala program, investors pitch, and much 

more. Further, Documentation of all the activities being carried out at regular basis along with keeping things 

transparent through the web portal (https://jicjabalpur.org) 

 

Following major innovative programs and activity sessions being undertaken by Jabalpur incubation center 

1. Entrepreneurship Boot camp, 

2. Startup Summits 

3. Sessions on Intellectual Property rights 

4. Public Relations 

5. Mentoring sessions on business plan development, funding pitches, and various technical sessions as per 
the individual needs of the incubates. 

6. Developed an ERP software to manage the incubation operations and track the progress of the incubates 

during their incubation period at Jabalpur Incubation Center from the Ideation stage to Product-Market Fit. 

 

https://jicjabalpur.org/
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Our belief is that the incubation center should be responsible for creating a 360-degree ecosystem in the 

city. Therefore, we have initiated the following innovative programs at Jabalpur Incubation Center – 

1. Domestic as well as an international partnership – Seeking partnerships and sign MoUs with Technology 

companies, Academic and Research Institutions, State as well central governments across India and also 

internationally, other Incubators, VCs and Angel Funders, Political Support, and Industry Associations 

2. Stage-wise customized training Program: Devised various startup training programs for the startups 

depending on their stages such as Ideation, Idea Validation, Customer Discovery, Minimum Viable Product, 

Product Market Fit and Scaling. 

3. Events, Workshop, and Roadshows – Organized regular events to support the ecosystem. It includes the 

conduction of one workshop every week, one large international event in a year, one roadshow in a year, 

and regular seminars and webinars. 

4. Innovation Competitions – Organized large-scale innovation competitions as well as small competitions 

such as hackathons to encourage participation. Used to conduct “Startup of the month” program at Jabalpur 

Incubation Center to showcase the achievement and encourage others 

5. Modern Infrastructure - The infrastructure for Jabalpur Incubation Center includes several latest 

equipment apart from regular needs like a library, recreation area, and cafeterias along with a testing ground 

which is critical for IoT start-ups. 

6. Specific Training Program - Devised various specific training programs including soft skills, Microsoft 

Office Training, pitch presentation skills, communication skills, Hiring Practices, Human Resource 

Management Training, Project Management Training to name a few. 

 

Supporting the development of digital incubators, accelerators, and early-stage 

funding programs 

 
These are designed to support the digital entrepreneur on the path “from mind to market,” that is, from the 

idea-stage of a business or product line to the building of a prototype to launching a new product and to 

growing the business at home and abroad. Incubators provide technical training, targeted business 

mentoring, and opportunities to network with peers, investors, research institutes, and established firms, 

along with free or subsidized office space and internet connectivity. 

 
Jabalpur Incubation Center has helped bridge the gap between research and the marketplace, fostered 

entrepreneurial attitudes, and facilitated the reentry of scholars abroad. Our aim is to continue the 

enhancement and betterment of this incubation center and the services being offered here for the incubatee 

to ensure inclusive growth of entrepreneurship in Jabalpur and to strengthen the startup ecosystem of Jabalpur 

and Madhya Pradesh. 

 
1. Currently 46 startups are being incubated at Jabalpur Incubation Center from different 

thrust areas including Renewable Energy, Mechanical, Healthcare, Information Technology, Electronics 

System Design and Manufacturing, Agriculture, Fashion, and Communication Technology 

 

2. Few of the prominent startups are 

a) Adverto – A marketplace for programmatic buying of digital billboard inventory & 

scheduling adverts instantly through the cloud. 

b) Sterling Infosol- Common platform for a different type of business along with IoT enabled 

digital electrical panels 

c) Agro-stem- Crop yield predication system and 
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d) Recooty-Modern recruitment tool to help companies in automating their hiring process. 

 
3. Primary and direct impact of this project is on the existing and budding entrepreneurs of 

Jabalpur. While indirect beneficiaries include the students, youth, local business owners and economy 

movers and not just startups, and citizens of Jabalpur. Couple of such example is Adverto and Zykazoo, which 

is making the lives of Jabalpur Citizen easy and livable. 

4. Some direct impact points which were being assessed over the period of 3 years are mentioned below: 

a) 450+ direct and indirect jobs have been created in the city for and via these incubates/startups in Jabalpur. 

b) 60+ startups already graduated from the center and currently, 46 new startups are being incubated at 

Jabalpur Incubation Center from different thrust areas 

c) The culture of product thinking and innovation has been inculcated among the students and young 

entrepreneurs in the city of Jabalpur. 

d) A vibrant startup ecosystem has been built in town by establishing a network between academia, financial 

institutions, industries, and other institutes 

e) Events, Workshops and network gatherings organized by incubation center have started encouraging 

various organizations to start their operations in Jabalpur which includes 50K+ ventures, Chatur Ideas, Paytm 

so on and so forth. 

f) During tough time of COVID pandemic, 13,000 students from Madhya Pradesh were trained on 

Entrepreneurship program online via Startup Paths

.
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Abstract: 

Food & Drug Control Administration (FDCA), Gujarat regulates the Sales & Manufacturing aspects related to Food, 

Drugs & Cosmetics FDCA is the authority responsible for issuing licenses to stake holders for Manufacturing and Sales 

of pharmaceutical and related products i.e. manufacturers of drugs, wholesalers, retailers, stockiest, C&F agents etc. 

The enforcement mission targets to fulfill the objective of making available the safe and effective medicines by ensuring 

that the menace of manufacture of spurious /substandard drugs is eradicated. For the enforcement activities it is vital to 

have immediate and accurate access to information as well as there is a need to communicate effectively and quickly 

with the stake holders. Prior to the initiative of implementation of software, SMS alerts etc the enforcement task was 

dependent on manual means of actions and communications. The initiative “XLN- Xtended Licensing & Laboratory 

Node” is a web based IT solution, http://xlnfda.guj.nic.in/login.aspx, with data stored in the central server. The 

introduction of the new system has strengthened the enforcement function. It has helped to bring harmonization, speed, 

accuracy, effectiveness, accountability and transparency in functions related to G2G, G2C and G2B and to attain & 

maintain FDCA’s leadership in drug regulations in India. 

1. Introduction: 

Food & Drug Control Administration (FDCA), Gujarat regulates the Sales & Manufacturing aspects related to Food, 

Drugs & Cosmetics [1]. FDCA head office is located in Gandhinagar and has 25 circle offices in various districts across 

the state. The jurisdiction of some of the circle offices is beyond one district. Each circle office is headed by an Asst. 

Commissioner and assisted by Drug Inspectors / Sr. Drug Inspectors for the field duties. Some of the key responsibilities 

of FDCA are: 

Issuance of licenses: FDCA is the authority responsible for issuing licenses to stake holders for Manufacturing and 

Sales of pharmaceutical and related products i.e. manufacturers of drugs, wholesalers, retailers, stockiest, C&F agents 

etc. 

Enforcement: It includes monitoring of the quality of drugs manufactured or coming from other states. For the 

monitoring purpose each drugs inspector/Sr. Drugs Inspector has to draw drugs samples on regular basis. Drugs 

inspectors have to sent these samples for analysis to the government drugs testing laboratory located at Vadodara, 

Gujarat. On the basis of test results samples declared as of Standard Quality or Not of Standard Quality. Moreover, 

based on the test results different types of punitive actions are entertained against the manufacturer. The enforcement 

mission targets to fulfill the objective of making available the safe and effective medicines by ensuring that the menace 

of manufacture of spurious /substandard drugs is eradicated. For the enforcement activities it is vital to have immediate 

and accurate access to information as well as there is a need to communicate effectively and quickly with the stake 

holders. Prior to the initiative of implementation of software, SMS alerts etc the enforcement task was dependent on 

manual means of actions and communications. The introduction of the new system has strengthened the enforcement 

function.  

Laboratory Management: Ensure Collection of Samples to analyzing them and lessen the time for the communication 

of the results with drug officers & conveying Sub Standard Drugs information to various stake holder 

mailto:hkoshia@yahoo.co.in
mailto:vvjambukiya.fdca@gmail.com


      “e-Governance – Bringing Citizens, Industry and Government Closer” 

39 
 

2. Challenges in the Enforcement 

FDCA has been entrusted to ensure availability of quality medicines through licensed pharmacies and wholesalers by 

Health & Family Welfare Department of Government of Gujarat and thereby to promote & protect public health in the 

Gujarat state having population of more than 62 million. 

The Sales licensing procedure is decentralized and prior to the initiative, it was carried out manually and lacked 

harmonization in all Circle Offices. Because of this some of the challenges areas identified were:  

Multiple illegal enrollments: It was noticed that some Pharmacists had illegally enrolled their names in multiple 

pharmacies in different districts. During a drive conducted for verification of Pharmacists in pharmacies in the State, it 

was observed that there was the absence of Pharmacists in various pharmacies and subsequently licenses of such 

pharmacies were cancelled by the FDCA.  

Tedious licensing procedure: The procedure for issue of sales license was tedious and time consuming. Right from the 

collection of application form to the issuance of the sales license, the applicant had to visit the circle office several times. 

There was no harmonization of procedures in all circle offices.  

Disconnect because of distance: There was kind of disconnect between the head office and circle offices. (i) The 

information related to sales licenses granted, suspended, cancelled, pharmacists etc. was not readily available with head 

office and hence effective monitoring of the working of the circle offices was difficult. (ii) The details of samples drawn 

by Drug Inspectors & Senior Drug Inspectors were not immediately available to Head Office. (iii) Difficulty in 

compilation and retrieval of information asked for by Parliament & citizens under the Right to Information (RTI) Act.  

Procedural delays: The administrative procedure for “Not of Standard Quality” (NSQ) report was lengthy. After receipt 

of NSQ test report from laboratory, it took more than two months to convey the information to dealers, and by the time 

the NSQ information reached the dealers, most of stock was consumed and effective recall was not possible and the very 

objective of FDCA to protect public health was not being met.  

No information access to public: No system for public to access the information related to pharmacies, NSQ drugs, 

Blood Banks, availability of blood etc. 

Thus FDCA proposed a web based information technology solution to the problem which resulted into the current 

initiative – Xtended Licensing & Laboratory Node (XLN) [2].  

3. Objectives of Xtended Licensing, Laboratory & Legal Node (XLN) 

The initiative “XLN- Xtended Licensing & Laboratory Node” is a web based IT solution, 

http://xlnfda.guj.nic.in/login.aspx , with data stored in the central server. It evolved to the current features over a period 

of time XLN’s implementation which was initiated on 1st January 2007 with the following objectives: 

a) Standardization of procedures & bringing about transparency in administration. 

b) Effectively monitor the circle offices through this online IT application. 

c) Ensure that a pharmacist does not illegally enroll his name in multiple pharmacies in different districts - The software 

restricts him to one pharmacy only at a particular point of time. 

d) Reduce the number of personal visits to the circle offices by the applicant for expediting the decision on their application 

and to reduce their hardship. 

e) Details of samples drawn by Drug Inspectors & Senior Drug Inspectors and test reports needed be made available to Head 

Office immediately. 

f) Ensure quick & effective recall of NSQ medicines through mass messaging (SMS). 

g) Provide a seamless link between FDCA, Food & Drug Laboratory (FDL), Gujarat State Pharmacy Council and the Gujarat 

Medical Services Corporation Ltd. (GMSCL). 

h) To provide information in public domain, regarding medical stores / wholesalers and Blood Banks operating in Gujarat 

State. 

 

http://xlnfda.guj.nic.in/login.aspx
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4. Strategies for implementation of Initiative -XLN 

Under the leadership and guidance of FDCA Commissioner, FDCA team & NIC Team discussed various aspects of the 

FDCA functions in several brainstorming sessions and worked out a plan for development of XLN- Xtended Licensing 

& Laboratory Node. 

i. Several workshops were held with all Assistant Commissioners & Drugs Inspectors to demonstrate the software and to 

get their feed back. 

ii. FDCA Commissioner ensured computer access in circle offices with the Gujarat State Wide Area Network (GSWAN) 

/ internet connectivity. 

iii. FDCA team constantly monitored all circle offices to ensure that the details of more than 30,000 licenses issued before 

1st January 2007 were keyed in the software to generate database, and the sales licenses issued after 1st January 2007 

were issued only through the software. 

iv. FDCA team also constantly monitored all circle offices to ensure that details of each and every sample drawn by Drug 

Inspectors & Senior Drug Inspectors are keyed in and necessary forms are generated through the software. 

v. NIC Team looked into the system requirements, its analysis, database designing, the development part & other technical 

aspects 

 

5. Results and Discussion  

Stakeholders of XLN are: All circle offices of FDCA, FDCA’s Head Office, Food & Drug Laboratory (FDL), Gujarat 

Medical Services Corporation Ltd. (earlier known as Central Medical Stores Organization - CMSO) (Government of 

Gujarat’s central drug purchasing & distributing agency to all Government hospitals & dispensaries), Gujarat State 

Pharmacy Council, Pharmacies (Retailers) and Wholesalers of drugs, Blood Banks and most importantly citizens.  

 

5.1 Benefits to Government (G2G):- 

i. XLN interlinks FDCA, GMSCL, Drug laboratory and Pharmacy Council for co-ordination and monitoring.  

ii. Display of real time ranking of all Circle Offices on the basis of their performances.  

iii. Real time statistical reports becoming available. 

iv. Drug laboratory can immediately view the sample data entered by Drug Inspectors. No. of samples tested increased 

from 2409 to 6792 during 2005 to 2011.  

v. The test result entered by the laboratory can be immediately viewed by the concerned circle offices, Head office of 

FDCA and GMSCL. 

vi. Drug Inspectors are alerted to initiate prompt action in various cases like: 

a. 24 hours Pharmacy operating without 3 Registered Pharmacists. 

b. Pharmacy operating without a mandatory Registered Pharmacist. 

c. Firms “NOT INSPECTED” since   last 1 year. 

d. Firms whose Renewal is due in coming month. 

e. Pharmacist at multiple locations within Gujarat. 

vii. Administrative uniformity, accuracy, speed, transparency and instant accessibility of information through XLN helped 

to increase performances of circle offices. During year 2005 to 2011, number of disposal of applications increased from 

6103 to 10827 and no. of raids increased from 4 to 22. 

viii. As XLN is replicated by other seven states, access to their databases on – drug inspectors, sales licensee etc. 

ix. Maintains the history of all data. 

 

5.2. Benefits to citizen (G2C):- 

i. Citizen can locate nearby Pharmacies. 

ii. Information about 24 Hours functional Pharmacy is available. 

iii. Information about all NSQ Drug Samples. 

iv. Citizen can also verify whether the drug purchased has been declared as NSQ by Government Drug Laboratory or not.  

v. Information about upcoming Blood Donation Camps, availability of Blood Bags of each Blood Group and Blood 

Component with the Blood Banks  

 



      “e-Governance – Bringing Citizens, Industry and Government Closer” 

41 
 

5.3. Benefits to Business Community (G2B):- 

i. Status of an application with reasons can be accessed. 

ii. XLN compels the Drugs Inspector and Assistant Commissioner (Licensing Authority) to follow FIFO (First in, First Out) 

system after lapse of predetermined time limit for each stage and prevent “Red Tapism”. During year 2006 to 2011, no. 

of days to expedite various applications reduced drastically - fresh License from 36 to 15 days, renewal of licenses from 

180 to 30 days and other applications 60 to 40 days. 

iii. Wholesalers can get information of any Pharmacy. 

iv. Availability of registered Pharmacists in any particular area can be accessed.  

v. SMS alerts sent to ALL pharmacies & Wholesalers for drug samples declared as “Not of Standard Quality” (NSQ) by 

Drug Laboratory which helps them to stop sale / distribution and recall from the market. This is the first ever initiative 

taken by any Drug Controller to ensure effective recall of NSQ medicines and thereby protecting public health. This SMS 

is also sent to other State Drug Controllers and select media personals. 

 

5.4. Note on the cost effectiveness of the project 

Gujarat State Wide Area Network (GSWAN) across the state already existed [3]. Therefore, no extra cost for establishing 

a cloud server and networking was required. Internet connectivity obtained through special permission from Government 

of Gujarat for few district offices where GSWAN connectivity was not available. Optimum usage of limited computers 

and printers available with FDCA was ensured. National Informatics Centre, Gujarat’s Team’s technical expertise for 

system requirements, its analysis, database designing, the development part & other technical aspects was utilized. Central 

Server hosting, mirroring of data and regular backups was carried by NIC. The funds were provided by the Government 

of Gujarat. Thus, the project was implemented in very cost effective way.  

 

5.5. Impacts of XLN initiative: 

XLN has enhanced trust, confidence and image of FDCA for better regulation and public services among all stakeholders 

including citizens. XLN received appreciation for better public services at several conclaves and published in various 

print media.“To make public Services efficient and corruption free”, Government of Gujarat rewards its various 

departments for their exemplary initiatives. During March 2012, Dr. H.G. Koshia Commissioner, FDCA, Gujarat was 

awarded the first award under above category for the FDCA, Gujarat’s initiative of XLN. XLN initiative received “CSI 

IT Excellence Runner up award” from the Computer Society of India, a premier computer society association operating 

since more than 50 years in India. Government of India conferred “National e-Governance Gold Award 2012-2013 for 

Exemplary Re-Use of ICT based solution” on FDCA and Dr. H.G. Koshia, Commissioner, FDCA for XLN initiative. 

XLN received an e-India Award 2013 & Certificate of Excellence for Government initiative in Healthcare. 

 

Thus, XLN has further strengthened the position of FDCA, Gujarat as leading State Drug department in the country. 

 

6. Conclusion 

Successful implementation of XLN by FDCA, Gujarat and followed by other States has been noted by DeitY, Govt. Of 

India and DeitY, Govt. Of India has identified XLN as a RAPID ROLLOUT & REPLICATION Project. Replicated in 

seven States with one Application LOGIN & one Database. XLN has been recommended by DCGI to all States and it 

shall be implemented all States to bring transparency, speed, accuracy, sharing of vital information and harmonization in 

implementation of the Drugs & Cosmetics Act and Rules.  

Thus, XLN has helped to bring harmonization, speed, accuracy, effectiveness, accountability and transparency in 

functions related to G2G, G2C and G2B and to attain & maintain FDCA’s leadership in drug regulations in India. 
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Abstract 

Failure of service delivery, not confirming to 

laid down norms by Railways, results in public grievance. 

A mechanism to record, respond and resolve such pain-

points is essential not only for a proper understanding of 

the actual ground situation (so as to plan action) but also 

to retain the trust of customer. 

Railways’ manual system of tackling complaints 

caused substantial leakage of this valuable input and also 

delayed redressal. The earlier attempts to use ICT were 

disjointed, with departmental ownerships, bypassing 

organizational goals. 

The system has robust features and with its 

intrinsic logic aimed to reduce response time without 

compromising the quality of disposal, it can be applied to 

any public utility or delivery system. Further, all PG 

officials are accountable through a transparent audit trail. 

RailMadad successfully integrates all the 

channels as also various geo-fenced and departmental 

Helplines. A single entity handles all complaints. The key 

features are Convergence of all channels, Interoperability 

of Systems, Delayering of Assignment Process, 

Credential Verification, Feedback, Call-Centre 

Association, Multi Language support, Audit Trail, robust 

MIS, Scalability and Integrability, Management by 

Exceptions, etc. The objective of qualitatively servicing 

customer complaints in real time is achieved. The system 

is becoming more popular and responsive, day by day. 

Keywords: Convergence, Delayering, Feedback, Audit 

Trail, Public Grievance.    

 

A. Introduction 

 
1 American Express. (2011, May 3). Good service is good 

business: American consumers willing to spend more with 

companies that get service right, according to American 

Express Survey. Business Wire. Retrieved October 5, 2022, 

from 

https://www.businesswire.com/news/home/20110503005753/

en/Good-Service-is-Good-Business-American-Consumers-

Willing-to-Spend-More-With-Companies-That-Get-Service-

Right-According-to-American-Express-Survey.  

Indian Railways (IR) is a common carrier and a public 

utility, which has often been hailed as the lifeline of the 

nation. With nearly 170 years of operations, customers’ 

expectations and IR managers’ aspirations, have grown 

by leaps and bounds over several decades of service. 

In any large and especially government service 

organization, service delivery standards are laid down for 

most delivery points of the service. Some norms and 

practices, though not specifically notified by the 

management, also get regimented over the years. A public 

grievance occurs whenever the actual service delivery 

falls short of either the laid down / notified or practiced 

standards. In a few cases, this also occurs due to unusually 

high expectations of customers, based on their perception. 

Literature review makes it clear that it is 

important for organizations to have a robust system to 

listen to and redress customers’ grievances. Further, a 

feedback of the redressal process which is independent of 

the control of the frontline staff handling the public 

grievance (PG) further adds to the customers’ trust and 

affirms faith in the bona fide of the grievance redressal 

mechanism.  

Such trust is important for retaining customers. 

A follow up by way of generating meaningful MIS reports 

for the system managers to do a root cause analysis 

prevents the experience to be replicated. American 

Express has said in a recent finding that 78% of customers 

gave up on a transaction because of a negative customer 

experience1. Highlighting the importance of grievance 

redressal, Wayne Huang et al (2018) stated that service of 

grievance can turn angry customers into loyal ones2. 

Negative experiences linger longer and are more likely to 

ruin the chances of a positive recommendation to a 

prospective customer. Customers who have a poor  

 
2 Huang, W., Mitchell, J., Dibner, C., Ruttenberg, A., & Tripp, 

A. (2020, September 16). How customer service can turn 

angry customers into Loyal Ones. Harvard Business Review. 

Retrieved October 5, 2022, from 

https://hbr.org/2018/01/how-customer-service-can-turn-

angry-customers-into-loyal-ones.  
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experience, are two to three times more likely to write an 

angry review than customers, who had a positive 

experience are to post a happy review. One negative 

review online (when not countered by positive reviews) 

can cost up to 30 new customers3.  

 While retaining customers is one facet, the lack of 

credibility generated when a complaint goes 

unattended is a significantly crucial aspect for a public 

utility. Besides, PG is a good means to get an accurate and 

objective feedback of the actual ground situation vis-à-vis 

service delivery. The user gives a candid report, directly 

to the system managers. PG is also an efficient way to 

assess the expectation of the users while planning 

upgrades. 

 Proliferation of Information and Communication 

Technologies (ICT) in the ‘90s, made many countries and 

corporates adapt it for PG/ complaints management 

systems. (Rana et al, 20154). However, it took a couple of 

decades for the user base and confidence to develop, 

making the systems robust. 

 RailMadad was conceived, keeping in mind these 

imperatives. However, the design parameters were 

decided after studying the existing system – its strengths 

and its limitations. 

B. History of PG handling on Railways   

 Indian Railways always had a complaint 

management system. Complaints books containing 

machine numbered foils in triplicate (Customer’s, 

Manager’s office and Record copies) were kept with 

Station Masters, Guards and other functionaries likely to 

have public contact). The process was manual and once 

the complaint had been made, it would be sent to 

divisional office for action and final reply. The process 

would take days, if not weeks, for a reply to come. 

Further, a major complaint was that of non-availability of 

complaint book at the station.  

 The status quo changed post proliferation of ICT, 

especially the mobile telephony. Subsequently, two 

major developments took place.  

First, geo-fenced Helpline numbers were 

established. The call would be directed to the divisional 

control of the division on which the caller was located. 

The follow up process was entirely manual and 

unregulated. Thus, the call record and follow up was to be 

recorded in a register by the Control. There was no way 

to check whether all the complaints were attended to, 

 
3 Reputation X. (2021, August 12). The ratio needed to improve 

negative reviews with positive ones. The Ratio Needed to Improve 

Negative Reviews with Positive Ones. Retrieved October 6, 2022, 

from https://blog.reputationx.com/check-reviews.  

 
4 Rana NP, Dwivedi YK, Williams MD et al (2015) Examining the 

success of the online public grievance redressal systems: an extension 

recorded and responded to. No feedback mechanism or 

supporting MIS existed. 

A proliferation of such Helplines (138 – for 

general assistance, 182 – for security, 139 – IRCTC etc), 

depending on the functionality it dealt with, took place. 

Such Helplines were manned by the owning department 

and not a PG Cell. There was an obvious lack of 

coordination between the various units and departmental 

ownership prevailed over the disposal process. At the 

time of launch of RailMadad, there were as many as 15 

all India Helplines. These were in additions to the local 

maintenance depot numbers painted on the coaches by 

those depots, private catering units mentioning their own 

Helplines on tray-mats, service providers contact number 

on the bedroll packet etc.  

Different Helplines, catering to different needs 

confused the user and calls got misdirected. In all these 

Helplines, complaints were never registered in a fool-

proof manner. Many of these numbers were local or 

private and the complaints completely bypassed the 

management. Others remained in departmental silos and 

never became part of an integrated whole. 

Second, Mobile Apps and web applications 

were developed, supporting SMS also. However, there 

were many basic flaws. The assignment of complaints 

was manual, a classical top-down approach which 

sacrificed speed. There were no stipulated timelines. MIS 

and feedback systems were absent. Caller identification 

and user’s credentials verification, as a valid ticket holder, 

were not carried out. 

Both geo-fenced numbers and Apps existed side-

by-side. The user was therefore, never sure as to which 

forum would respond, if at all. Both the systems 

(Helplines and Web based Apps) assumed the availability 

of a smart phone and knowledge of English or Hindi (or 

the regional language, in case of the geo-fenced Helpline). 

Both system demanded considerable journey details.  

Meanwhile, CPGRAMS, a strong IT based 

grievance handling initiative by the Central Government, 

started attracting Railway users. At that time, unlike now, 

CPGRAMS design had a layered approach, assigning all 

Railway complaints first to MoR, from where it would 

flow to the concerned division through the Zonal 

Railway. Despite not being an ideal forum, Rail borne 

travel complaints (ticketing, refund, cleanliness, no water, 

etc) accounted for around 23% of the total CPGRAMS 

complaints on Ministry of Railways (MoR). 

of the IS success model. Information Systems Management. 32(1): 

39-59. 
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Another significant development in the last 

decade was the boom in social media usage, especially 

Twitter. With the proliferation of smart phones and 

accessible data networks, large number of Indians took to 

social media. As of January 2022, India ranks third in the 

world in terms of the highest Twitter users5.  

The facility of loading pictures and videos made 

Twitter popular, a feature retained in RailMadad. People 

tweeted grievances, tagging the official handles. Presently, 

IR gets around 18,500 tweets daily. IR set up a separate cell 

in 2015 to tackle Twitter complaints. However, the entire 

conversation on a complaint would be visible to all users 

following IR on twitter. To its credit, IR managed well on 

this platform and won accolades. The first response time 

was one of the lowest in the industry. However, Twitter 

performance, which did give confidence to the IR  managers 

about the possibility of handling the complaints in real-time, 

was yet another stand-alone system, which the PG managers 

were unable to integrate with other PG data.  

There were several IT systems running on IR which 

catered to several customer and managerial needs. The 

prime one was Passenger Reservation System (PRS), 

launched in 1986 to take care of the passenger reservations. 

Yet another important one was National Train Enquiry 

System (NTES), which captured the running position of all 

trains. However, none of the complaint managing persons/ 

Helplines or systems tried to access these systems to cull out 

the information pertinent to the complainant. 

The Railways worked in isolation and never 

visualised that there might be a need to get integrated with 

any national grievance disposal system. This perspective, 

most important from security or distress mitigation point of 

view or while dealing with emergent situations– had to be 

there in any new system design. 

There were several customers who had genuine 

queries about freight and fare. The latter were handled 

through Helpline 139. However, no help was available to 

freight customers for the usual queries pertaining to freight, 

station open for freight or parcel, tariff, commodities 

accepted, etc.  

Central Government had meanwhile moved 

towards more accountability of the government, by way of 

its public commitments towards services to citizens in a 

time-bound manner through Citizens’ Charter. While MoR 

also came up with such a charter, there were no means to 

measure the performance against the committed targets. 

Lastly, all the existing systems had no scope for 

expansion. These were not scalable. To add a new module, 

a new design would have to be curated.   

 
5 Dixon, S. (2022, July 27). Countries with most Twitter users 2022. 

Statista. Retrieved October 5, 2022, from 

https://www.statista.com/statistics/242606/number-of-active-twitter-

users-in-selected-countries/.  

In this scenario, the Rail managers were not able to 

dispose of the grievances in real time. They also did not get 

any MIS support to do a root cause analysis. A 

comprehensive study as above, helped significantly in 

designing the new robust system, RailMadad. 

C. RailMadad – the Design Imperatives and Principles   

 There were five major innovations, besides a host 

of other minor ones, while designing RailMadad.  

1. Convergence – of all channels 

2. Interoperability – between various IT Systems 

3. Delayering – reaching field unit fast 

4. Feedback – from complainant about disposal 

5. Scalability and Integrability – new scope 

  

C1. Convergence means that there is only one central 

entity in RailMadad and all complaints, made over 

various types of channels, flow into it. This central entity 

(database and application) would reside on in-house 

servers with CRIS. (Centre for Railway Information 

System, www.cris.org.in)  There would be Unified 

Database schema for a single workflow, ensuring Security 

through SIEMs, HITS & Encryption.  

While all the Helplines were integrated (to a single 

Helpline 139), all other channels, having their separate 

databases – digital or non-digital – were also merged into 

the central entity. There was resistance while doing away 

with the distributed Helplines owing to the strong 

departmental sentiments. However, ultimately the good 
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sense prevailed. There was considerable savings in the 

expenditure on manning these myriad Helplines. 

Convergence accepted the flow into the system not 

only directly from many channels (web, app, call centre 

Helpline, Helpline #112, Umang App, etc) but also 

indirectly, through a minimalist manual interface from 

other channels (social media, manual, e-mails, SMS, etc). 

There were three more innovations pertaining to 

Convergence.  

First, the RailMadad Reference Number (RRN or, 

the Acknowledgement Number) does not have any 

reference to the complaint originating channel. The 

grievance registration is source-neutral. Besides, RRN 

is date specific and unique.  

Secondly, while an App is an integral part of such 

systems, for the customers to carry a Railway Complaints 

specific App while travelling would be cumbersome. 

Hence, the web page is designed to be device agnostic 

i.e. it opens with full navigational ease on all devices. This 

eliminates the need for carrying an App. 

However, the biggest innovation which formed the 

backbone of Helpline Convergence is roping in a call-

centre (# 139) through IRCTC (a PSU of IR, looking after 

ticketing, tourism, catering and Rail Neer). There are 

many advantages which it brought. First, the calls now 

flow to a trained agent, whose soft skills would have a 

soothing effect. Second, the  

 

customers do not have to remember a plethora of numbers, 

only a 3-digit number viz. 139. Third, those who are in 

need of medical or security support, are directed to the 

agent without waiting or making any queries. Fourth, the 

call centre supports 12 languages round-the-clock, thus 

reaching out to a bigger base. Fifth, by making PRS, 

NTES, etc available to the Call Centre; a lot of current 

information becomes available to the agents. This is 

especially useful in times of emergency leading to 

unplanned diversions or cancellations.  Last, it is easy to 

proliferate information across Helpline 139, by just 

feeding a central point, compared to trying to reach 

multiple small roadside stations. 

The Helpline 139 is now also providing freight 

facilitation to prospective customers in addition to 

passenger related information. Overall, more than 

200,000 calls are handled every day, including IVRS.  

 

C2. Interoperability, the simplest innovation was a low-

hanging fruit which gave tremendous dividends. 

Interoperability refers to exchange of information 

between different IT systems seamlessly, through APIs. 

An irate customer, waiting to lodge a complaint, 

gets further irritated if subjected to endless information 

gathering. The objective was to minimize the quantum of 

data queries and yet to collect all relevant information.  

This was achieved by integrating the two key 

Railway IT systems viz. PRS & NTES. PRS was 

accessed using PNR, a unique 10 digit number which is 

generated whenever a reservation is done on IR. Feeding 

PNR to PRS, following data is obtained. 

1. Train Number 

2. Journey (of the train) commencing date 

3. Coach Number 

4. Berth/Seat Number 

5. In addition, whether the ticket is validated, or 

whether their journey has ended or has not yet started. 

With these details, an API is sent to NTES which 

fetches the present location of the train, indicating last 

station crossed and the division managing that station.  

 

 Thus, through PNR alone, the system knows the 

train, its location and the location of the complainant on 

the train. It greatly cuts down the data requirement 

from the customer.   

In somewhat similar manner, Unreserved 

Ticketing System (UTS) is accessed to verify the journey 

and validity details. Integrated Coach Maintenance 

System (ICMS) is used to validate the ownership of a 

train. 

C3. Delayering is the most important innovation which 

has imparted maximum efficiency to the new system. It 

means that the assignment of complaints, which is 

traditionally done from top to bottom, working through 

various layers, has been done away with. On the basis of 

certain objective information and algorithms, the 

complaint now directly gets assigned to the frontline staff, 

almost instantaneously. The upward flow happens only 

if the lowest level is not able to close the grievance in its 

stipulated time period. This revolutionary step, actually 

completely reverses the traditional top-down approach, 

used by both government and private sector.  

11
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To understand how delayering works, one has to 

understand the nuances of the functioning of Railways. 

There are 68 divisions on the Railways which are its field 

units. Railways works through trains and stations, on either 

of which, a grievance can occur. Each station is uniquely 

owned by only one division. A train also has the ownership 

with either the originating or the terminating division. Thus, 

each train is uniquely owned by only one division.  

Each division has a Control Room working round 

the clock, and has officials, at all times, of seven key 

departments involved in the day-to-day working of train 

operations. These departments are– Operations, 

Commercial, Mechanical, Electrical, Signal & Telecom, 

Civil Engineering, and Security. Each department has laid 

down unique functions, covering all aspects of service 

delivery. There are no overlaps between the functions 

assigned to various  departments. 

 For complaint assignment, first the complainant 

identification is established, through either their phone or 

mail  based  OTP  process.   Once 

 

through, it is ascertained  whether the complaint pertains to 

a train or a station. They are then asked to furnish their ticket 

number or PNR, which gives all the information, as detailed 

in Interoperability. 

Since a train, a moving object, is more difficult to 

handle, this scenario shall deal with a train. Let the train be 

owned by Division X and be physically located on Division 

Y.  

Based on past data, complaints are grouped into 

Causes (Punctuality, Coach-Cleanliness, Electrical 

Equipment, Catering, Bedroll, etc) and Sub Causes (say with 

in Electrical Equipment– AC not working, fan making 

noise, reading light flickering, etc) and are arranged in the 

order of maximum complaint received-wise.  

In this hypothetical case, the Cause is Coach 

Cleanliness and the Sub Cause is toilets. Since each function 

is with one unique department, one immediately knows 

which department has to respond to this service delivery 

failure (i.e. of a dirty toilet). In this particular case, it is 

Mechanical department. Having identified the department, 

the next step is to ascertain the division. This is already 

known, through Interoperability. Thus, Mechanical 

department of division X has to respond. However, 

sometimes the division on which the train is located 

(Division Y) might be in a better position to act. The alert 

therefore goes to the Mechanical departments of both 

Division X and Division Y. Since Commercial Department 

is custodian of all customer interface, the alert is also sent to 

Commercial departments of both the divisions.  

While assigning alert, the RRN (RailMadad 

Reference Number), which stays throughout with the 

case, is generated by the system and sent to all concerned, 

including the complainant. There is no manual 

assignment. Further, in a way, it is actually the 

complainant who assigns the complaint to a department 

by choosing a Cause/Sub Cause. The train gets identified 

through PNR. There is virtually no time gap between 

complaint registration and its assignment. 

Once the Divisional Control, working round the 

clock, gets the alert in their dashboard, they contact their 

divisional field staff or the nearest station staff to tend to 

the complaint. They also have systemic support to get 

additional information, wherever required.   

C4. Feedback is a strong feature of RailMadad and 

contributes substantially towards its success. As soon as a 

complaint is closed by the Rail PG official, a feedback 

link is sent to the complainant, independent of the 

control of any PG or other official. It carries the closing 

remarks and requests the complainant to grade the 

redressal experience as ‘Excellent’, ‘Satisfactory’ or 

‘Unsatisfactory’. The feedback is directly captured by the 

system, linking to the complaint. The concerned PG 

official/department and managers are able to view it.  

 This simple mechanism makes it impossible for the 

front-line staff, actually attending to the complaint, to 

short-change the complainant. An unattended closure of 

complaint or a shoddy disposal inevitably generates a 

negative feedback. About 30% give feedback. 

 The system of feedback makes it possible for the 

PG Managers to manage by exceptions. Analysis of 

negative feedback identifies systemic or individual 

failures and further helps in detecting trends, erratic 

employees or agencies.  

C5. Scalability and Integrability are the two cornerstone 

for smooth expansion of RailMadad.  

The design permits scalability through addition 

of new modules (a new Cause) for a horizontal expansion 

or addition of new Sub-causes for a vertical expansion. 

 Scalability was used to add a new module 

catering to Divyangjan facilities which pertained to 

various ‘Causes’. Had it been accommodated as different 

sub-cause under these Causes, it would have created a 

distributed database for Divyangjan involving searches. A 

new module made the access of the system simple and 

elegant. Another good utilization was introduction of a 

facilitation module for freight customers’ queries.  

Integrability feature of the system allows 

linking with other similarly aligned initiatives. It could be 

visualised that there might be a subsequent need for 
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integration with an application, in an overlapping area, 

developed by either Central or any of the State 

Governments. The design allows linking with an external 

program seamlessly. Linking with Umang, the national 

App and with the National ERSS # 112 are two examples.  

Incidentally, ERSS #112 is largely a phone based 

service, with little web interface though it does have an App. 

Helpline numbers like 100, 101, 108 and 181 will now soon 

get merged with 112. Now a distress call pertaining to 

Railways, if received by 112, shall flow to RailMadad. 

UMANG, providing a single platform to access pan India e-

Government services, ranging from Central to Local 

Government bodies, is largely App based and does not 

support voice. It supports RailMadad. Successfully 

integrating with these two diverse initiatives of Central 

Government was challenging. 

D. Other Innovations 

 There are several other process innovations, 

contributing to the success of RailMadad.  

D1. Management by Exception: Service Level Allowance 

(SLA) is the stipulated time period, given for a particular 

type of complain, described uniquely by Cause and Sub 

Cause. If the lowest level (Divisional Control) is unable to 

close in this period, called SLA1, then it is said to have 

breached and the system escalates the grievance to the 

Branch Officer (BO) – the divisional head of the department. 

The BO also has pre-defined time period (SLA2), for that 

Cause/Sub_Cause. If the grievance is not closed, within the 

stipulated time, SLA2 is also considered as breached and the 

complaint gets escalated to Additional Divisional Railway 

Manager (ADRM). There are no more SLAs nor any 

escalations beyond this level. The BO and ADRM enquire 

into SLA1 and SLA2 breaches respectively, in addition to 

any cases of negative feedback.  

 

89% cases close within SLA1 and 9% within SLA2. 

Management by exceptions is possible through the system 

of SLAs and automatic escalations.  

 It may be noted that SLA1 are same as the 

commitment made by MoR in its “Citizens Charter”. 

 

D2. Inclusiveness: RailMadad is access friendly to a large 

user base. It does not require a smart phone, a robust net 

connectivity, tech-savviness or knowledge of English. A 

person travelling on a train with a basic keypad phone can 

dial up RailMadad on 139 and record their complaint, 

speaking in their native vernacular language. This is a truly 

citizen – centric effort which includes all citizens, even 

those who are digital have-nots, into the service domain of 

RailMadad. 

D3. Audit Trail: RailMadad maintains the entire history of 

the life-cycle of a complaint, recording persons who handled 

it and the action they took. 

RailMadad banned use of a generic IDs, which 

diffuses accountability. The system works through 

personalised IDs given to each operator. Hence, the system 

now has complete accountability.   

D4. Action Taken Report is  a feature allowing the 

Managers to record actions taken, as a follow-up, after the 

closure of a complaint, against the defaulting staff etc. This 

information is internal, only for the managers. 

D5. CPGRAMS, is now linked to RailMadad. Upon  

approaching it with a complaint pertaining to domain of 

RailMadad, CPGRAMS portal advises the user to go to 

RailMadad, opening the web page of RailMadad. 

E. Performance, Reports and MIS 

E1. Performance   RailMadad, in over three years now, has 

won many accolades, good media stories and above all, 

customers’ trust. MoR has announced annual RailMadad 

shield from 2022, for best performing Zonal Railway. 90% 

complaints are closed in 2 hours or less. 

 

E2. MIS  The utility of a PG system is not only to redress 

but also to provide MIS to carry out root cause analysis. 

RailMadad gives many choices, to either use readymade 

reports or generate a view of one’s choice. The trends for 

a unit or a particular Cause or Sub Cause can be generated 

for a period of the user’s choice. Shown below is one such 

report. 
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E3. Drill Down Reports   The system provides for drill 

down reports (not shown here) wherein a manager can keep 

going down on any aspect of a report, till he reaches the most 

basic level of complaints’ details. It is also possible to co-

relate failures of service delivery with a particular service 

provider, across various units. 

F. Conclusion  

RailMadad, since its launch in July 2019, has brought 

unprecedented ease of lodging complaints to customers. The 

journey from 650 odd complaints per day in 2019 to 5,200 

complaints per day now, has been fuelled entirely by the 

responsiveness of the system and customers’ faith. 90% of all 

grievances are closed in 2 hours or less. Nearly 70% of those 

giving feedback, rate redressal as Satisfactory plus. 

The new system has also eliminated manpower deployment 

in PG as all the records and reports are online. No additional 

manpower has been engaged. 

All the data is kept at secured servers. The First Response 

Time (FRT) for medical and security assistance is ten 

minutes or less.  

With its all-inclusive simple access, modular design, direct 

alerts, management by exceptions, linking with other 

national projects and complete audit trail, RailMadad is 

ideally suited to be replicated in other public delivery 

systems or public utilities, to redress grievances .

. 
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Introduction 

The Chief Minister’s (CM) Helpline ‘1905’ Service has been launched state wide on 6th September, 2021 to receive and fast track 

redressal of citizens Grievances. Under CM Helpline service, citizens are able to make call to ‘1905’ to lodge their grievances to 

the public authorities on any subject related to service delivery. 

In addition, CM helpline provides the citizens with the opportunity to ask questions, to collect information, submit 

suggestions/feedback for the Government to improve, and receive and respond to latest announcements from the Government. 

Backend system to handle such grievances / feedback / suggestions has been developed in-house by the Directorate of 

Information Technology, Government of Tripura (DIT), which is named as Task Monitoring System (TMS) where issues are 

assigned to relevant Department for taking actions and updating the status in system.TMS is integrated with CM Helpline issue 

dispatch module. 

2. Objectives: 

i)To facilitate citizen with easy access to Government.  

ii)To bring citizen closer to Government. CM Helpline is 

the direct medium between citizens and the State Government of Tripura. 

iii)To receive suggestions / feedback from citizen in order to improve Government functions. 

iv)To make the grievance redressal mechanism fast, transparent and accountable. 

3. Salient Features: 

 
i) Common and tollfree no. 1905 for addressing all kinds of requests / complaints. 

ii) 24 x 7 support from the call centre handling 1905 calls. 

Multi-lingual call takers who currently support 4 languages viz. Bengali, Kokborok, Hindi and English. 

iii) Support through WhatsApp no. (603374544) for lodging grievances and also to provide and receive information/documents 

from/to citizens. 

iii) Portal for registering and track status of grievances online (https://cmhelpline.tripura.gov.in). 

iv) Integrated with the Emergency Response Support System (ERSS) for handling emergency calls. 

 
3. Beneficiaries of the Project: 

This project targets all citizens, businesses, institutions residing / operating in Tripura. The CM Helpline is a common platform 

to address all kinds of grievances / feedbacks / requests from anyone. 

 
4. Project Coverage: 

a. Total number of Districts: 8 

b. No. of District(s) covered out of total Districts: 8 out of total 8 

c. Percentage of Districts covered out of total: 100% 

 

mailto:secy.itdept-tr@gov.in
mailto:dir.itdept-tr@gov.in
mailto:uttam.podder@nic.in
https://cmhelpline.tripura.gov.in/
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5. Roll out / implementation model: 

Pilot was done for one District (Dhalai) initially and it was launched on 15th August, 2021. After successful pilot run, the CM 

Helpline launched throughout the State at once on 6th September, 2021. 

 

6. Capacity Building Approach: 

As backend of CM Helpline is supported by TMS, it was essential that the relevant Government officials from all Departments 

are well aware of the functionalities of TMS. Grievances / suggestions are assigned to a Department by the CM Helpline and 

then the nodal officer appointed from Department for the purpose updates the status on TMS. 

Several trainings cum handholding sessions have been organised by DIT to make the officials capable of handling the TMS 

portal. 

 
7. Situation before the Initiative: 

Registering grievance was not an easy task for common people. Though Centralized Public Grievance Redress And Monitoring 

System (CPGRAMS) was still in place but due to lack of digital literacy the system was not fully utilised by common mass. 

Also, directly approaching a Department was difficult as the process was varying office to office. Some office might say to 

submit a formal application with grievance details along with proofs in support of the claim. Tracking of the registered 

grievance was more difficult. 

 
8. Situation after the Initiative: 

Facilitating a common helpline no. is very much convenient to common people. No need to have high educational qualification 

or digital knowledge to call up a no. and talk about the complaints in his/her own dialects. 

Monitoring of status has been also drastically improved as after the status is updated by the concerned Department 

CM Helpline calls up the citizen and ensures the correctness of the update done by the Department and then the issue gets 

closed 

9. CM Helpline Process Flow: 
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10. Performance: 

The CM Helpline has become very popular in short time due to ease of access, diligent monitoring and mutual closure 

of grievances. A call report from August 2021 to August 2022 has been given below to justify the popularity and effective 

redressal mechanism at 87.9 % within 30 days 

 

 

 

 

 

11. TMS Technology Stack: 

The backend application for CM Helpline is TMS which is developed in-house by DIT. Concept like linked list, hierarchy 

is kept in algorithm which provides satisfactory time complexity and designed such that it provides high adaptability, the 

reason why the application’s top down or bottom-up structure can be stretched with very little modification without much 

hassle. 

TMS has been developed using below mentioned technology stack. 

a) MS Visual Studio 

b) MS SQL Server 

 

CMHelpline-TMS application is hosted at Tripura State Data Centre. 

 

12. Adaptibility: 

The CMHelpline -TMS integration is scalable enough to be customised for streamline more Grievance channels using 

the same platform. At present, sate wide initiative like “Prati Ghare Sushason” across the state has been channelized 

through the same CMHelpline-TMS solution, thus eliminating considerable cost and time of the Government associated 

with new solution. In future, the system with little customisation, could streamline more information delivery channels 

of the Government. 

13. Conclusion: 

CM Helpline is not only facilitating a grievance redressal platform but also contributing greatly in establishment of a 

direct medium between citizen and the Government. Anyone can avail the benefit of CM Helpline and all will get same 

priority in an easy, transparent, monitored and accountable manner. 
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Abstract: 

Very often, citizen satisfaction is taken as the most 

common derivative in a regime where grievance reporting is 

minimal. The scenario in the field, especially in far flung 

areas with largely backward population groups, is however 

quite different. Here lack of grievances reporting can often 

mean lack of even the basic means of reporting or 

understanding of grievances. The problem was addressed in 

District Kokrajhar of Assam in a novel way as it came to 

notice that formidability of terrain & topography led to issues 

of access and reach. To enable transparent and real time 

Grievance management, Administration developed 

Infrastructure Snapshot Kokrajhar (IS) App, a easy-to-use 

mobile based application for effective grievance redressal 

and monitoring of all public services, Government 

institutions, schemes etc. App has been able to combat the 

tediousness and low efficacy of the extant redressal 

mechanism and enables real time tracking of grievance 

status. Any User that has downloaded the App can submit 

photo, location, details etc. of the aggravated site or incident 

online, monitor the processing and status. The facility of 

mandatory geo-tagging with photograph eliminates spurious 

complaints. The App is very versatile – serving also as a 

monitoring & supervision tool of Government schemes, 

Departments and officials by any user – administration, 

Government officials, Third Party monitors, Civil Society 

Organisations and the public. It is a tool for safety & 

empowerment as one can flag an alert during any disaster, 

cases of violence, domestic violence, moral policing etc. 

This reaches the District Control Centre immediately. The 

app takes Grievance Redressal into the realm of participatory 

governance and citizen centric service delivery giving voice 

to the citizen by allowing the user to provide suggestions to 

fix the irregularities/anomalies found with tailored admin 

features. App thus provides a seamless, easy, transparent 

investigation and troubleshooting tool, grievance reporting 

and redressal mechanism ultimately envisaged to bring 

complete transparency and public audit. 

Keywords: e-governance, real time grievance redressal, 

good governance, public service delivery, citizen centric 

governance 

1. Introduction: 

Kokrajhar is the 8th largest district of Assam and 19th in 

terms of population with an area of 3,169.22 sq. km and a 

population of 8.87 lakhs. The District has substantial issues 

of access and reach due to the difficult topography and 

terrain comprising of forests, hilly landscape and braided 

Brahmaputra tributaries. It has one of the most heterogenous 

population mixes of the country varied in terms of ethnicity, 

language, religion, culture and way of life making a “one size 

fits all” approach impossible. District has a deep-seated 

history of insurgency and strife.  

Prior to the launch of this App, people had to come 

physically to the District Headquarters to lodge their 

complaints in respective Government Offices entailing a 

burden of time and resources. To lodge a complaint or 

grievance, the complainant had to lose at least a day’s wages 

and bear the transportation costs amounting from Rs 50-200 

(a significant amount for the rural population). Often, they 

would have to spend many unproductive hours to figure out 

the concerned Department, branch or official to be 

approached for the redressal of their grievance. Moreover, if 

the official concerned was not available due to his prior 

engagements, meetings, tours, leave etc., they would have to 

come another day incurring further burden in terms of time 

and money. Even after the complaint was made, there was no 

way to track it without again physically visiting the office. 

The follow up action was often erratic and there was no 

means to expedite. 

For residents of far-off and far-flung areas of Kokrajhar 

District such as Saralpara, Raimona/Phibsoo, Tamarhat, 

Rupshi etc – located upto 70-80 kilometers away from the 

District Headquarter with travel times of upto 3 hours, things 

were even more difficult. As the last Public transport to these 

far-flung forested areas left at 2 P.M., if the work was not 

completed by then, it entailed a night stay at the 

Headquarters, which was a further financial burden. The 

mailto:dc-kokrajhar@nic.in
mailto:portia.khanikar@gmail.com
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situation for the women and differently abled people was 

even more stringent. 

When the present Deputy Commissioner joined in the 

District in mid-2021, in her field trips, community leaders 

would approach her with various issues. Officials often 

played truant. Besides, persons came with various 

complaints and grievances in public schemes, programmes, 

non-attendance of doctors/teachers/officials, non-receipt of 

Mid-Day Meal, misallotment of PMAY houses, non-

functional Jal Jeevan Mission supply, repair of culvert/roads, 

public hygiene matters etc. Due to difficulties of reach and 

terrain owing to the difficult topography comprising of 

forests, bad roads, far-flung habitations etc, effective 

supervision was a challenge. As such, the inspection regime 

was lackadaisical and often resulted in corrupt behaviour of 

functionaries.  Front line workers posted in such remote areas 

would not report for duties. Pilferages ate into benefits for 

the public. There was no efficacious means of 

inspection/monitoring/supervision or handy means for the 

public to report such instances and other grievances. There 

was also a felt need to involve the population in the 

monitoring of Governmental schemes and infrastructure and 

to provide an easily accessible grievance redressal tool, 

systematic method to garner feedback and build up a 

database for Government schemes, programmes and 

Departments which could help further in policy making, 

resource allocation and tactical level execution. 

As a response to these problems Deputy Commissioner 

Kokrajhar conceived and developed the idea of the 

Infrastructure Snapshot Kokrajhar (IS) App, an Android 

based one-of-its-kind convergence app. The App was 

developed through local (social action by Webcom) and 

Departmental efforts without any cost to the Government 

exchequer. It is a versatile convergence app that has not only 

made lodging and redressal of grievances easier but has also 

enabled the administration and Government toward stringent 

monitoring and supervision besides getting, over time, an 

authenticated database of the functioning of various 

Government schemes & institutions.  

The IS App has made the inspection regime extremely 

transparent and accessible to all. It allows reporting from any 

registered user – across Departments, third parties, citizens, 

Community Based Organisations etc and based on the daily 

reports, alerts are marked to concerned departments for 

necessary action. Action Taken is reviewed in all 

Departmental meetings and in special review meetings. The 

App is a tool for safety & empowerment as it allows users to 

flag an alert during any disaster, cases of violence, domestic 

violence, moral policing etc.  

After the launch of the ‘Infrastructure Snapshot 

Kokrajhar App’, rigorous and regular monitoring of the 

various governmental schemes is evident. There has been an 

increment in the resolution rate of complaints and public 

grievances. There has been a significant improvement in the 

inspection regimen followed – more efficient & efficacious 

monitoring & supervision bringing an increment in 

transparency & accountability.  

2. Strategy / Implementation Methodology Adopted: 

 

Prior to introduction of the App, many rounds of 

consultation were done with all the concerned stakeholders 

including baseline studies, stakeholder consultations, 

problem identification etc., aimed to resolve the issues being 

faced. 

Baseline study along with stakeholder consultation: 

A detailed baseline study was done across segments. A 

‘with and without’ analysis was also done regarding the as-

is and to-be scenario. The survey threw up important and 

valuable data on the present status of grievance redressal, 

pendencies, status of the inspection regime. Detailed 

interviews and brainstorming was done with the various 

focus groups, including sections of public of various 

demographies, officers and officials of administration & 

various Departments, community based organisations, 

leading citizens, students bodies, industry partners, 

educators, media, rural population, grass roots level leaders 

etc– for understanding the lacunae in the present grievance 

redressal system. The present inspection and monitoring 

regime, existing data on grievances lodged, types of 

grievances commonly lodged at the Public Grievances 

branch at the DC office was delved into. This served to 

provide inputs on the shape, design, access and features of 

the App.  

Problems identified 

Such detailed analysis led to identification of many 

problems in the extant grievance redressal, monitoring & 

supervision regime. 

a. Lack of a rigorous inspection regime – need to 

ensure efficacious and Regular Monitoring of 

public institutions, Government departments, sites, 

schemes 

b. A tedious grievance lodging system, Lack of any 

tracking and review mechanism for grievances.  

c. Need for an Efficacious check against pilferage of 

government funds 

d. Lack of any authentic, updated data on 

Infrastructure and Services of the District 

e. Lack of any authentic Feedback on the functioning 

of Schemes and Departments 

f. Lack of an instant mechanism accessible to public 

to alert the administration in the event of natural 

calamities, cases of violence, moral policing, 

domestic violence etc 

g. Lack of mechanisms to enable Citizen Centric 

Service Delivery/Good Governance/Participatory 

Governance 

The App and its features have been tailored with a view to 

these issues identified. 

Roll out/implementation model: 
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The App has been successful in meeting all the needs 

identified. The Engagement of citizens as active stakeholders 

in the development process has led to a Jan Bhagidari model 

creating a Jan Andolan. The success of the IS App is an 

example of an innovative idea with planned & focussed 

implementation in coordination amongst myriad 

stakeholders. App has emerged as a brilliant confidence 

building measure as it has bridged the gap between citizens 

and Government. The App is based on the use of the 3-C 

model [1] – Convergence (Efforts of all Government 

Departments, District Administration), Collaboration 

(Amongst Government, Public, Civil Society, officials, 

administration etc) and Competition (Amongst Government 

Departments for gaining positive feedback) has helped 

further in proliferating the efficacy of the App. In addition, 

Administration took various steps for effective roll out and 

implementation of the App. 

A Convenient User Interface Mobile App made it easy 

to make use of facilities of the mobile including the camera, 

geographical location etc which is relatively more 

cumbersome in a browser based (website) or computer-based 

model. Besides, a browser-based model does not allow 

offline functioning which was essential for a place like 

Kokrajhar where pockets of low connectivity exist. While 

websites have to rely on browsers to perform elementary 

functions like ‘back button,’ ‘refresh button,’ and ‘address 

bar’ to work, the IS App does not have these restrictions and 

has been designed with several elaborate functions based on 

advanced gestures like ‘tap,’ ‘select,’ ‘hold,’ and more. Thus 

the relative ease of use of the IS App has been one reason for 

its success.  

Another innovation by the administration was to involve 

all grassroots functionaries including 735 BLOs, 1372 

ASHA workers, 1687 Anganwadi workers, 367 Community 

Cadres (148 Community Resource Persons, 65  Krishi 

Sakhis, 62 Pashu Sakhis, 50 Bank Mitras, 15 Community 

Resource Persons - Enterprise, 16 Master Book Keepers, 11 

Bima Sakhis) under Assam State Rural Livelihood Mission 

(ASRLM) for the success of this App. Continuous camps 

were conducted in a phased manner for creation of awareness 

regarding the App amongst the public. For those persons who 

are not very tech-savvy, administration provided help 

thorough the network of local BLOs, Field officials. These 

grass root workers were first given training to operate this 

App and briefed about its benefits, its monitoring system. 

They were tasked to teach the usage of the App to all citizens 

to maximise the coverage of this App. They were also 

instructed to ensure the outreach of the App to the weaker 

and marginalized Sections. For instance, the BLO model for 

proliferation has come in handy for the District keeping in 

view the demographic mix. District has 735 BLOs across 3 

Legislative Assembly Constituencies, each BLO covers 

about an average of 800-1000 voters spanning a radius of 

around 1.5 to 2 km. BLOs have not only sensitized people 

regarding the use and benefits of the App, but keeping in 

view the convenience of the citizens, administration has 

developed a model wherein BLOs themselves also lodge the 

complaints/feedback using their own App and log-in on 

behalf of people without mobile phones or those without 

access to the App. This ensures that the benefits of the App 

reach the entire population of 8,86,999 i.e. 100% people of 

the District.  

It is also understood that the women are not very keen to 

share their issues with men, but the SHGs are the platform 

where they share their personal issues such as domestic 

violence, witch hunting, etc. Difficult terrain and topography 

creates formidable issues of access and reach for the 

population especially for women. Thus, it was doubly 

essential to ensure that women were brought into the fold of 

the App. Use of the network of ASRLM Women Self Help 

Groups, Jeevika Sakhis, Bank Sakhis etc ensured a 

leapfrogging in the empowerment of women, especially in 

rural and remote areas, tribal belts etc as through cascading 

effect, many women learnt to download and use the App. 

Even those without access to their own mobile or to the App, 

could register their grievances and complaints through the 

field level functionaries of the Assam State Rural Livelihood 

Mission or SHG members. The District Administration 

focussed on the 11674 SHGs of the District with an outreach 

of 1,27,718 members conducting training and awareness 

programmes for the CRPs and Heads of the SHGs generating 

a Domino Effect, with each user further making their 

ecosystem aware of the App.  

At present of the 11,000+ nos of users, 30% are women 

and 65% are from rural areas. SHG members and 

Departmental users are also encouraged to log in reports of 

positive activities undertaken which also encourages them to 

record positive instances on the App. 

Close Monitoring of Grievances with 100 percent 

resolution also served to establish the credibility of the 

App. A dedicated Core Cell comprising of Senior Officers 

and support staff ensures that each and every complaint 

received is duly attended on the same day or next day. The 

Core Cell staff has been trained on relevant ICT skills, 

functionalities of the App and on the roles of the Government 

Departments, Schemes and Infrastructure. In order to ensure 

round the clock monitoring of the grievances reported on the 

App, the District Emergency Operation Control Machinery 

(DEOCM) under the District Disaster Management 

Authority has been tagged with it. The DEOCM is active 

round the clock 24x7 and Shift-wise officials are working to 

monitor the App alerts. Accordingly, the urgent/SOS 

complaints such as domestic violence, witch hunting, fire, 

law and order situations, flood, natural calamities are being 

attended to immediately.  

Use of the App has been regularly encouraged amongst 

officers and officials of various Government Departments. 

App use and the follow-up of the grievances and feedback on 

the App are regularly reviewed by the Deputy Commissioner 
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in regular meetings, Departmental meetings and VC 

meetings. 

Relevant Awareness programmes for all demographies - 

College Students, elderly etc, circulation of 

pamphlets/brochures in local languages, etc. further served 

to create a mass movement. App-Tutorial Pamphlets in local 

languages - Assamese, Bodo, Bengali etc were circulated by 

Field level functionaries during their field visits. 

Administration also developed a short catchy video ad 

running a brand awareness ad campaign on Facebook and 

Instagram to reach out to a maximum audience. Detailed 

location targeting was used while placing the ad in particular 

pin codes of Kokrajhar District and the estimated target 

audience reach of 36000 was surpassed to 70000 in a span of 

4 days.  As it is easier to reach people - especially the 

younger generation through short, catchy and impactful 

videos so creating a 15 secs video ad helped achieve massive 

success. The District Administration had also developed a 

Step by Step breakup on how to use the App for first time 

users and the same was made viral through WhatsApp. In a 

cascading model, the beneficiaries, proactive citizens and 

representatives from all sections were engaged as brand 

ambassadors for the App, resulting in a multiplier effect. 

The people observed the change made in their village by 

using the App and were further encouraged to use the App.  

Owing to the accessibility of the App, people send 

photos/snapshots of any irregularity or issue along with the 

details of the uploader, location, brief on the issue. This huge 

data is stored in bulk in a common platform. Administration 

consolidates this data and uses it to map priorities. The issues 

are then shared with the concerned department with a 

direction to resolve them within predefined timelines. Often, 

Administration also guides the departments with suggestive 

solutions. 

As many issues are raised by the stakeholders, the reported 

issues are being closely monitored by the Public Grievance 

cell of the district administration under the supervision of the 

Additional District Magistrate, Public Grievance. The proper 

mechanism for redressal of reported issues has been 

established.  Necessary actions are being taken for resolution 

of the issues reported with predefined timelines. The issues 

related to other line departments are being forwarded to the 

respective departments for necessary action with defined 

timelines for action taken report.  

 
 

Figure: Process Flow of the Infra Snapshot Kokrajhar 

App 

 

3. Outcomes and Benefits: 

Infra Snapshot Kokrajhar App has achieved commendable 

success in a very short span of time due to its easy user 

interface, quick and effective service delivery catering to the 

last mile user. It has brought significant quantifiable 

improvements in the lives of the people of the District.  

App has resulted in quantum leap in quality, speed & 

efficacy of Grievance Redressal. The App has enabled all 

sections of people to lodge complaints free of cost and 

instantly by clicking photos and submitting location, details 

etc. of the aggravated site or incident and also monitor the 

processing and track status on grievance redressal progress 

on their mobile phones. Prior to the App, to lodge a 

complaint, people had to visit the office, incurring 

transportation costs amounting from Rs 50-200, in addition 

to loss of the day’s wage. App has thus resulted in 100% 

reduction in the cost of grievance redressal. 

Earlier feedback was sporadic and need driven. The App 

now enables easy e-feedback for the performances of all 

Government Departments, schemes and human resources. 

This enforced the officials of Government Departments to 

complete the e-services in the stipulated time, else the 

aggrieved citizen will make complaint over IS Kokrajhar 

App. The App has brought about significant improvement 

in the nature of the Monitoring, Supervision & Grievance 

Redressal regime by forging effective coordination between 

Administration and Departments, boosting spot inspections 

thereby bringing about greater accountability, enhanced 

transparency and accessibility. This has ensured that 
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redressal of grievances is also done expeditiously, with 

minor grievances or those related to regular Departmental 

functioning redressed as early as between 24-48 hours. It also 

serves as an efficacious check against pilferage of 

government funds. App not only serves the citizens, but 

also the Administration in that the authentic and 

continuous Feedback on the functioning of Schemes and 

Departments received on the App helps create a verified 

Database which help identify and prioritise focal areas of 

Governance & Administration. Regular feedback further 

highlights the best performing and the laggard departments 

and thereby incentivizes good performance and enables 

Administration and concerned Departments to devise action 

strategy in case of poor performing Departments. App has 

also resulted in reporting of grievances. Prior to development 

of the App, DC Office used to receive around 20 grievances 

in a fortnight. However, on the Infra Snapshot Kokrajhar 

App, more than 250 complaints are received in a fortnight - 

almost an eleven-fold increase. Further, the complaints 

were lodged in the form of applications, petitions and a study 

of the processing of complaints showed that the complaints 

took as long as 60 working days  and multiple visits by the 

complainants to resolve. With the App, the footfall of 

complainants in DC Office have also come down by more 

than 50%. It has substantially brought down the time 

required for grievance redressal from 60 working days to 2 

working days on average, resulting in 95 percent reduction 

in resolution time. Thus, the App has successfully provided 

citizens a quick means for reaching out to the Government 

and administration, which was earlier an unmet felt need.  

App also serves as instant alert mechanism for disaster, 

cases of violence, moral policing, domestic violence, witch 

hunting etc and thus helps provide immediate succour to the 

victims. App also enables concerned neighbours, good 

Samaritans to use the App to report such cases. Earlier, 

whistle blowers did not have any avenue to report on 

instances of abuse etc unless they went to the Police station 

etc which most did not prefer for fear of harassment or 

having to appear as witnesses multiple number of times at 

the Thana. Use of Photographs and geo-tagging eliminates 

spurious complaints and feedback increasing the veracity of 

the App. 100% of inputs on the App are geo-tagged with 

photographs. The App proved immensely effective in 

disaster management. Linking the App functionalities to 

critical events especially those related to public participation 

is a step by District administration which not only increased 

acceptance, credibility and efficacy of use of the App but also 

provided critical inputs to the Administration.  

A major highlight of the App is its easy user interface and 

its tailored admin features that allows user to provide 

suggestions to fix irregularities/anomalies found. This has 

an empowering effect on citizens by making them partners 

in the development process. Further, by simplifying the 

process of lodging grievances, bringing about drastic 

reduction in resolution time of grievances and by enabling 

real time complaints tracking WhatsApp/Call/Email, the 

App has ensured citizen-centric public delivery thereby 

bringing good & participatory governance at the 

doorstep.  

As mobile Users spend a substantial amount of their time 

on mobile devices, users see the IS App installed on their 

devices almost every day. This regular encounter acts as a 

branding opportunity for Government services and 

Departments besides enhancing the propensity to use the 

App. Administration keeps collecting user feedback through 

field functionaries and this is used for further training and 

App development inputs. Another major positive spillover 

from the App has been that as users are taught how to use it, 

we take another step forward towards digital literacy which 

is a key aspect of the Digital India vision of Hon’ble Prime 

Minister. [2] 

It may be mentioned that District has a number of network 

shadow areas. To address these rural connectivity issues, 

Administration has adopted multi-pronged strategy. First, 

the App has a feature that enables offline lodging of 

complaints. Further, Administration is also coordinating 

with network service providers to work out ways of 

enhancing data connectivity in these network shadow 

areas. 

4. Impact Assessment: 

Keeping note of the fact that the mobile proliferation in the 

district is only 61%, all grassroot functionaries of the District 

such as BLOs, CRPs etc. were directed to assist people so 

that they can lodge their complaints through grassroot 

functionaries’ App if they do not have access to their own 

phone to ensure no one is left behind and that the benefits of 

the App reach the entire population of the District. App has 

ensured increased community involvement leading to a 

“Jan Bhagidari” in uplifting of services/infrastructure. 

Reports received on the App have helped create a verified 

Database on functioning of Schemes/Departments and to 

identify and prioritise focal areas of Governance & 

Administration. This has emerged as a beneficial Planning 

Tool for the Administration, facilitating to devise action 

strategy in case of poor performing Departments. App also 

highlights best practices of Departments and the best 

performing Departments, thereby incentivizing good 

performance and promoting positive reinforcement. 

Prior to the App, far flung areas which have been at the 

fringes of development have borne the brunt of a tedious 

grievance redressal system. This gap has been bridged 

through Infra Snapshot Kokrajhar App through contactless 

interventions and has solved a perennial issue of serving the 

underserved while ensuring last mile delivery with a very 

short “Turnaround Time” resulting in 95 percent reduction 

in resolution time and 100 percent reduction in cost to the 

public. The App has not only facilitated lodging of 

grievances but also ensured real time grievance redressal. 

Pilferages of government funds, negligence of officials 
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posted in remote locations have been checked. App 

facilitates remote work & business continuity as user can 

lodge his grievance or feedback even on a holiday. Further, 

centralised database of grievances has quite a deterrent 

effect due to quick reprisal, bringing about greater 

accountability and transparency in the Government 

machinery. 

Prior to the App, due to the prevalent tedious grievance 

redressal mechanism, residents of far flung areas did not 

even think about making complaints even on basic rights & 

services and they accepted the situation as their destiny or 

fate. However, the quantum leap in the quality, speed and 

efficacy of grievance redressal brought about by the App has 

pulled them out of “Its our fate mentality”. Through 

provision for users to suggest fixes to problems, the App has 

provided voice to the citizens leading to citizens’ 

empowerment, citizen-centric service delivery and 

participatory governance. 

App has emerged as an effective means of Women 

Empowerment. It is witnessed that women shy away from 

coming out to lodge their complaints as a result of which 

many sensitive issues such as domestic violence, witch 

hunting etc. go unreported. To address this, the network of 

SHGs was activated and all women were brought into the 

fold of the App ensuring a leapfrogging in the empowerment 

of women, especially in rural and remote areas, tribal belts 

etc as through cascading effect, many women learnt to 

download and use the App. Even those without access to 

their own mobile or to the App, could register their 

grievances and complaints through the field level 

functionaries of the Assam State Rural Livelihood Mission 

or SHG members. 

Kokrajhar is a sixth schedule District and the 

administrative and developmental functions are carried out 

in tandem by the Bodoland Territorial Council. Due to 

multiplicity of agencies, at times gaps in coordination and 

communication were seen leading to delayed grievance 

handling and service provision. The IS App has successfully 

resolved such gaps by forging inter-departmental 

coordination thereby bringing about greater accountability, 

enhanced transparency and accessibility, leading to quick 

and efficient redressal of grievances. 

Instant alerts regarding disasters, domestic violence, moral 

policing etc. flagged on the App enables Administration to 

devise effective strategies to take quick action on 

emergency cases. Further, App has a direct Linkage to 

control Law and Order. In December, 2021, District 

Administration urged people to flag road safety violations in 

order to curb road accidents. In Kokrajhar, New Year and 

picnic season witnessed a large number of accidents in the 

previous years. District Administration also exhorted public 

to use the App extensively. For instance, on 01/01/2021, 

Kokrajhar reported accidents amounting to 8 fatalities and 32 

injuries, as against 24 fatalities and 70 injuries in the state on 

the same day - respectively amounting to 33% and nearly 

50% of the state total road accidents. This year, effective 

deterrence effect from the administration’s appeal ensured 

that zero Drunk driving accidents and fatalities occurred on 

01/01/2022. Further, the App has increased the efficacy of 

Road safety monitoring, reducing road safety violations such 

as not wearing helmets, seat belts, over speeding etc and has 

proved a deterrent leading to reduction in instances of road 

accidents. 

One of the greatest impacts of the App has been in terms 

of citizen experience in Grievance Redressal. Prior to the 

implementation of the App, the average complaints made to 

the District Administration was only around 20-30 per 

month. The average has now multiplied manifold. This 

shows the trust of people in this App to resolve their 

grievances and also increase credibility of the District 

Administration amongst the people besides showcasing the 

relative easing of the grievance reporting regime. If the 

request/grievance is not redressed in the stipulated time or 

found infeasible, the reason is shared with the complainant 

along with alternatives. The App is fully geared up towards 

the purpose of building systems and processes & is scalable 

across geographies, platforms & verticals. The code is very 

robust, scalable and can be tweaked to local conditions very 

easily. 

The App has found acceptability throughout the spectrum. 

It has specially empowered hard to reach & backward groups 

who have for decades been at the fringes of the 

developmental process, had no means to lodge their 

grievances or feedback and would often be deprived of even 

the allotted benefits. Now with mobile coverage across the 

district, a phone is enough for them to become both 

participants and partners in the developmental process. The 

App has garnered positive Feedback from the beneficiaries 

who have appreciated the steps taken by the District 

Administration to share their concerns. It may be mentioned 

that in addition to grievances, positive reports have been 

received on the App. This serves as an important tool for 

Administration and Government for identifying both laggard 

and performing areas. Good performers are also appreciated 

and motivated to perform even better.  

5. Conclusion: 

The App has generated an ideas ecosystem leading to 

introduction of many innovations. As administration receive 

complaints, its responses are three-pronged. Firstly, Steps are 

taken to resolve the issue. Secondly, in areas where more 

grievances are seen, administration conducts more frequent 

and detailed reviews. Lastly, as officials brainstormed to 

resolve issues, this led to many new initiatives & 

innovations. For instance, As administration started getting 

reports of many cases of Severe and Moderate Acute 

Malnourishment on the App it was seen that these were not 

only from BPL families but due to lack of awareness by the 

parents. So this was brainstormed upon and resulted in the 

introduction/launch of innovative initiatives like Smart Papa, 

Jwthwn and many more. 



      “e-Governance – Bringing Citizens, Industry and Government Closer” 

59 
 

IS App has led to efficacious performance of all 

Departments and has ensured smooth implementation of all 

Government Schemes. By forging an inter-departmental 

coordination, it has made the government machinery 

proactive and efficient. This has largely benefited the 

citizens by ensuring that their complaint not only reaches the 

right agency but also gets redressed expeditiously. Further, 

by enabling citizens to provide suggestions, it has 

empowered them as partners of Administration in the 

development process creating a renewed sense of Jan 

Bhagidari leading to a Jan Andolan. 
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ABSTRACT 

Public Service delivery challenges are longstanding and 

endemic to all developing countries. It aggravates further 

in states like West Bengal having a large population size of 

11 crores. In any developing countries, undue delay, red-

tapes, lack of transparency and corruption at the cutting 

edge impedes in accessing public services and these 

inefficiencies endure the cycle of poverty for the most 

disadvantaged groups. 

Keeping this in mind, West Bengal Government conceived 

a unique project to resolve citizen grievances through a 

responsive, accountable, and transparent system. Further, 

grievance data analysis was carried out through ICT 

enabled Digital platform at https://cmo.wb.gov.in for 

carrying out the process re-engineering for different 

government schemes and bringing many policy level 

interventions. 

This project relied on three components. Firstly, a single 

platform for lodging grievances pertaining to all 

government service delivery. Secondly, enabling people’s 

access to the government, 3561 number of Bangla 

Sahayata Kendras (BSKs) or common service centers were 

set up across the states for providing services at doorsteps. 

Thirdly, government outreach campaign called Duare 

Sarkar (Government at the doorstep) is being organized 

twice a year for delivering of public services in camp mode. 

These three components have created an inclusive 

ecosystem bestowing legitimacy and public trust in 

governance where “no one is left behind and no one is 

left unheard”.  

 

INTRODUCTION 

The State Government in West Bengal, having more than 

11 crores population, set up Monitoring of Programme 

Implementation and Grievance Cell to resolve public 

grievances within a specified service level and obtain 

feedback/ suggestion in implementing various welfare 

schemes from citizens. Grievance narratives are analysed 

for undertaking process re-engineering and providing 

various implementation level suggestions & policy 

prescriptions. The project was initiated in June 2019 with 

its portal (https://cmo.wb.gov.in/). Using innovative ICT 

including GPS Mapping, Dynamic Dashboard, Grievance 

tracker etc., this project has built a robust back-end user 

interface covering 4505 administrative units, connecting 

entire government machinery of this state. This portal so 

far handled more than 11 lakh grievances with a 95 per cent 

disposal rate in a span of last two years. 

 

 

MECHANISIM 

The project rests on three approaches. Firstly, a 

comprehensive portal for processing public grievances 

addressed to the hon’ble Chief minister. Secondly, it has 

enabled public access through Bangla Sahayata Kendras 

(BSKs) (Common Service Centres) set up across the State 

mailto:mainak@nic.in
https://cmo.wb.gov.in/
https://cmo.wb.gov.in/


      “e-Governance – Bringing Citizens, Industry and Government Closer” 

61 
 

at citizens’ doorsteps. Thirdly, a massive outreach 

campaign called Duare Sarkar (Government at the 

doorstep) is taken up twice a year to deliver public services 

in camp mode. The data analytic that probes into public 

perceptions and gaps in implementation of welfare 

schemes has helped considerably in pruning redressal of 

citizens’ grievances and service delivery at the grassroots.  

Drifting from traditional development paradigm, the State 

Government conceived the Project for action oriented 

public listening. Using innovative ICT including GPS 

Mapping, Dynamic Dashboard, Grievance tracker etc., a 

robust back-end user interface connecting 139 departments 

at the state level with 23 Civil Districts and 28 Police 

Districts and 4330 sub offices at Sub District level, has 

been developed under constant vigilance and supervision 

of the highest state administrative authority. Making public 

service delivery more inclusive and transparent, this e-

governance initiative, while redressing grievance within set 

service level, is continuously analyzing the public 

grievance/ feedback/ suggestions to provide insights to the 

highest state authority in running a responsive government 

for the people.  

 

Pic 1: Process flow of Programme Implementation & 

Grievance Handeling 

KEY FEATURES 

Key features of this ICT initiatives are: 

o This web application enables easy grievance lodging 

from anywhere and anytime (24x7) basis for speedy 

redressal of public grievances. 

o The portal is portable across all the browsers and 

provides a system generated unique registration 

number for each grievance. This web application has 

an easy grievance tracking facility by complainant 

name/ mobile no./ lodged date etc. 

o Seamless data transmission among the various 

administrative units (Deptts. / Offices/ Sub-Offices) 

for each movement of the grievance redressal process 

and automatic triggering of SMS to stakeholders 

including status update. 

o Adoption of comprehensive classification of 

grievances and standardized grievance redressal 

across the government organizations. 

o Use of GPS and Customizable MIS as per the 

requirement of Departments/ Organizations for 

monitoring of grievances redressal and data analytics.  

o Dynamic color-coded dashboard facilitating easy 

monitoring and review. 

o OTP based two factor authentication for accessing 

the portal providing convenience and security to 

users. 

o Role based functionality and data access for better 

management in redressing grievance.  

o Mandatory feedback before disposing grievance 

and classification of disposed grievance for 

undertaking in GPR and providing implementation 

level suggestions.  

o Testimonials on various facets of grievance 

redressal are uploaded as good practices and easily 

accessible for replication in different domains of 

governance. 

ANALYTICAL FINDINGS 

The base of the initiative is big data managed with AI based 

algorithms, developed using python with Anaconda data 

frame. Initially data was managed with advanced excel 

technology but with increased volume, AI based data 

sanitation systems were adopted. Besides resolution of 

grievances within defined service levels, data analysis was 

carried out through ICT enabled Digital platform at 

https://cmo.wb.gov.in.  

It involved steps like; 

• Data collection 

• Data analysis 

• Data modelling,  

• Data interpretation 

• Data presentation.  

The analysis can be further broken down into subcategories 

like statistical analysis and diagnostic analysis of closed 

grievances. Descriptive analysis drew insights from past 

data by re-modelling it in ways which would make it more 

meaningful. Department wise or district wise analysis of 

grievances presented a synoptic over-view of performance. 

The diagnostic analysis used insights gleaned from 

statistical analysis to identify patterns in the grievance data. 

This helped the analysts to use patterns embedded with 

older data, to solve current challenges. The analyst could 

draw conclusions from the disposed data set by selecting 

different samples. Disposed grievances which were 

https://cmo.wb.gov.in/
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homogeneous in nature are analysed thoroughly and then 

conclusion are drawn, aiding in prescribing thus policy or 

implementation level changes. 

The broad objectives for undertaking the analytical study 

of flagship programme are: (i) faster distribution of 

benefits, (ii) streamlining of the existing processes, (iii) 

ensuring direct benefit transfer and (iv) documentation and 

dissemination of success stories. Around 6 lacs grievances 

received against these 21 flagship programmes were 

carefully analysed. These grievances were further 

categorised into the 3-5 districts where each of them was 

concentrated majorly. Furthermore, detailed study of 

grievances pertaining to each programme was done to 

reveal the major reasons for which the service delivery was 

not as per citizens expectations. For example, it was found 

that 40% of the grievances pertaining to Rupashree Scheme 

were belonging to 4 districts of the state. 3 major grievance 

categories which covered over 95% of the grievances were; 

delay in sanctioning of amount post successful verification, 

technical issues during form submission and understanding 

the eligibility criteria. Again, if we study the Gatidhara 

scheme, around 45% of the grievances pertained to 4 

districts. It indicates some issues with the delivery 

mechanism in those districts. 3 major grievance categories 

which covered over 90% of the grievances were; not 

receiving benefits under the scheme post application, 

understanding the process of application, request for 

increase in amount funded by financial institution.  

Be it the universal health care (Swasthya Sathi), 

Kanyashree (financial support for unmarried women for 

further studies), Hawker Support Scheme (assistance to 

hawkers who have suffered huge set back during covid), 

Yuvashree (employment assistance), the monitoring cell 

has organized data, analysed it, assimilated it into 

meaningful feedback points and brought about numerous 

reforms in many of the flagship projects so as to connect 

better with the citizens of West Bengal. The reforms are in 

the form of changing the eligibility criteria, increasing 

budget allocation, organizing special outreach camps, 

reducing cumbersome paperwork and so on and so forth. 

In this paper, analytical findings of Lok Prasar Scheme of 

the year 2020-21 will be projected as a sample case.  The 

grievance of Lok Prasar scheme was analysed, and it was 

observed that, 4 districts hold 41% of total received 

grievances for Lok Prasar scheme where maximum 

number of grievances are related to non-receiving of 

benefit after application. That there is some issue at district 

level implementation of the scheme. The findings were 

share with the concerned authorities for implementation 

level modifications  

 

Pic 2: Analysis of Grievances of Lok Prasar Scheme 

 

Pic 3: District wise distribution 

 

Pic 4: Key observations from disposal note  

ALIGNMENT WITH SDGs 

The Sustainable Development Goals speaks of responsive, 

accountable, and transparent governance for achieving a 

better and more sustainable future for all by 2030. This 

Grievance Redressal Project is both responsive and 

accountable. It envisages time bound resolution of public 

grievances within 7-days service level and to the 

satisfaction of the people, which is ensured through 

feedback mechanism. Secondly, the portal offers every 
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citizen of the state a unique facility of getting status update 

of their grievance at every level of redressal process 

through SMS/ voice calls to ensure transparency in 

grievance disposal process upholding its democratic 

legitimacy and earning public trust(SDG 16.5 & 6). 

Through this Project, huge numbers of grievances of 

different categories of livelihood pensions were received 

which were enquired through field level offices and taken 

up with the Department of Social Welfare which ensured 

direct financial benefit to over five lakhs aged, widow and 

especially abled beneficiaries across this state (SDG 1). 

Similar initiatives have also been taken by resolving 

grievances for food of 37 lakh people (SDG 2) and shelter 

for fifty thousand families (SDG 2) through the 

Departments of Food and Supply, Disaster Management, 

Housing and Panchayat & Rural Development [1].  

This Project is coordinating in successful implementation 

of the universal health coverage under “Sasthya Saathi” 

Scheme of the State government (SDG 3) to over one 

crores beneficiary. Grievances relating to non-registration 

or delayed registration under the scheme and issues 

requiring coordination with government and private Health 

Care Institutions are taken up with utmost importance to 

ensure best possible public service delivery. This project 

coordinates in reaching out financial assistance for critical 

health care to the indignant and poor people from Chief 

Minister’s Relief fund.  

In ensuring equitable access to education (SDG 4), this 

project facilitates by addressing public 23 lakh grievances 

pertaining to educational initiatives of the State 

government such as Kanayshree (scholarship and financial 

support for girls for further studies), Sikshasree 

(Educational Scholarship for socially and economically 

backward communities), Aikyashree (Educational 

scholarships to students from minority communities), 

Swami Vivekananda Scholarship ( for Higher Education) 

etc. amongst others. Through Citizen Feedback and based 

on data analytics of grievances handled policy 

prescriptions were taken up with concerned Departments 

which has also improved service delivery at grass root 

level. Such data analytics helped in developing different 

micro-schemes for reaching out special assistance to 

including the hitherto excluded. 

Towards promoting gender equity (SDG 5), the grievance 

redressal system has promptly handled 3491 grievances of 

gender based domestic violence in pursuit of curbing all 

forms of atrocities against women. It has also successfully 

handled 7578 number of public grievances relating to 

women welfare schemes of the state government such as 

Kanyashree (scholarship and financial support for girls or 

further studies), Rupashree (Financial support against child 

marriage) amongst others. 

 

Pic 6: Gender Parity in Grievances 

The state government developed and implemented life 

cycle-based women welfare schemes for redistributive 

justice - from the very beginning, starting from her birth to 

her education, her endeavour for financial independence, 

her marriage, health care including immunization to 

pension at older ages. And this portal acts as a protector or 

guardian against inefficiency, illegal practices, and all sorts 

of implementation level gaps through prompt and 

transparent grievance redressal supported by responsive 

feedback mechanism. This project also facilitated 1.59 

crore women in getting benefits under “Lakshmir 

Bhandar” Scheme (monthly financial assistance for basic 

household needs). 45 per cent of over 11 lakh total 

grievances were lodged by women. and 63 per cent of 

complainants are from the adult members of the family. It 

endorses the initiative as acceptance and trust of people [2].  

Through, Bangla Sahayata Kendras (BSKs), this project 

ensured service delivery at grassroots at zero service 

charges. Outreach campaign, “Duare Sarkar”, widened the 

scope of public service delivery to all at their doorsteps 

(SDG 10). 

IMPACT ASSESSMENT 

How often process re-engineering of state flagship welfare 

programmes are undertaken through grievance analysis? 

Be it the universal health care (Swasthya Sathi), or 

Kanyashree (financial support for unmarried women for 

further studies), Hawker Support Scheme (assistance to 

hawkers who have suffered huge set back during covid), 

Yuvashree (employment assistance), Aikkyashree 

(Educational scholarships to students from minority 

communities) and many more, the grievance monitoring 

cell has received grievances, redressed them promptly with 

real-time status update, organized data, analysed it, 

structured it for policy prescriptions to improve the impact 

of these flagship projects on the social and economic 
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welfare of the poor and marginalised to include them for 

better and more sustainable future. 

Based on detailed department wise analytical reports 

highlighting major areas of grievances and regional 

distribution of such grievances, the government launched a 

massive outreach programme “Duare Sarkar” 

(Governance at the doorsteps) in further reaching out to the 

people at the grassroots level. 

“Duare Sarkar” envisages for delivery of specific services 

of the state government at the doorsteps of the people 

through outreach camps. The identification of schemes was 

done based on real time data collected by the various 

grievances received through this portal. Special training 

was arranged for officials to sort out even the most 

common grievances in a responsible and sensible manner. 

The “Duare Sarkar” campaign touched each and every 

household in this state and ensured that the benefits are not 

on paper alone and has reached the targeted beneficiaries 

also. Over 2 crores applications were received on a 

campaign run. Almost 80% of grievances were resolved on 

the spot to uphold the spirit of this initiative. 

The grievance monitoring system has enabled each and 

every citizen of the state to have their concerns voiced to 

the highest authority of the state government through all 

possible modes viz. toll free call centres (9531795317), 

SMS, email, and directly through thousands of Common 

Service Centres (Bangla Sahayata Kendra) setup for this 

purpose across the state and significantly highest 

administrative authority of the state reviews it personally 

to ensure that such grievances are redressed to the 

satisfaction of the citizen in a responsive, accountable and 

transparent manner. Till date, within a period two year- this 

portal handled more than eleven lakh grievances with 95 

per cent disposal. 

 

Pic 6: Age-group wise Distribution of Grievances 

This portal played a coordinating role during Covid-19 

pandemic situation. The grievances handled through the 

portal helped the state government to reach out nearly 40 

lakh people for providing food and shelter and another 20 

lakh migrants with travel assistance.  

This Portal swiftly and efficiently handled more than 

30,000 grievances pertaining to house damages, 

requirement of food and emergency medicines during and 

after “Amphan” (Super Cyclone which devastated States of 

eastern India in May 2020). The actions included prompt 

and regular coordination with local police and civil 

administration and State Disaster Management Authority 

for post disaster relief and rehabilitation.  

The system has helped in providing livelihood pension to 

over five lakh people and helped to ensure smooth 

functioning of government flagship schemes by addressing 

implementation level gaps in coordination with different 

tiers of administration. About 20,077 grievances pertaining 

to employment assistance were processed for providing 

employment opportunities under BSKY, Karmatirtha and 

other government initiatives for employment generation.  

On analysing specific infrastructure related grievances 

particularly relating to requirement of all-weather roads, 

the one of a kind: “Pathashree” Scheme was initiated by 

the State Government through the Panchayat & Rural 

Development Department (P&RD), Urban Development & 

Municipal Affairs Department (UD&MA) and Public 

Works Department (PWD). This facilitated repair and 

construction of over 16199 Km road in this State. 

 

 

 

CONCLUSION 

Having an online portal to redress public grievances is 

nothing new in present day digital governance throughout 

the world. But this Public Grievance Monitoring Portal is 

unique in its comprehensiveness. It works on “Whole-of-

the-Government” approach under the aegis the highest 

state administrative authority (the Chief Minister). 

Grievance narratives, inputs and feedback are 

constructively used for undertaking government process 

re-engineering (GPR) of different flagship schemes of the 

state government. Plethora of micro-schemes are 

conceived to include the excluded. Set service level with 

inbuilt alert SMS facility, pendency checker, grievance 

status update to citizens and feedback ensures transparency 

and accountably at every level of service delivery 

machinery. Add to this the enormous public confidence and 

trust that has been built over the last two years of its 

inception to a system that is willing to listen to people in 

distress.  
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Leapfrogging ahead, setting up of “Bangla Sahayata 

Kendra” across the state enabling the public access to 

connect with highest state authorities over public service 

delivery problems, this project evaded ‘come tomorrow” 

culture among the bureaucratic higher-ups. In sum, the 

project has been evolving since its inception incorporating 

changes for making it more meaningful. But the most 

importantly is that resource never constrains innovation in 

utilizing the existing infrastructure. This is evolving as 

model of governance at droop step is replicable elsewhere. 
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Chapter 12 

A Novel approach to power decision making in governance using UAVs, artificial 

intelligence, and geospatial analytics in dynamically updating geodatabases. 
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Abstract: 

 

Geospatial information in conjunction with advanced analytics came to the forefront in Punjab during the Covid-19 

pandemic. The state implemented effective epidemiological monitoring built on geospatial data to track the spread of 

the virus, identify vulnerabilities, manage facilities and target responses. As an extension of the Covid-19 GIS 

Command and Control Center came the creation of a centralized geodatabase, where geospatial information is the 

foundation for many e-government applications, such as property registration, utility management, and building smart 

cities, rural link roads etc. The initiative has three major components, the first is a dynamically updating geodatabase 

that is built using existing geospatial data plus high resolution satellite and drone imagery. The second is an update 

methodology using drones, mobile applications, web applications, and APIs. The third is decision support systems 

with alerts, strategy simulators, and predictive analysis that allows for a transparent pipeline for technical integration 

from the data on the ground and data with the decision makers, in order to assist in public policy and administrative 

decisions. The dashboards hold each individual data point and also refined overview analytics on parameters that are 

important for decision making. The central geodatabase is used as a core for several decision support applications for 

e-Governance and has been designed with complete integration and dynamism to serve a range of applications falling 

within AMRUT goals like GIS based master plans, property taxes, utilities, slum development, Covid-19 etc. This 

improves the overall quality of life for our citizens wherein the innovation lies in creating this fully integrated system 

that allows for standardised data collection once and several applications benefit, creating time and cost efficiencies 

for our 165 ULBs. 

 

Methodology:

Geospatial data collected in India has largely been 

manually collected and stored. This has made the data 

susceptible to human error, multiplicity of effort and 

is updated less frequently owing to the resource-heavy 

nature of the task of collecting and updating the data 

manually. We have devised a method to apply 

artificial intelligence driven change tracking on 

satellite imagery at population scale and created an 

agile geodatabase that blends with management 

information systems with the help of unique identifiers 

and geospatial data points added during the data entry 

stage itself. In addition, drones are used to create an 

updated source of high resolution imagery and data 

captured through this is then cross checked with data 

from mobile applications on the ground. This multi-

modal approach to geodatabases is efficient for 

serving multiple applications we would discuss later in 

this paper. [1] 

 

Even within the databases different types of data is 

used while developing the web application or 

dashboards. 

In Geo-Spatial science the data is mostly categorized 

in two categories spatial and nonspatial data.Further 

spatial data are categorized into two sub-category as 

Vector data and Raster Data while nonspatial data are 

nonspecific data are being stored in the Centralize 

Enterprise Geodatabase which is internally and 

externally accessible to GIS Server as we can see in 

flow chart below. The GIS Portal and Server are 

mailto:dgr@punjab.gov.in
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federated and thus enable the user to access all the data 

which are published as a service. Further all the 

published services are added as a layer in a web map 

which is a fundamental component of any GIS based 

application.  

 

GIS data is traditionally seen as passive in nature as 

most data is collected once or twice a decade. India is 

changing rapidly for this data to be enough for 

informed decision making. Automated satellite based 

change detection with artificial intelligence allows us 

to track satellite imagery for alerts on encroachment, 

of various kinds such as tabular data, comma separated 

values, pdf maps, non-geotagged property images etc. 

All the spatial and land use land cover change tracking 

etc.  

In addition, the artificial intelligence layer acts on the 

raster data and also the MIS+GIS data fusion created. 

The insights there on presented in Administrative 

Command and Control Center with a segment open to 

the public as suo moto release of geospatial 

information. The seamless fusion of multiple input 

modalities like drones, GIS, MIS, and Artificial 

Intelligence on satellite data is one of the primary 

contributions of our technical partners like National 

eGovernance Division (NeGD) of MeitY, Punjab 

Remote Sensing Centre (PRSC), and implementation 

partner DronaMaps Pvt Ltd.  One of the key 

differentiators of this approach is the use of drone 

based data created internally by Punjab government 

entities like Punjab Mandi Board (PMB), Punjab 

Municipal Infrastructure Development Company 

(PMIDC), Greater Mohali Area Development 

Authority (GMADA) etc in addition to the drone data 

created by Survey of India within the SVAMITVA 

scheme.[2] 

 

The second key differentiator is the ability to update 

the geodatabase with the help of mechanisms like 

mobile applications and web applications that are 

already in use by the on ground teams or citizens. By 

integrating with existing methodologies, we are 

ensuring that new age technologies like drones adapt 

seamlessly within the current work methodologies 

necessitating minimal training intervention and 

reducing the deployment time significantly. [3]

 

(Fig1: The data flow plan of Punjab implementation to consume and display geospatial data seamlessly) 

 

Building on the insights from this analysis, we use 

drone maps as needed for high resolution 3D 

visualisation, aligning with honorable Prime 

Minister’s vision for India as a hub for drones by the 

year 2030. We have built on this technical foundation 

for the Slum development Program (Basera) to 

approve 12000 proprietary rights in Punjab. Towards 

AMRUT [4] cities for geodatabase creation 

(commercial, residential, public/semi public, 

recreational, traffic/transport) integrated with Master 

Plans on both administrative and public end. Drone 

based Property tax collection platform for Khanna, 

Hoshiarpur, Sultanpur Lodhi, Jalandhar, Amritsar, and 

onboarding of other towns is under process. We have 

prepared GIS based administrative boundaries– MC 

and ward boundaries data for 165 ULBs. All this 

within the last one year, the benefits of this 

standardization would carry over in coming years. 
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(Fig 2: Data type integration into Master Geodatabase for data updation with multiple methodologies) 

 

 

Implementation Overview:

Over 200 Web Applications and Dashboards have 

been created with different functionalities for internal 

and external use. The details of the same by 

functionality would be provided within this segment 

of the paper. The functionality is broken down into 

administrative, public, and approval of data collection. 

The progress of each will be reported per functionality 

as the central data structures remain the same but there 

is considerable variation in the decision making layer 

to consider these as separate applications for the sake 

of simplicity, the efficacy of which must be tracked 

individually.

1) Property taxes: The administrative access to the 

GIS property tax implementation assists in providing 

an updated tax history of every property, while the 

citizen access provides information regarding the 

updated ward, census boundaries, etc. 

Advantage:  The geospatial database is dynamically 

updated with drone maps and field surveyors with 

mobile applications. The geospatial database assists 

with targeted awareness campaigns and identification 

of tax defaulters. The project saw an increase in the 

collection of tax pursuant to the notices/ SMS 

campaigns of around 2500 properties. 

 

Skill Development: Considering the data input was 

based on in-house drone mapping which included 

mapping of 16 towns. The GIS base property mapping 

was prepared with 25 surveyors and planners for 

building footprints. For capacity building, training 

sessions were completed for 400 employees, 20 GIS 

analysts and 40 GIS interns.
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(Fig 3: Screenshots from the Property Tax Applications highlighting functionalities like drone imagery, geotagged images from the ground, tax 

history embedded from mSeva Management Information Systems). 

 

Use of state of the art technology to update the 

geodatabase: The initiative uses modern technology 

such as use of drones for geo-fencing of the current 

boundaries to ensure high degree of accuracy and 

transparency coupled with field validation to create a 

more accurate Record of Rights and its integration 

with existing revenue records. Creation of accessible 

multilayered database to ensure transparency: Drone 

imageries acquired are integrated with the satellite 

data and revenue data to create a spatial overview of 

slums.  Household survey data collected through 

dedicated mobile app is also been added to create a 

convergent, updated, multilayered and accessible data 

base to ensure transparency. This brings areas in focus 

that were previously not part of the database. In total 

186 slum sites have been mapped with the assistance 

of 20 surveyors and 3720 employees.

2) Covid19 Response

The administrative access of the Covid19 dashboard 

was created to help map the localized spread of the 

pandemic with the infrastructure available.  

The citizen access (plus helpline) provided critical 

information regarding resources like beds, oxygen etc.

Bed Availability dashboard gives real time 

information about various types of beds like L2, L3. 

We get a macro level picture for the entire state and 

can also drill down on the status of bed availability by 

each hospital. If the control room gets an enquiry at 

the helpline, we offer information based on this real 

time data for localities as well. 

The Oxygen Dashboard focuses on ensuring that 

any deficit of oxygen is dealt with swiftly, districts 

with high consumption but limited supply are 

highlighted and alerts are triggered. In addition, the 

dashboard is integrated with live tracking of oxygen 

trucks with complete details of their operations. 

104 Dashboard is to keep a tab on the pulse of what 

is happening on the ground, what are the needs of the 

people, how do they vary with districts. This portal 

gets different feedback as compared to other 

healthcare helplines. The location and type of 

inquiries received in this dashboard tells us whether 

a particular location is more in need of vaccines, 
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beds, Fateh kits, doctor consultations etc. This then 

informs decision making. 

Mucormycosis: As the cases of Mucormycosis 

started rising, the command and control center 

adapted to accommodate for this in the analysis. Not 

only is it tracking the number of cases, their origins, 

but also whether or not they had received steroids or 

oxygen treatments, locations, comorbidities creating 

detailed information landscape to design 

interventions. 

RRT Tracking: A large Rapid Response Team on 

the ground was guided with a scalable technology 

interface between citizens and decision makers 

without losing sight of individual patients. Patients 

at high risk receive more frequent visits from RRTs, 

symptoms and need for doctors are tracked on an 

application interface. This leveraged our strength of 

a large workforce on the ground and made it possible 

to reach the remotest places in the state. 

Integrations and Alert systems:  Alliances were 

formed with academic institutions like IIT Madras and 

Cambridge University to bolster our analytics, in 

addition to subject matter experts like Arete Advisors. 

The integration with ITIHAAS portal with a backbone 

of mobility data, provides accurate predictions on 

emerging hotspots at a local level. Cambridge 

University provided estimates of the total number of 

cases, and rate of growth of daily cases. We use 

epidemiological indicators like Ro and doubling time 

localized to each district to keep tabs on the pace of 

the spread at a local level. 

 

Predictions and Data backed Response Strategy 

Simulators trained on data of first two Covid19 

waves: The analytics need to know the future to give 

authorities enough time to mobilise resources. Most 

command centers are passive by nature, they can 

only report the data that has happened, and rely on 

the reader to extract insights from them. One of the 

bottlenecks we solve is ensuring that predictive 

analytics provide sufficient forewarning for creating 

healthcare infrastructure. What that means is, we 

need to understand the number of active cases, 

doubling time, demographics, hospitalisation trends 

to have an understanding of the predicted healthcare 

infrastructure required in that particular district and 

how it varies across rural and urban areas. We 

created strategy simulators for assessing the impact 

of policy decisions like implementation of stay-at-

home order, lockdowns, or containment zones based 

on data models that are specifically calibrated for 

each district. As the Command and Control center 

was already integrating data around different types 

of hospital beds, oxygen consumption, testing, and 

vaccines, we took them into account for informing 

localised dynamic decision making. 
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(Fig 4: Screenshots from the Covid19 dashboards with integrations from the COVA platform data influx with 

geospatial inputs and highlights on certain functionalities)

  

4) Road Management System (Punjab Mandi 

Board GIS Command and Control Center) 

A complete system for road management has been 

applied in the state of Punjab for rural link roads. GIS 

and the use of modern service-oriented architecture 

(SOA) advanced the abilities to build enterprise 

applications and bring together information, such as 

road type, pavement conditions, road length, last 

repaired, length of repair, road width etc.  into a single 

application for complex analysis.  

A centralized information system based in GIS & 

Remote Sensing provides transportation professionals 

with the IT framework for maintaining and deploying 

data and applications throughout every aspect of the 

transportation infrastructure life cycle.

(Fig 7: Punjab Mandi Board Deployment architecture with a backbone of data approval system for dynamically updating 

geodatabase) 
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There are more than 32000 rural link roads of more than 65000 KM which connect 23 District, 154 Market Committee 

and 12500+ Villages. The Road Management System Command & Control System established in the headquarter of 

Punjab Mandi Board enables the administrative officer to monitor the condition of the road and to use the gis data for 

planning, survey, design and construction. The rural link roads of Punjab are designed and maintained by Punjab 

Mandi Board (PMB) and Public Works Department (PWD). The designed GIS based system enables the both 

department Junior Engineers and Engineers to view the roads and its attribute information on a High-Resolution 

satellite Imagery and also to generate reports along with the map.)

 

 

 

(Fig8: on the right highlights the overall extent of the rural road management system and its successes.) 

  



      “e-Governance – Bringing Citizens, Industry and Government Closer” 

73 

 

 

(Fig 9: Screenshot from Road Management System Dashboards used by over 200 team members on the ground). 

 

Approval Systems for Dynamic Updation with/without UAVs deployed): This application enables the nodal 

officer to modify the request received from 22 districts, there are two types of request that a field user can generate: it 

is either for modification of existing roads or addition of new road GIS data.  Nodal officer can inspect the geometry 

along with road information data and then approve the request. Nodal officer can export the data in tabular format and 

can use the data for any other official purposes. 

The deployment is structured in such a way that Artificial Intelligence based analysis of roads forms the baseline of 

road network identification, however, the data is manually corrected with or without access to drone data. This enables 

several ways of data collection that can accommodate any financial or on-ground implementation limitations of the 

departments. [5] 

( Fig 10: Screenshots explaining Data Management at the Command Center level.)

Use of Algorithmic Approaches for Satellite image 

analysis for governance decision making: 

Rapid and uncontrolled population growth along with 

economic and industrial development, especially in 

developing countries during the late twentieth and 

early twenty-first centuries, have increased the rate of 

land-use/land-cover (LULC) change many times. 

Land-use and land-cover change (LULCC) are of 
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importance in natural resource management, 

environmental modelling and assessment, urban 

planning, and agricultural production management. 

However, LULCC detection and modeling is a 

complex, data-driven process in the remote sensing 

field due to the processing of massive historical and 

current data, real-time interaction of scenario data, and 

spatial environmental data. This information then 

helps in targeting drone based mapping for properties, 

roads, slums, mandis and other applications. (Fig9: 

gives a comparison of algorithmic detection of 

changes in building structures in the same region 

based on satellite imagery 2018 and 2021). 

(Fig12: Dashboard screenshot tracking changes in land use land cover based on automated Deep Learning algorithmic analysis, used to zero in on 

encroachment areas by comparison with property data in geodatabase) 
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Future Scope: 

The system implemented allows for a standardisation 

of processes for service delivery and day-to-day tasks 

like property tax collections. The templates are easily 

replicable within 160 hours with feedback and 

iterations for any data input format differences like a 

systemic difference in Survey and Property IDs. This 

is concluded from the deployment being replication 

from Hoshiarpur to include Patiala and Amritsar 

within a record time of a few weeks. In the long term, 

the drone based mapping would be accompanied with 

Full Motion Videos tracking the progress of 

infrastructure initiatives, similar to the Nationwide 

approach implemented by National Highway 

Authority of India. Properties are only one aspect of 

development and a cohesive tie between properties 

and the utilities infrastructure provides a multi 

dimensional understanding of GIS based Master Plans 

when added to additional layers of Land use Land 

cover, geospatial mapping of properties, flood, and 

other layers based on both satellite and drone data. 

[10]. The GIS driven Master Plans thus created are 

transparently made available with drone map layers 

and integrated geotagged images from the ground and 

existing property data. Heralding a new era of 

complete transparency with citizens.   

 

(Fig 13: High resolution Drone imagery used for tracking utilities 

and construction of road networks) 

The deployment also forms a robust 3D baseline for 

future integrations with CCTV footage, sensors, and 

Digital Twin/Metaverse implementations for citizen  

centric and data driven governance of the future.  

             

(Fig 14: Dashboard for Citizen information with integrated information around existing use of property, proposed used of property, drone map 

layers, geotagged images from the ground, and geospatial database around Land Use/Land Cover) 
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Abstract – eVoting is a technology platform that seeks to 

enable vulnerable demographics of the electorate to cast their 

votes remotely in a safe, secure, transparent and authentic 

manner in an election process. The solution leverages 

emerging technologies to ensure robustness, transparency 

and end-to-end security to meet necessary criteria of the 

electoral process. Acclaimed to be the country’s first 

implemented smartphone based eVoting solution backed 

with Blockchain & Artificial Intelligence (AI) technologies, 

the initiative is an outcome of a multi-stakeholder concerted 

action in the state of Telangana. The paper covers the 

eVoting application overview, implementation, results, 

challenges and way forward. 

Index Terms – eVoting, Secure Voting, smartphone-based 

Voting, Artificial Intelligence, DLT (Blockchain). 

I. Introduction 

Elections are an integral part of any democracy. The right 

to vote is the highest form of privilege and responsibility 

accorded to a citizen in a democratic process. Time tested 

election processes in vogue, such as ballot and Electronic 

Voting Machines (EVM) based voting, mandate the physical 

presence of an electorate in an identified polling station to 

exercise his/her voting rights. This may prove to be a 

limitation to certain vulnerable population, such as senior 

citizens, specially abled, hospitalized and immobile patients, 

migrants, etc. The COVID pandemic scenario further 

intensified these challenges, where enormous efforts and 

resources had to be deployed to make physical voting a safe 

process, combat the fear of disease spread among electorates 

and provide special voting arrangements to those affected by 

COVID or under quarantine. 

Hence, internationally, the need and exploration for 

alternative voting arrangements intensified [1]. The most 

preferred alternative conventional voting system, considered 

for such special arrangements, was the postal ballots, which, 

in India, are generally issued to the polling officials on duty. 

However, there are associated constraints with such a system 

because of inadvertent delays in dispatch and receipt of 

postal ballots, damage during transit, scalability, authenticity 

of the electorate, etc. All these have a direct impact on the 

electorate turnout. 

Worldwide, eVoting or electronic voting as a mode of 

election in a large-scale democratic process, is still a rare 

prevalence, with Estonia being the only exception. Several 

other countries are on an exploratory/piloting phase. 

However, the exploration is currently being fast-tracked and 

scaled up, given the changing socio-political-environmental 

scenarios and the advancements in innovative use of 

emerging technologies.[2] 

In India, with the prevalence of COVID pandemic, the 

exploration for alternative election arrangements fueled the 

Telangana Information Technology, Electronics and 

Communication (ITE&C) Department and the Telangana 

State Election Commission (TSEC) to conceive the need for 

an eVoting application to cater to the needs of the vulnerable 

population, who may face challenges in physical voting. It 

was also perceived that such a system would improve 

electorate turnout, especially among the urban electorates 

and the youth. Accordingly, Centre for Development of 

Advanced Computing (C-DAC), a Scientific Society under 

the Ministry of Electronics and IT (MeitY), as a technology 

partner, conceptualized and designed the eVoting application 

in consultation with the stakeholders. 

The following sections cover an overview of the eVoting 

application, its field implementation, results, challenges and 

way forward. 

II. Overview of the eVoting application 

The eVoting application has been designed to seamlessly 

simulate the physical voting process in terms of the 

workflow, the data that is captured, authentication, outcomes 

and most of all, its values. A brief overview of the eVoting 

application in terms of stakeholders involved, system 

architecture and the process flow is outlined below. 

2.1 Stakeholders in eVoting system 

The eVoting system has the following stakeholders with 

distinct privileges. 

mailto:vijayab@cdac.in
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● Election Management Body (State Election 

Commission) - performs the overall administration of 

the system. The functions include the following 
− Set Registration, Voting and Counting dates 

− Registration of Returning Officers (RO) 

− Initiate Counting on Counting date 

− Result Declaration & Generation of Reports 

● Returning Officer (RO) - performs administration of the 

eVoting process in the ward/ constituency/ jurisdiction 

allotted to him/her for supervision. The functions 

include the following 
−   Digital signing of the ballot for allotted jurisdiction 

− Counting of votes and report generation for the 

allotted jurisdiction 

● Electorates - Registration for eVoting service and 

Voting on the notified dates 

 

2.2 eVoting - System Overview 

The overall system architecture of the eVoting application 

[Fig. 1] has three major components. They include 

• Electorate interface - A easy-to-use multilingual 

mobile app (at present for Android platform), where 

electorates can register for eVoting service and cast 

their votes during the notified dates, from the 

comfort of their homes. The app also has a built-in 

multilingual “help” section with video tutorials to 

enable users to be aware of the process and its 

requirements. Adequate security measures have 

been implemented to check fraudulent 

manipulations of the app and the device in which its 

being installed, such as, authenticity of installed 

mobile app, mobile device root check, SSL Pinning, 

Anti hooking, disabling screen capture and screen 

cast. Screenshots of the eVoting mobile app are 

presented in Figure 2. 

• 

Election Management Body (Election 

Commission) interface - A Web Portal with 

modules for uploading data masters, server side 

configuration and facilitating registration, voting 

and counting processes along with declaration of 

results & report generation by the Election 

Commission officials. 

• Standard Webservices – Webservices for 

Registration, Voting and Counting, database, DLT 

storage and integration with third party services. 

The solution leverages emerging technologies to ensure 

robustness, transparency and security to meet necessary 

criteria of the electoral process. 

● Firstly, Citizen Authentication ensured through a 

AI enabled 3-factor authentication ie. liveness 

detection of the electorate; Photo Matching - 

matching electorate’s selfie with the image in 

government’s electorate database; Demographic 

Check - matching electorate’s name with that in 

Aadhaar 

● Secondly, Securing Votes through the following 

means – Double encryption of vote data, digitally 

signed authentic ballot generation, following a 

secret ballot, Immutability of voting details, voter 

attendance and time stamped audit trail for the 

registration and voting process through smart 

contract on Blockchain, maintaining authenticity of 

end-to-end encrypted votes and anonymity of voter 

● Device authentication, secure web services, digital 

Voter Verifiable Paper Audit Trail (VVPAT) are 

other approaches implemented which have 

contributed in making the system secure and 

transparent 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 Overall system 

architecture of eVoting 

application 
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Fig. 2 Screenshots of the eVoting app 

 

The value proposition that each of the emerging technologies 

adds to the eVoting application is summarized in Table 1. 
 

Technology Value Addition/ Features 

Blockchain Smart Contracts for 
● Tamper evident storage of Votes 
● Recording important events on the 

ledger in time-sequenced order such 
as registration, voting attendance, 
casting vote, etc 

Artificial 
Intelligence 

● Electorate Photo Match 

● Liveliness detection of from captured 
electorate photographs 

Cyber 
Security 

● Use of Encryption Algorithms for 
confidentiality, authenticity and 
integrity of the votes 

● Use of Multi Factor Authentication 
● Use of TLS for securing 

communication between Smartphone 
and Server 

● Smartphone security with features of 
root detection, anti-hooking, anti- 
emulation detection 

● Device, Mobile Number and EPIC ID 
binding to avoid misuse of the same 
device for mass voting. 

Table 1 Emerging technologies used and its value addition 

in eVoting application 

Further, exclusive user consent, wherever required, is 

taken to ensure privacy and authenticity, 

such as use of Aadhaar authentication, 

electorate particulars and access of mobile 

components such as camera. 

The application is security audited by a third party agency 

and hosted at State Data Centre of Telangana to ensure data 

safety. 

2.3 Process overview 

The eVoting process is divided into three phases as follows: 

● Stage 1 - Pre-Poll Process which includes 

− Setting up eVoting Ecosystem 

− Electorate Registration for eVoting service 

● Stage 2 - Polling Process which includes 

− eVoting by registered electorates 
● Stage 3 - Post-Poll Process which includes 

− Counting 

− Result Declaration 

2.3.1 Stage 1 – Pre-Poll process 

i. Setting up the eVoting ecosystem by authorized officials 

through configuration of election locale, dates for 

eVoting registration, eVoting and counting, ensure 

database readiness, hardware Digital Signature Certificate 

(DSC) key installation for signing and encryption of 

ballot by the Administrator and the RO, generation of 

secured digital ballot and notification of the eVoting 

process dates to the electorates. 

 
ii. Electorate registration for eVoting service 

● All eligible electorates of a notified election are 

eligible to register for eVoting service on notified 

registration dates 

● To limit the misuse of mass registration and voting 

from a single device, only two electorates are 

permitted to register from a device and later vote 

● The requirements for registration include the 

following 

○ Android based Smartphone with good internet 

connectivity and an active SIM 
○ EPIC number 

○ Access to Aadhaar linked mobile number 

● The citizen registration process includes the 

following steps 

○ Voting smartphone authentication during which 

the device, mobile number and EPIC binding is 

recorded 

○ Electorate authentication through an AI enabled 

3-factor authentication 

○ On successful registration, electorate receives 

an acknowledgement SMS 

● Electorates registered for eVoting are not eligible 

for physical voting 

2.3.2 Stage 2 - Polling Process - eVoting 

The electorates who registered for eVoting service can only 

vote on the notified polling date using the same device that 
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was used for registration. 

The eVoting process includes the following steps. 

● Verification of electorate’s registration for the 

eVoting service through a check of the registered 

device-mobile number-EPIC binding 

● Authentication of the electorate - AI based 2-factor 

authentication - non-gesture liveness detection; 

matching the electorate’s selfie with the one 

captured during the registration process 

● Selection and confirmation of the vote by the 

electorate on a secure secret digital ballot 

● On successful voting, a digital VVPAT is displayed 

and the electorate receives an acknowledgement 

SMS 

The double encrypted vote with secret ballot and the voter 

attendance are separately and securely stored in the DLT to 

maintain anonymity of the vote. 

2.3.3 Stage 3 - Post-Poll Process 

On the notified day of counting, the Administrator (Election 

Commission) initiates overall election counting followed by 

the RO for their jurisdiction. During the counting process, 

votes which are stored in the Blockchain ledger are imported, 

decrypted, verified for its integrity and counted. On 

completion of counting, results are made available on the 

dashboard and desired reports can also be generated. 

 
III. Implementation and Results of eVoting application 

Dry run (dummy election) of eVoting application was 

successfully conducted during October 2021 in Khammam 

Urban Municipal Corporation of Telangana. The process was 

facilitated by the Telangana State Election Commission and 

the Khammam district administration. The summary of the 

dry-run is presented in Table 2. 

 
 

Sr # Name Details 

1 Dummy Election Type Urban Municipal 
Corporation Election 

2 Place/ Location Khammam, Telangana 

3 Registration Dates 8 - 18 October 2021 

4 Voting Date 20th October 2021 

5 Total Number of 
Electorates 
Registered for eVoting 

3830 

6 Total Number of Votes 
Casted 

2125 

Table. 2 Summary of the dry-run elections at Khammam, Telangana. 

The overall user experience, as recorded in user feedback, was 

rated as “Good” to “Excellent”. [Fig. 3] 
 

 

Fig. 3 eVoting User feedback - Overall Voting experience 

 
Over 80% of eVoting users indicated a clear preference for 

smartphone-based eVoting over the traditional physical 

voting. [Fig. 4] 
 

Fig. 4 eVoting user feedback – Preferences - eVoting Vs 

Physical Voting 

 
The eVoting application implemented in the Telangana State 

also received the “Technology Sabha Award 2022” under 

the “Blockchain” category, for the innovative use of 

Blockchain technology to offer distinct benefits to the 

stakeholders in Telangana. 

 

Challenges Faced 

Several challenges were faced during the dry run. There were 

failure cases reported due to the following limitations. 

● Network issues that hampered the receipt of OTP 

for device authentication 

● Poor Internet Connection or Bandwidth 

● Electorate Name mismatch (Aadhaar Vs EPIC 

database) resulting in failed user authentication 

● Fragmented Smartphone variants and outdated / 

latest Android versions that affected the utility of 

the eVoting app. 

Other potential failure cases likely to occur are as 

follows: 

● Smartphone used for eVoting registration is 

damaged/lost and hence unable to vote 

● SIM/mobile number used during 

registration becomes inactive 
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● Electorate photo mismatch because of wide 

variations in the current photo and that in 

EPIC database 

 

Most of the highlighted issues that lead to failure in 

eVoting registration/voting could be addressed by 

providing a window for registration and voting 

process, so as to give sufficient time for electorates 

to complete the process and also taking up elaborate 

electorate awareness campaigns regarding the non-

negotiables in the eVoting process. 

Other learnings from the field implementation 

indicate the need to develop further enhancements in 

the system such as 

● Additional electorate authentication and 

verification methods to improve electorate 

inclusiveness and participation 

● Enforce mechanisms to monitor and 

promote coercion resistance 

● Availability of a Voter Verifiable test 

voting functionality to gain electorate 

confidence 

● Enhance scalability, performance and 

security of the application 
● Evolving standards for eVoting protocols 

Some of the ongoing policy initiatives such as EPIC- 

Aadhaar linkage [3] is envisaged to greatly value-

add to the eVoting system in terms of efficient 

electorate authentication. 

However, the most important challenges remain to 

be the confidence building amongst stakeholders, 

including political fraternity, with respect to the 

security, robustness, authenticity and transparency 

of eVoting and the need for reforms in the electoral 

process to permit eVoting as an acceptable means for 

a live election. 

While such challenges are likely to take a long time 

to be addressed, eVoting has definitely the potential 

to be implemented to complement existing election 

modes and also extensively be used in non-political 

and organizational elections such as in societies, 

cooperatives, etc. 

 
IV. Way forward 

With the technology revolution that is driving digital 

India, eVoting has the potential to offer a direct 

outcome i.e. citizen convenience and increased 

inclusiveness in the elections, and an indirect 

outcome: using the power of new age technologies 

and increasing awareness on the possibilities it can 

unlock. 
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Abstract:  

The Law Enforcement Agencies (LEAs) and Ministry of 

Home Affairs (MHA) have reported that major cyber-

crime fraud networks are operating from regions like 

Mewat, Jamtara etc. areas of the country. SIMs subscribed 

on forged/fake documents are used for carrying out 

financial frauds, cybercrimes, extortion, dacoity, 

kidnapping, hoax, threat calls and more advanced crimes 

like sextortion etc., owing to anonymity and untraceability 

of such SIMs. 135 crore Indian citizens are vulnerable to 

such frauds. Such syndicates are a direct threat to national 

security, public law & order. National Crime Records 

Bureau (NCRB), MHA 2020 Report has revealed that India 

recorded 50,035 cases of cyber crime in 2020. In terms of 

motive, the maximum 60.2% cyber-crimes lodged in 2020 

were done for fraud (30,142 out of 50,035 cases). [1] The 

number of cyber crime cases further rose to 52,974 in year 

2021. [2] 

 

Once a mobile number is reported to be involved in any 

cyber crime, LEAs start investigation and the mobile 

number is also shared with Department of Telecom (DoT) 

for checking Customer Acquisition Form (CAF) and Proof 

of Identity/Address (PoI/PoA) documents used for taking 

the SIM connection. This CAF audit is a manual exercise 

and majority of the times it is observed that PoI/PoA 

documents are in order for these Fake SIMs when seen 

individually. 

 

On deeper analysis, it was observed that the syndicates 

have created fake PoI/PoA documents with advanced 

techniques & expertise and they keep on changing the 

Name, Father’s Name, Date of Birth, Address and other 

KYC details. DoT and LEAs carry out conventional text 

based analysis. But due to these changes in Name and other 

KYC details, such Fake SIMs are never caught during text 

based analysis. 

 

So, an alternative system was required which should be 

agnostic of any PoI/PoA and can carry out 100% SIM 

verification. This paper presents ASTR (अस्त्र) - an 

indigenous and innovative Artificial Intelligence (AI) 

powered solution designed by DoT for carrying out pro-

active analysis, generating communication intelligence for 

identifying non bonafide SIMs and weeding them out from 

the telecom ecosystem even before they are used for 

carrying out cyber fraud or any other crime.  ASTR stands 

for AI and Facial Recognition powered Solution for 

Telecom SIM Subscriber VeRification. ASTR (अस्त्र) has 

been proven so successful that entire cybercrime syndicates 

of Mewat and Jamtara have been neutralized, 

disconnecting more than 6 lakh SIMs.  

 

Index Terms: cybercrimes, frauds, e-governance, artificial 

intelligence, fake/forged SIMs, face recognition, big data 

analytics, intelligence, DoT. 

 

I. INTRODUCTION:  

The last three decades have witnessed a revolution in the 

field of Information and Communication Technology 

(ICT). Mobile phones have been at the core of this digital 

transformation. The journey which started with voice calls 

have reached to huge data consumption and payment 

transfers on the go using UPI, Banking APPs and other 

payment APPs.  As per TRAI Telecom Subscription Data 

Reports as on 31st July 2022, there are approximately 115 

crore SIMs in India [3].  This huge and vulnerable 

subscriber base provides a very large attack surface to the 

malicious elements. The malicious elements keep on 

carrying out various frauds like SIM swap, fake OTP, KYC 

updation, installing remote access APPs like Any Desk, 

Lottery Scam, online Transactions Frauds, Fake Calls 

Frauds,  Email Frauds, Vishing, Phishing, SMiShing etc. 

SIMs subscribed on forged/fake documents are involved in 

majority of these cybercrimes as well as conventional 

crimes like extortion, dacoity, kidnapping, hoax and threat 

calls etc., owing to anonymity and untraceability of such 

SIMs.  This is how any cyber crime syndicate works – the 

first person arranges fake SIMs, the second person gets 

bank accounts and payment APPs opened on fake SIMs, 

the third person impersonating as an agent of telecom 

service provider, bank or any other service agency, makes 

the fraud calls using another set of fake SIMs to citizens for 

seeking their details like Aadhaar number, OTP, PIN, CVV 

mailto:members-dot@nic.in
mailto:dirs2.hr-dgt-dot@gov.in
mailto:naveen.jakhar50@gov.in
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debit/credit card details, bank details and the fourth person 

withdraws the money once they have duped the innocent 

citizen. Fake SIMs is the main link in the chain. The cross 

border syndicates, untraceability and anonymity in the 

SIMs make cyber crime investigation very complex. 

 

 
Fig.1 Modus operandi of cyber crime syndicates - cyber 

crime/frauds cycle 

 

 
 

Fig.2 Cyber crime hotspots in India 

 

National Crime Records Bureau (NCRB) Crime in India 

2020 Report has revealed that India recorded 50,035 cases 

of cyber crime in 2020, with an 11.8% surge in such 

offences over the previous year. In terms of motive, the 

maximum 60.2% cyber-crimes lodged in 2020 were done 

for fraud (30,142 out of 50,035 cases) [1].  NCRB 2021 

reports have revealed that the cases of cyber crime further 

rose to 52,974 in year 2021. [2] More than 11 lakh 

complaints have been lodged on National Cyber Crime 

Reporting Portal of Ministry of Home Affairs in last 3 

years. 135 crore Indian citizens are vulnerable to such 

frauds.  

 

 
Fig.3 Number of cyber crimes in India from year 2012 to 

2020 Source: Statista 2022 

1. Problem Statement and the Limitations of existing 

SIM verification approaches :  

 

The above mentioned issues crystallize into following 

problem statements:  

i. TSPs maintain their individual database and work 

in silos.  

ii. More than 30 PoI/PoA documents are allowed for 

a new SIM connection in India. No connectivity 

of Agencies issuing these docs with SIM 

subscriber database. Thus, disabling any cross 

checking mechanism at the TSP end.  

iii. The fraudsters are creating fake/forged documents 

with different Names, Date of Birth, Address and 

other KYC details with such advanced techniques 

that current practice of conventional text based 

analysis at DoT and LEA end can never catch 

them. 

iv. The number of cyber-crimes cases has increased 

more than five-fold since 2014 and crossed 50000 

for the first time in 2020. Cases of financial frauds 

accounted for more than 60% of these cases in 

2020.  

v. The pendency of cyber crime cases at the police 

crossed 70% by the end of 2020. 

 

These above mentioned figures of cyber crimes cases and 

pendency of investigation are not only scary but also pose 

a strong threat to the vision of Digital India and Digital 

Economy. As they say “Prevention is better than cure.”, so 

a team of officers in DoT took this challenge of detecting 

the potential non-bonafide SIMs and weeding them out 

from the telecom ecosystem even before they are used for 

carrying out any cyber fraud/crime. This gave birth to 
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ASTR (अस्त्र) – Artificial Intelligence and Facial 

Recognition powered Solution for Telecom SIM 

Subscriber VeRification. It is an indigenous and 

innovative system designed by an in house expert team of 

ITS officers in DoT.  

 

The vision of ASTR project is to ensure a robust 

telecommunication ecosystem and to keep the fake SIMs 

and fraudsters away from the telecom network, thereby 

instilling confidence among the citizens for using digital 

services and giving a push to the digital economy. 

 

The objectives of ASTR project are as follows: 

i. To carry out 100% SIM verification, to analyze the 

whole SIM base of all TSP combined and cleanse SIM 

database by identifying non bonafide mobile numbers 

even before they carry out any cyber fraud. 

ii. Prevention of cyber crimes and frauds through pro-

active digital communication intelligence.  

iii. Assisting the LEAs in the investigation of financial 

frauds and cyber crimes, thus enabling investigation in 

a targeted manner.  

iv. Identification of potential threats to the national 

security.  

 

There are 3 ways for SIM subscription in India- physical 

paper based CAF, Digital KYC and e-KYC using Aadhaar 

authentication. In paper based and Digital KYC, there 

exists no mechanism for cross checking the authenticity of  

PoI/PoA being used by the subscriber.  

 

 
 
Fig.4 Different SIM Subscription Processes in India  

 

 

2. ASTR- Architecture and Innovations 

ASTR is built on a module and scalable architecture and it 

is having 3 modules: 

i. Face recognition and comparison module 

ii. Fuzzy logic and big data analytics based KYC 

Analysis module  

iii. Mapping of fake/forged cases and collage 

creation module 

 

ASTR utilizes following next generation technologies for 

100% SIM verification: 

i. Artificial Intelligence & Machine Learning 

ii. Feature Extraction, Face Recognition, Face 

Comparison and Clustering  

iii. Fuzzy Logic 

iv. Big Data Analytics 

 

Fig 5. ASTR Architecture and modules 

 

Fig6. ASTR– Technologies used and their impact 

 

The step wise process in ASTR is as follows: 

i. The subscriber images are taken from all the TSPs 

and stored as aggregated images.  

ii. In second step, the human faces are encoded using 

multi staged and layered HOG model and 

Convolutional Neural Network (CNN) models. 

Multi layered and integrated HOG and CNN 

models have been used for handling the tilt and 

angle of face, opaqueness and dark colour of the 

images.  

iii. In third step, face comparison is carried out for 

each face against all faces. Similar faces are 

grouped under one directory. Multi threading and 

cosine vector comparison have been used for 
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ensuring face comparisons with very high grade 

of accuracy. Vectorized comparisons have been 

used for handling huge calculations. Two faces 

are said to be identical by ASTR if they match 

97.5% or more.  

iv. In fourth step, Fuzzy logic is used for finding 

similarity / approximate match for subscriber 

names. It is capable of handling all type of 

typographical mistakes and provides unique sets 

of names. Depending upon the output, it is derived 

whether the same person has acquired two or more 

SIMs under different names using forged Proof of 

Identity/ Proof of Address documents.  

v. In the final step, all similar faces under one 

directory are mapped to a collage and important 

details like Mobile Number, CAF Number, Name 

of Subscriber and TSP are stamped on the collage 

for easy identification and further analysis like 

hotspot of Point of Sales and retailers which are 

involved in selling these fraudulent SIMs etc.   

 

The suspected cases fake/forged SIMs are then re-verified 

and disconnected if found non-bonafide. Since all cases 

where a face has been used with fake/forged documents are 

identified in one go in ASTR, it becomes easier to track the 

complete nexus of cyber crime syndicates. Once the SIMs 

are disconnected, the case is handed over to LEAs for 

taking appropriate legal action against the perpetrators 

involved in subscription of fake SIMs including the Point 

of Sale agents.  

 

 
 

Fig7. ASTR Analysis Engine 

 

II. OBJECTIVES ACHIEVED  

Before ASTR project, there were approx 16.69 lakh SIMs 

in Mewat region of Haryana, which was considered to be 

one the hotspots of cyber crimes. The tool has been proven 

so successful that entire cyber crime syndicates of Mewat 

have been neutralized, disconnecting 5 lakh SIMs across 

all TSPs, which is approximately 30% of total SIMs, 

thereby playing a key role in reduction of cyber crimes.  

The intelligence generated by ASTR is of highest grade and 

disconnection rate of more than 92% in all the suspected 

cases reported by ASTR so far speaks volumes of the 

credibility and accuracy of the system.  ASTR is playing a 

key role in:  

i. Restoration of faith of citizens in Governance 

especially ICT & digital domain – every 4th SIM was 

fake in Mewat – disconnected 

ii. Cyber crime syndicates of Jamtara and Mewat have 

been neutralized – 6 lakh SIMs disconnected  

iii. Keeping the digital payments ecosystem safe and 

secure 

iv. Prevention of cyber frauds ~ 1.25 lakh crore Rupees 

v. Catalyst for digital economy, payments and inclusion 

- Making JAM Trinity more robust since Mobile 

Number is key to DBT 

vi. Quantum jump in working from 0.1% random SIM 

Audit to 100% verification, thereby increasing the 

efficiency of working by 1000 times.  

vii. Helping the LEAs in criminal investigation and find 

cross linkages in cyber crimes.   

viii. Directly contributing to well being of citizens, public 

safety, law and order   

 

 

 
 

Fig 8. JAM Trinity – Mobile Number is key to DBT  

 

III. CONCLUSION 

ASTR has been proven so successful that entire space of 

cyber crime syndicates of hotspots Mewat and Jamtara has 

been neutralized. ASTR  has been utilized for 100% SIM 

verification of all the TSPs of Haryana, Jammu and 

Kashmir, Arunachal Pradesh, Manipur, Meghalaya, 

Mizoram, Nagaland, Sikkim and Tripura, Bihar, 

Jharkhand, West Bengal, Rajasthan and Odisha, covering 

more than 14.50 crore SIMs. Approx. 14.5 lakh fake SIMs 
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have been identified and disconnected, thereby directly 

neutralizing the cyber crime syndicates operational in these 

areas.  

 

Fig.9 ASTR – breaking the Chain of Cyber Crimes and 

Frauds cycle 

Based on the encouraging results of ASTR in cyber crime 

hotspots so far, a massive operation of 100% SIM 

verification has been launched in India, covering 115 crore 

SIMs. 

 

Fig.10 ASTR – creating trust among digital platforms and 

digital payments ecosystem 

IV. AWARDS and RECOGNITION 

i. ASTR has won 2nd Prize in National CCTNS 

Hackathon & Cyber Challenge-2022 organized by 

National Crime Records Bureau (NCRB), Ministry of 

Home Affairs (MHA).  

https://ncrb.gov.in/sites/default/files/Final%20Results

%20for%20all%20tracks_2022.pdf  

ii. ASTR (अस्त्र) has been one of the top entries in the 

“Innovations in Public Administration” Challenge 

being organized by Capacity Building 

Commission.  A certificate of Excellence will be 

granted for ASTR for “Innovations in Public 

Administration”.  ASTR is featuring in The “Annual 

Report of Capacity Building Commission” submitted 

to the Prime Minister’s Public Human Resource 

Council (PMHRC). 

iii. ASTR and its impact has been published as a research 

paper in Annual  Journal of Law Centre II, Faculty of 

Law, University of Delhi - Delhi Journal of 

Contemporary Law - Volume 4 titled "PREVENTING 

CYBER CRIMES AND FRAUDS USING PRO-

ACTIVE COMMUNICATION INTELLIGENCE AND 

NEUTRALIZING THE CYBER CRIME SYNDICATES 

A CASE STUDY OF MEWAT DISTRICT, HARYANA, 

INDIA" – 

http://lc2.du.ac.in/DJCL4/DJCL%20VOL%20IV%20

2021.pdf     

iv. The impact of ASTR has been published in Economic 

Times titled “Using ASTR and NextGen 

communication intelligence, DoT Haryana LSA shows 

the way to prevent cyber crimes” 

https://government.economictimes.indiatimes.com/ne

ws/secure-india/using-astr-and-nextgen-

communication-intelligence-dot-haryana-lsa-shows-

the-way-to-prevent-cyber-crimes/90724277  
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Abstract 

With the rapid development and expansion of Vapi 

Municipality among ULB’s of South Gujarat and being a 

Main Industrial Hub and Transport spine of Gujarat and 

Maharashtra state corridor connecting major cities via, 

Ahmedabad, Surat, Mumbai & Two UT’s viz Daman & 

Silvassa it’s population growth rate is very high. So it’s 

Challenging to manage and control uninterrupted chemically 

and biologically safe drinking water with good pressure & 

flow at tail end. In order to overcome this challenges along 

with supervision of WTP & STP role of SCADA System & 

NODE 2.4 WATER SUPPLY DISTRIBUTION AND 

NETWORK DESIGNis inevitable. SCADA system 

provides continuous monitoring of the physical, chemical 

and biological parameters enabling fast and reliable 

detection of the deviations in system. Saved data give chance 

for additional analysis of the measured parameters and 

dependencies between. Control, reduction and optimization 

of water loss in the communal water supply system is 

recommended, with efficient usage of modern SCADA 

systems implemented to existing water supply systems, 

becoming integral part in the new optimized operational 

management. Inter-communication of all the head work 

located at different places & WTP can be done using signals 

by use of SCADA system & as a result human error & loss 

of water can be minimized. In order to assure proper quantity 

& pressure of water supply with minimum head loss and 

consumer satisfaction, design of economical diameter of pipe 

within seconds is necessary. To overcome this challenge of 

designing pipe diameter Hydraulic Engineer of Vapi 

Municipality has Successfully developed Worlds 1st iOS and 

Android Mobile Application named NODE 2.4 WATER 

SUPPLY DISTRIBUTION AND NETWORK DESIGN 

with single input of population and same id implemented in 

Vapi Municipality. 

Introduction 

GUJARAT STATE 1ST SCADA PROJECT AMONG 

ULB’s AND WORLD 1ST NODE 2.4 WATER SUPPLY 

DISTRIBUTION AND NETWORK DESIGN is INDIA’S 

1st iOS and Android Mobile application in Water Supply 

Sector. The word SCADA itself refers to its function as 

Supervisory Control And Data Acquisition. It’s not a 

technology, but it’s a best instrument for all the developing 

technologies for acquiring any type of data with all the 

supervisory control, reducing human error and man power 

with increase in efficiency to do certain type of works that 

can be controlled by use of PLC and AI using I/O electric 

signals transmitted by ethernet or fiber optic or GSM 

modem. With the use of DATA obtained from SCADA and 

verifying that data practically, Vapi Municipality has 

developed SCADA projects in the field of water supply and 

sewerage system. Presently in GUJARAT STATE Vapi 

Municipality is 1st among ULB’s to implement and execute 

SCADA Project. SCADA is successfully used at Water 

Treatment plant and Sewerage treatment plant of Vapi 

Municipality. With the use of SCADA, Water works and 

Drainage department of Vapi Municipality can easily obtain 

all the necessary technical data like PH, Turbidity, Chlorine, 

Pressure, Flow, Water losses, Water balancing head, Run 

hours, Electrical data, Trend line etc. from all the different 

headworks right from Intake well to WTP/STP. With the 

help of DATA obtained from SCADA and past experience 

of 15 to 16 years in the field of Water Supply Hydraulic 

Engineer of Vapi Municipality has developed Worlds 1st 

iOS and Android Mobile Application named NODE 2.4 

WATER SUPPLY DISTRIBUTION AND NETWORK 

DESIGN that can design whole water supply pipe line of 

PVC, DI, HDPE, MS, CI just by single input of Population 

only. It’s the world first mobile application that can design 

the pipes with joining and cutting the pipes at nodes and thus 

getting the results like pressure, head loss, velocity, cost, 

discharge, Pipe types etc. at finger tips within seconds and 

reducing over budgets and time. It’s the only application in 

the world that can clear concepts of any personal and thus 

reduces the mistakes done in the field of water supply sector. 

Using this application reduces the disputes between public in 

general and officers because this application is result 

oriented with 100 percent consumer satisfaction. Time 

consumption of designing the pipeline is reduced form weeks 

and Months to Seconds. This application has a tendency to 

replace expensive Software’s costing thousands and lakhs 

used in Laptops and Desktops used in field of Water Supply. 

It’s the ready pocket guide for any engineer working in any 

municipality in INDIA and Abroad. Many time engineers get 

confused to lay pipelines of particular diameter and even if 

decided to lay pipeline of particular diameter result are not 

obtained to the mark and thus resulting in consumer 

dissatisfaction. In order to design or lay single pipeline in any 

area there is complete dependency on any consultant or any 

advisor that takes months to decide the diameter of pipeline 

mailto:waterworks2424@gmail.com
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and thus public in general are getting affected due to delay in 

decision. This application is the one-point solution to all this 

problems faced by engineers in water supply sector. It’s the 

India’s World’s 1st Mobile application and 1st Step toward 

Digitization of Expensive Designing Software on Mobile 

platform by INDIAN Engineer 

Implementation 

100 percent impact on all the users of this mobile application. 

The NODE 2.4 mobile application and SCADA reduces the 

time consuming methods of designing by trial and errors and 

thus increasing the overall efficiency of whole system in 

Government or NGO. All the results can be obtained before 

wasting time practically. And result obtained from this report 

can be used for further research by any personals. Vapi 

Municipality is first to implement and execute SCADA 

Project in the State of Gujarat among ULB's to digitize water 

supply and sewerage sector. Also Vapi Municipality is 1st in 

ULB for purchase of Energy Efficient Pumps by 

Certification of EESL, New Delhi. By Developing this 

mobile app, engineer of Vapi Municipality can easily design 

most economic diameter of pipes for house connections at 

finger tip and thereby reducing waste of time for tedious 

calculations. This application has a tendency to replace 

expensive Software’s costing thousands and lakhs used in 

Laptops and Desktops used in field of Water Supply. It’s the 

ready pocket guide for any engineer working in any 

municipality in INDIA and Abroad. Many time engineers get 

confused to lay pipelines of particular diameter and even if 

decided to lay pipeline of particular diameter result are not 

obtained to the mark and thus resulting in consumer 

dissatisfaction. In order to design or lay single pipeline in any 

area there is complete dependency on any consultant or any 

advisor that takes months to decide the diameter of pipeline 

and thus public in general are getting affected due to delay in 

decision. This application is the one-point solution to all this 

problems faced by engineers in water supply sector. It’s the 

India’s World’s 1st Mobile application and 1st Step toward 

Digitization of Expensive Designing Software on Mobile 

platform by INDIAN Engineer. This SCADA project has 

such a impact that after initiative taken by Vapi Municipality 

for digitization, all other Municipalities have started 

implementing SCADA Project. Total Waste in term of 

human hours and dissatisfaction of consumer end is reduced 

to zero. It’s the only application in the world that can clear 

concepts of any personal and thus reduces the mistakes done 

in the field of water supply sector. Using this application 

reduces the disputes between public in general and officers 

because this application is result oriented with 100 percent 

consumer satisfaction. 

Situation before the Initiative 

Before Implementation of SCADA sudden reduction in 

inflow or outflow of water would remain unnoticed unless 

and until heaps of complain was registered. There was a 

tendency of human error for calculation of technical 

parameter like PH, Turbidity, Chlorine, Quantity, overall 

Quality, Run hour, Filter Bed Backwash timing etc. and so 

whole system of water supply was getting affected resulting 

to total dissatisfaction at consumer ends. For doing Zoning 

of any area in Vapi Municipality area because of intermittent 

supply of water it would take at least 4 to 5 days or even 

months with trial and error methods still consumer would 

remain unsatisfied and so most of time that particular area 

would remain dry. Thumb rule of giving house connection 

was many time unsuccessful to deliver proper quantity of 

water to consumer and so overall dissatisfaction to Public in 

general. Leakages in pipelines and Malfunction of Electric 

Motors would remain un-noticed and so wastage of time, 

money and water (White Gold) leading to National Loss. 

Situation after the Initiative 

After Implementation of SCADA Project leakages or faults 

in Electric motors could easily be identified. During low 

inflow or outflow of water fault can easily be identified and 

so decision of work can be taken within hours. In SCADA 

control room we are getting daily account of inflow and 

outflow of water right from Intake well at Dam to WTP and 

From WTP to Different Head works. So due to daily 

centralized monitoring system with SCADA if sudden 

reduction in inflow or outflow of water is noticed than it 

definitely indicate the leakage of pipeline or Malfunction of 

Electric Motors. So the Operators at WTP can easily identify 

the type of faults which was initially like a nightmare. 

Without SCADA this types of faults/leakage are generally 

ignored and it is very very difficult to identify if length of 

pipeline is too long in Kilometers. At this juncture use of 

SCADA technology plays an important role to save this 

‘WHITE GOLD” in the form of water. Vapi Municipality 

has made a provision of inter connectivity of all the 

headworks with WTP with signaling system. If sometime 

there is a shortage of water in any of the head works it gives 

signal to WTP and pump at WTP gets started to deliver water 

at that particular head works, and similarly if there is 

Shortage of water at WTP than signal is automatically sent 

to Intake well at dam and thus Pump at Intake well get 

operated feeding water to WTP. Provision of AUTO / 

MANUAL mode is done in SCADA system during 

Maintenance hours. Now Vapi Municipality has used the 

same SCADA on 14 MLD STP in order to calculate 

TDS,TSS, Disolved oxygen, BOD, COD, PH, Inflow, 

outflow etc. in Real time monitoring system. Accounting and 

monitoring of all the technical parameters that directly 

benefits to Department and finally of Public in General is 

done by SCADA system. With the help of DATA obtained 

from SCADA and past experience of 15 to 16 years in the 

field of Water Supply Hydraulic Engineer of Vapi 

Municipality has developed Worlds 1st iOS and Android 

Mobile Application named NODE 2.4 WATER SUPPLY 

DISTRIBUTION AND NETWORK DESIGN that can 
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design whole water supply pipe line of PVC, DI, HDPE, MS, 

CI just by single input of Population only. It’s the world first 

mobile application that can design the pipes with joining and 

cutting the pipes at nodes and thus getting the results like 

pressure, head loss, velocity, cost, discharge, Pipe types etc. 

at finger tips within seconds and thus resulting the increase 

of efficiency of any engineers, consultants, students, 

teachers, public, researchers, chief officers, municipal 

engineers, etc. thousands times more than usual.  

Achievements 

● Achieved National Gold Water award in SKOCH 

and 1st Prize in 3rd National Water Awards in 2022-

23.Water is being supplied with designed pressure 

head with minimum loss in Total Energy and hence 

reducing the complain by giving full satisfaction to 

residential and Commercial users. 

● Vapi Nagarpalika is 1st in ULB to purchase Energy 

Efficient pumps by certification of EESL,Delhi. 
●    Developed National Award-Winning Mobile 

Application for digital Calculation to give House 

Connections & Checking Water Supply Distribution. 

Objectives Achieved Through Scada System 

● Water Supply Network is being Operated and 
Maintained Through Centralized SCADA and 
all the necessary technical data is obtained 
from SCADA for further research. 

● In 1st Phase Data for Water Demand V/S 
Actual Supply achieved is collected for entire 
town. 

● In 2nd Phase based on Data Collected in Phase 
– 1, Water Supply Model is being prepared 
which will be provided to system. 

● This AI – Algorithm based system will 
automatically manage entire water network 
on requirement of Demand from consumers. 

● In 2nd Phase Cyber Security related 
requirements based in IEC 62433 will be 
implemented to overcome any possible 
intrusion in system and threat of data lose.  

● BI – (Business Intelligence) based module will 
be implemented to closely monitor life and 
maintenance cycle of assets, such that all 
assets are functional to their highest efficiency 
and Cost V/S Deliverable ratio is maintained.

  

 

 

 

 

 

 

 

 

 

 

Fig 1.0 SCADA SCREEN FOR VAPI 35.5 MLD WTP 
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Future Objectives For SCADA 

● The main objective of Vapi Nagarpalika is to make Bottled Free Zone, where any consumer is getting 
adequate water directly from TAP and thus taking one baby step in elimination of National enemy-
PLASTIC. 

● Vapi Nagarpalika will be implementing Water ATM in all zones, from where any consumer  

● Can fill their container on Nominal amount. It will be generating additional revenue for ULB. 

NODE 2.4 Objectives 

● Reducing consumption of time taken in Trial and Error process, by checking the result with NODE 2.4 
APPLICATION 

● Execution of proper zoning system by use of application to assure water supply with right pressure and 
quantity. 

 

● Presently Covers the population of almost 2.5 to 3 lakhs of Vapi Municipality area. 

Fig 2.0 SCADA SCREEN FOR VAPI  STP 14 MLD 

Fig.3.0 REPORT GENERATED AT STP BY SCADA 
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● Design of Water and Sewer connections at finger- tip to reduce over budget. 

● In Year 2006- daily protest of public for water supply related problems. After node in Year 2022-Zero 
complain of water supply related problems except repair and maintenance periods. 

 

 

Screenshots of NODE 2.4 

 

 

 

 

 

Fig 4.0 REPORT GENERATED AT WTP BY SCADA 

Fig 5.0 House Connection 
design 

Fig 7.0 Hydraulic Design 
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Fig 8.0 List of Modules in NODE 
2.4 

Fig 11.0 Design Parameters 

Fig 12.0 Create, Cut, Join Nodes 

Fig 9.0 Report Generated by NODE 2.4 

Fig 10.0 REPORT GENERATED FROM NODE 2.4 
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Advantages 

● We can get the technical data like PH, Turbidity, Chlorine, Pressure, Flow, Water losses, Water balancing head, Run 

hours, Electrical data, Trend line etc. 

● In SCADA control room we are getting daily account of inflow and outflow of water right from Intake well at Dam 

to WTP and From WTP to Different Head works. 

● So due to daily centralized monitoring system with SCADA if sudden reduction in inflow or outflow of water is 

noticed than it definitely indicate the leakage of pipeline or Malfunction of Electric Motors. 

● Vapi Municipality has made a provision of inter connectivity of all the headworks with WTP with signaling system. 

If sometime there is a shortage of water in any of the head works it gives signal to WTP and pump at WTP gets started 

to deliver  

● Water at that particular head works, and similarly if there is Shortage of water at WTP than signal is automatically 

sent to Intake well at dam and thus Pump at Intake well get operated feeding water to WTP. 

● NODE 2.4 WATER SUPPLY DISTRIBUTION AND NETWORK DESIGN that can design whole  
water supply pipe line of PVC, DI, HDPE, MS, CI just by single input of Population only. 

● NODE 2.4 can design the pipes with joining and cutting the pipes at nodes and thus getting the results like pressure, 

head loss, velocity, cost, discharge, Pipe types etc. at finger tips within seconds and reducing over budgets. 
● Time consumption of designing the pipeline is reduced from weeks & months to seconds. 

Conclusion & Future Work 

Making of this application is helpful for General Public, Students, Hydraulic Engineers, Officials at executive post, Scientist, 

Professors, Consultants, etc. 

SCADA & NODE 2.4 is having a wide scope. For further work The logic used in this can easily be used to developed sensors 

and also connecting rivers of all the states of India digitally on SCADA Platform in order to control disaster. Nationwide 

SCADA can be used at all the DAMS and Rivers and Levels and flow from rivers and dams can be monitored centrally from 

Single place in Head Quarters. As a Result of which Losses of properties and life because of tragic incidents arising due to 

Flooding of rivers can be controlled easily sending signals resulting in sounding of alarm or Siren making public and officers 

alert near vicinity of that danger zone area. General public Display system connected to SCADA at all the Danger zones can 

be worked out so that public become careful and may save oneself and others tool. 
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Education & Communication *AI-Artificial Intelligence * EESL- Energy Efficiency Service Limited *BOD-Biological Oxygen 
Demand *COD-Chemical Oxygen Demand *MLD-Million liter per day *TDS-Total Dissolved Solid *TSS – Total Suspended Solid 
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Chapter 16 

CAPACITY BUILDING 

Answer to Threats and Vulnerabilities in Cyber Domain 

Author: Sanjay Kumar Das, Dept. of IT & Electronics, Govt of West Bengal 

 

Etymologically, capacity originates1 from the old French word capacité meaning ability to hold. Therefore, capacity 

building means, one’s effort to build or scale up one’s capability to hold. 

In the context of a nation’s cyber-security posture, capacity building thus means, to scale up the internal capability of 

the nation at large in order to keep her cyber domain safe and secure. 

In this essay on capacity building, an attempt will be made to discern as to what is understood by this oft-quoted and 

practically cliché phrase and how to leverage the existing structure to ensure a robust eco-system of safety and security 

engulfing the nation’s cyber-domain. 

AS – IS :: A Bird’s Eye View 

In Government Sector, Capacity building is generally equated with training of human resources. Across the country, 

most of the State Governments have dedicated setup for combating cyber-threats to their public ICT infrastructure. 

Presently at the national level, Central agencies/organisations viz. CERT-In2 under MetiY; NCIIPC3 under NTRO; 

CyCord4 under MHA; Resource Centre for Cyber Forensic – India (RCCF-I)5 under C-DAC Thiruvananthapuram and 

many other agencies undertake various types of trainings to develop the internal capability of stakeholders related to 

the cyber-security eco-system. The Information Security Education and Awareness (ISEA)6 is an awareness 

generating cum training programme under MeitY and implemented by C-DAC Hyderabad. Similarly, State 

Governments viz. Kerala through their State IT Mission; Maharashtra through their Maharashtra Cyber; Karnataka 

through their Cy-Sec; Telangana through their Cybersecurity Centre of Excellence; Andhra Pradesh through their 

Cyber Security Operations Centre; West Bengal through their Cyber Security Centre of Excellence among others 

undertake training programmes on Cyber Security to upskill the stakeholders. 

 
1 https://www.etymonline.com/search?q=capacity  
2 https://www.cert-in.org.in  
3 https://www.nciipc.gov.in  
4 https://www.cycord.gov.in  
5 http://www.cyberforensics.in/default.aspx  
6 https://www.infosecawareness.in/  

https://www.etymonline.com/search?q=capacity
https://www.cert-in.org.in/
https://www.nciipc.gov.in/
https://www.cycord.gov.in/
http://www.cyberforensics.in/default.aspx
https://www.infosecawareness.in/
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When one studies various efforts undertaken by Government agencies across the nation, it becomes clear that at 

present capacity-building imparts maximum thrust upon rolling out training programmes for enhancement of 

awareness among stakeholders rather than creating long-term asset in the form of upskilled human resource with 

cutting edge technology skills. The nature of Capacity building efforts undertaken by key Government agencies along 

with their target audiences have been enumerated below: 

No. Organisation Target audience Type 

1 
ISEA, MeitY & C-DAC 

Hyderabad 

Govt Employees 

Information Security Awareness Teachers & Students 

Citizens 

2 CyCord, MHA Law Enforcement Agencies 
Cyber Crime Awareness & 

Mitigation Techniques 

3 
RCCF-I, C-DAC 

Thiruvananthapuram  

Law Enforcement Agencies, 

Armed Forces etc. 

Forensic Tools and Techniques 

(Short term) 

 

Various State Governments across India undertake similar training programmes. However hardly any of them were 

able to instill cutting edge skill within the participants. These trainings at best could increase either general or specific 

level of awareness in them regarding cyber-security or cyber-forensic. 

While in Academic Sector, institutions viz. Gujarat Forensic Sciences University (presently rechristened as National 

Forensic Sciences University)7, various IITs (especially Kanpur IIT), NITs, IIITs including State as well as Central 

Universities are primarily involved in capacity building of students and professionals. Here, capacity building is 

equated with academic upgrade rather than up-skilling in live environment. Therefore, academic excellence is often 

achieved but their impact on cyber security posture of the nation remains mostly neutral. 

In the Industry front, the situation is different. Here, capacity building means preparing for what is required by the 

clients. In true sense, it is outcome oriented. Industry follows a hybrid approach, mixing acquired knowledge with 

employees’ experience. This heady concoction usually brings results. 

Public ICT Infrastructure is an eco-system comprising Assets, Systems, Process and Manifested Applications. Capacity 

building is an effort to seamlessly scale up this entire gamut of ICT infrastructure. During the first decade post the 

enactment of IT Act in 2000; the general administration across the nation became busy in procuring ICT asset more 

out of compliance than necessity because the applications i.e. eGovernance service delivery activities were only at 

their nascent stage. Yet, this procurement had a positive impact as foreign multinationals came to the country, set up 

shops, and support services increased exponentially. The IT boom was fuelled by establishment of private engineering 

colleges and outsourced service industry e.g. BPOs, KPOs, LPOs etc. Commercial organisations were created and 

 
7 https://www.gfsu.edu.in/  

https://www.gfsu.edu.in/
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common citizens were made privy to the benefits of application led service delivery. IRCTC8 became a household 

name. During the second decade that ran up to the rolling twenties; attention was given extensively to process as well 

as applications. From device dependent software a paradigm shift was witnessed when software as a service (SaaS) 

started to invade everyday life. This trend leverages establishment of various online stores, code-repositories and 

application sharing platforms. Also, Original Equipment Manufacturers (OEMs) put in astronomical sums of money 

into development of ready to use platforms for providing services to citizens ranging from hygienic food delivered at 

doorstep to transport aggregation service; from education to infotainment; virtually everything from birth to death. 

In the meantime, a large community working on free and open source applications (FOSS)9 had parallelly came into 

existence that the OEMs now could not ignore. As another decade sets in with 2020s, the OEMs have commenced 

integrating their platforms with open source applications10. This has brought the Government initiatives to a cross-

road which had never been charted before. The Government organisations, faced with this technology avalanche, often 

have to rely on the external consultants as their internal manpower could hardly keep pace with the changing 

technological advancement. That creates a knowledge gap and by involving external experts, getting used to them, 

depending upon them now leads to a vicious cycle of blind dependence. Government organisations tend to invest more 

on engagement of consultants rather on capacity building of internal resources. To support this stance, refuge is often 

taken behind change-averse attitude of the government employees. 

 Based on above, it can be easily inferred that capacity building in cyber security exudes different meaning 

for different sectors. To Government, it is primarily soft skill development training; to Academia, it is a qualification 

building exercise while in Industry, it is sustained outcome based and demand driven skill enhancement. Though 

capacity building also refers to scaling up of ICT infrastructure, the nuance of associating it with training and skill-

development pervades the former. Overall, it can be said that capacity building is the process by which individuals 

and organizations obtain, improve, retain the skills, knowledge, tools, equipment and other resources needed to do 

their jobs competently. 

TO – BE : Demand of Today and Tomorrow 

Ease of Use and Security are two sides of the same coin. 

 
8https://pib.gov.in/Pressreleaseshare.aspx?PRID=1579186#:~:text=Online%20ticketing%20through%20Indian%20

Railway,address%20given%20by%20the%20passenger.  
9 https://fsci.org.in/  
10 https://opensource.microsoft.com/  

https://pib.gov.in/Pressreleaseshare.aspx?PRID=1579186#:~:text=Online%20ticketing%20through%20Indian%20Railway,address%20given%20by%20the%20passenger
https://pib.gov.in/Pressreleaseshare.aspx?PRID=1579186#:~:text=Online%20ticketing%20through%20Indian%20Railway,address%20given%20by%20the%20passenger
https://fsci.org.in/
https://opensource.microsoft.com/


      “e-Governance – Bringing Citizens, Industry and Government Closer” 

98 
 

During the second half of the last decade, application development for public service delivery witnessed an abnormal 

growth. Demonetisation11 coupled with Digital Bharat Mission (Digital India)12 largely fuelled it. Government 

establishments were now forced to usher in SaaS, PaaS and IaaS platforms and integrate with existing eGovernance 

applications to cater to the burgeoning demand felt across the country. Thus, hybrid and agile application development 

posture were adopted and petabytes of data are generated and stored in cloud-based applications and storage 

repositories. At present, more than 27.5 thousand Indian App(application) Developers are regularly publishing on 

Google Play Store and their collective applications hosted on it are more than 1.37 lakh13.  Government of India now 

boasts many of their homegrown platforms under the aegis of National eGovernance Division (NeGD)14 and National 

Informatics Centre (NIC)15.  

These applications are developed on versatile platforms. When they are led and developed by Consultants or big 

corporations, they are mostly developed on proprietary platforms (.Net et al) or OEM led Rapid Application 

Development Platforms (RADPs e.g. GSuite, OutSystem, Zoho et al). On the other hand, when they are developed by 

NIC or for that matter, State-level organisations with shoe-string budget, these public service delivery applications, 

which are mostly process flow based, are often developed on open source platforms e.g. LAMP16 (Linux-Apache-

MySQL-PHP). 

With ever-increasing appetite for Service Delivery applications; proper developmental strategy takes a back seat with 

security by design being largely ignored and auditing for procuring safe to host certificate before the launch of any 

application becoming the only opportunity to check for security conformity and compliance. In order to launch an 

application within an ambitious timeline, often this safe to host auditing is neglected too by invoking overriding 

powers of the executive authorities. One-upmanship plays a crucial role in such situations with administrators, while 

remaining unconnected with the application development process and developers being forced to launch an application 

ignoring security conformity. Yet, this upscaling effort has brought in Development Operations standards but the need 

of the time is DevSecOps which is loosely defined as introducing security earlier in the life cycle of application 

development, thus minimizing vulnerabilities.17 

This apparent avoidance of conforming to security pre-requisites often ushers in threats and vulnerabilities. The 

primary reason for such negligence stems from lack of knowledge on the part of internal resources and lackadaisical 

 
11 https://www.indiabudget.gov.in/budget2017-2018/es2016-17/echap03.pdf  
12 https://www.digitalindia.gov.in/  
13 https://42matters.com/india-app-market-statistics  
14 https://negd.gov.in/  
15 https://www.nic.in/projects-all/  
16 http://www.lamp-platform.org/  
17 https://www.csoonline.com/article/3245748/what-is-devsecops-developing-more-secure-applications.html  

https://www.indiabudget.gov.in/budget2017-2018/es2016-17/echap03.pdf
https://www.digitalindia.gov.in/
https://42matters.com/india-app-market-statistics
https://negd.gov.in/
https://www.nic.in/projects-all/
http://www.lamp-platform.org/
https://www.csoonline.com/article/3245748/what-is-devsecops-developing-more-secure-applications.html
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approach of Consultants who prefer speed of delivery over security. Even when the CERT-In advises to undertake 

regular Web Application Security Audit (WASA)18 most of the Government applications fail to comply because 

1. CERT-In empanelled Security Auditors are very few19 

2. Regular audits put burden on the O&M expenses 

3. Engagement is a cumbersome process 

4. Developers remain perennially unwilling to put resources for security compliance 

5. Lack of internal capacity compels outsourcing of security compliance too. 

Over five thousand Government websites are currently active20 and the it had recently been brought to the 

notice of the Parliament that most of these websites lack regular security auditing and/or does not possess valid Secure 

Sockets Layer (SSL) certification. An SSL certificate encrypts the data that goes from a user's computer to the 

target website and back. Based on the same, MeitY on 26th August 2020 issued an advisory that states inter alia ‘All 

the Government websites should have valid SSL certificates which are also recognised by the browsers.’ This clearly 

means, Government web-applications ought to be regularly audited and ought to possess valid SSL certificate. MeitY 

categorically directed NIC to ensure compliance of the above advisory. The question remains, what time NIC would 

take to ensure compliance of the said advisory. The answer is indefinite. This is possible only when all Government 

organisations ensure the following: 

1. Ushering in DevSecOps standards in application development 

2. Upskilling existing human resources and create a skill-pool in the organisation for ensuring 

benchmarked security posturing of the organisation and its applications 

3. Conducting ‘On the Job’ (OJT) trainings to generate awareness and create the need 

4. Engagement of CERT-In empanelled auditor for regular web-application-audit. 

It is thus understood beyond reasonable doubts that exponential growth in application dependent service 

delivery has increased Ease of Use but failed to take care of security of applications in particular and ICT Infrastructure 

in general. This was fuelled by over-dependence on external subject-matter experts and lack of capacity of internal 

resources. 

CAPACITY BUILDING: Answer to Threats and Vulnerabilities in Cyber Domain 

Capacity Building is an easy and effective answer to various threats and vulnerabilities that cripple web-applications 

and public ICT infrastructure in public domain. To corroborate this statement, a Use-Case Analysis is laid down below. 

A.          Use Case: Capacity Building efforts of Cyber Security Centre of Excellence (CS-CoE), West Bengal21 

B. Description of Capacity Building Efforts: Capacity Building involves upskilling of internal resources 

besides enhancing sense of ownership among stakeholders. At CS-CoE, Awareness Generation & Capacity Building 

 
18 https://www.cert-in.org.in/PDF/guideline_auditee.pdf  
19 https://www.cert-in.org.in/s2cMainServlet?pageid=CERTEMPANEL  
20 http://goidirectory.nic.in/index.php  
21 https://cscoe.itewb.gov.in  

https://www.cert-in.org.in/PDF/guideline_auditee.pdf
https://www.cert-in.org.in/s2cMainServlet?pageid=CERTEMPANEL
http://goidirectory.nic.in/index.php
https://cscoe.itewb.gov.in/
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is the primary vertical among the Pre-cyber-incident initiatives. Coupled with Cyber Security Assurance vertical, 

various capacity building efforts are launched to achieve the target of Meeting in the Middle. The concept of Meeting 

in the Middle is to bring all stakeholders unto a common ground in-between. For ensuring cyber-safety of public ICT 

infrastructure, it is important that stakeholders viz. citizens from various walks of life, law enforcement agencies and 

civil government employees are on one hand (a) made aware about cyber-security posture of the State in sync with the 

country; (b) enthuse to learn and implement from best practice use cases; (c) assess own ability to upskill for 

sustainable knowledge assimilation; (d) identify what skill-building training / academic courses would suit that need; 

(e) connect with concerned effort to undertake capacity building exercise; (f) undergo assessment and certification 

programme; (g) augment the efforts under Cyber Assurance Programme and thereby (h) ensure cyber-safety of the 

State as well as the country. On the other, the vertical Cyber Security Assurance ensures identification of threats and 

vulnerabilities in the ICT Infrastructure through conduct of Web Application Security Assessment / Audit (WASA) 

and (ICT) Infrastructure Security Assessment / Audit (ISA). Some of the findings are enumerated underneath for 

better understanding.  

450 counts of different type of vulnerabilities have been found to exist in 135 Web Portals / Applications 

owned by 95 Departments, Directorates & other Govt organisations. 

• Clickjacking – 95 counts 

• Email spoofing: Missing SPF Record / Missing DMARC record / Misconfigured DMARC record –78 

counts 

• Security Misconfiguration – 68 counts [HTTP Strict Transport Security, Path Disclosure and Improper 

Error Handling, Server Version Disclosure, Technology Version Disclosure, OTP Bypass, Server status 

exposure] 

• Sensitive Information Disclosure – 37 counts 

• Directory Listing – 25 counts 

• SQL Injection – 15 counts 

• Weak Cipher (Sweet32) – 10 counts 

• Cross site scripting – 10 counts etc… 

Some network vulnerabilities found in these exercises are enumerated below: 

• SSL Certificate – Untrusted  

• SSL Self-Signed Certificate 

• SSH Protocol Version 1 Session Key Retrieval 

• SSL Version 2 and 3 Protocol Detection 

• SSL Medium Strength Cipher Suites Supported (SWEET32) 

• Terminal Services Encryption Level is not FIPS-140 Compliant 

• Cisco Outdated IOS Affected with Multiple Vulnerabilities 

• SSL Certificate Chain Contains RSA Keys Less Than 2048 bits 

• SSL RC4 Cipher Suites Supported 

• SSLv3 Padding Oracle on Downgraded Legacy Encryption Vulnerability (POODLE) etc… 

While some of the server-side vulnerabilities are: 

• SSL Self-Signed Certificate 

• SSL Medium Strength Cipher Suites Supported (SWEET32) 

• SSL Certificate Cannot Be Trusted 

• SSL RC4 Cipher Suites Supported 

• Terminal Services Encryption Level is not FIPS-140 Compliant 

• SSLv3 Padding Oracle on Downgraded Legacy Encryption Vulnerability (POODLE) 

• SSL Version 2 and 3 Protocol Detection 

• SSL Certificate Chain Contains RSA Keys Less Than 2048 bits 
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• Microsoft RDP RCE (BlueKeep) 

• PHP Version Outdated Affected with Multiple Vulnerabilities 

• SSL DROWN Attack Vulnerability (Decrypting RSA with Obsolete and Weakened encryption) etc… 

Some of the vulnerabilities found in applications hosted on the State Data Centre: 

 

195 counts of vulnerabilities found in 33 Virtual Machines (VMs). 

• The remote service encrypts traffic using an older version of TLS – 18 counts 

• The SSL certificate chain for this service ends in an unrecognized self-signed certificate – 17 counts 

• The remote service supports the use of medium strength SSL ciphers – 16 counts 

• The SSL certificate for this service cannot be trusted – 16 counts 

• An SSL certificate in the certificate chain has been signed using a weak hash algorithm – 15 counts  

• The community name of the remote SNMP server can be guessed – 15 counts etc. 

Based upon these findings; two separate tracks of capacity building exercises were undertaken at the CS-CoE. 

Firstly, On the Job Training22 (OJT) – Under this effort, Government employees in all those Departments, 

Directorates, State and District level Govt organisations where the ISA and/or WASA exercise has been undertaken, 

are trained at their respective work place. These physical interactions include class-room teaching as well as hands-

on training. All employees are trained on Cyber Security Hygiene on the first day. Only the application users among 

them are trained on Endpoint threats and vulnerability mitigation techniques on the second day while on the third 

day, System Administrators & Approvers are trained Basics on Application & Network Security and Vulnerability 

mitigation – primarily on how to read, assess and implement recommendations of Audit. 

Secondly, owing to Covid-19 pandemic led lockdown; an online course namely Cyber Swadhinata Programme23 

has been successfully rolled out for Government technical resources across the State that imparts training similar to 

OJT and beyond. In the said training and also in the OJT, vulnerabilities often found at endpoint devices used for 

office work during the Assessment cum Audit exercise, are discussed and their mitigation techniques are taught. 

Some of the desktop vulnerabilities found in these exercises are: 

• User accounts have non-expiring passwords 

• Windows Security Patches Not Updated 

• User accounts have simple passwords 

• Out-dated Windows 7 OS is Used 

• Out-dated Windows XP OS is Used 

• Shared Directory Access 

 

C. Capacity Building Efforts in Law Enforcement Agencies: Capacity Building effort for Law Enforcement 

agencies require a special mention. Primarily because this disciplined workforce act as per Standard Operating 

Procedure (SOP) laid down for them and trained to work according to the same. Keeping this in view, efforts were 

undertaken to imbibe the Meeting in the Middle concept here too. First Responder Training (FRT)24 is designed to 

upskill Police personnel from the rank of Constable up to Sub-Inspectors so that each and every cyber-crime 

 
22 https://cscoe.itewb.gov.in/activities/ojt  
23 https://events.nltr.org/  
24 https://cscoe.itewb.gov.in/activities/frt  

https://cscoe.itewb.gov.in/activities/ojt
https://events.nltr.org/
https://cscoe.itewb.gov.in/activities/frt
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complaint is properly attended to. FRT ensures that any citizen desirous of lodging a cyber-crime related complaint 

is guided properly to identify and preserve the evidence and thereby lodge an actionable complaint. The training is 

a class-room one while at present the same is being readied to be imparted over digital platform. On the other hand, 

Detailed Responder Training (DRT) is designed for the cyber-crime investigators i.e. for the Police personnel from 

the rank of Inspectors and above. Therein via class-room teaching alongside extensive laboratory activities involving 

used cases, outcome-based skill-imparting training is provided in batch-mode. At present, the same is also being 

readied to be imparted over digital platform. Both these training curricula are approved by the Home and Hill Affairs 

Department and the Certification provided post assessment, conducted at the end of training, is entered in their 

respective Service Book. Similarly, Cyber Security Orientation Training (CSOT)25 is imparted to all directly 

recruited Sub-Inspectors while they are in their 18-month orientation training. This is a modified version of FRT 

and therefore, these officers while on posting in Police Stations across the State ensure proper identification and 

reporting of every cyber-crime. 

While skill-building exercise is on for in-service personnel; capacity building exercise in true sense has also been 

adopted to increase the infrastructure of cyber-forensic activities. This way Meeting in the Middle is achieved. All 

31 Cyber Police Stations across the State are provided with original tool(s) for CDR/IPDR analysis. Four Police 

personnel from each of the Police Stations are trained on the said tool(s) after those tools are procured via price 

discovery and installed in respective machine at those Police Stations. Customised course curriculum is prepared 

and training is imparted with continuous assessment. Post assessment, certification as to their ability to use those 

tools to analyse cyber-crime evidence is awarded too. On one hand, FRT and DRT make these personnel conversant 

on cyber-crime reporting and investigation while on the other, tool-based analysis of evidence collected and collated 

lead to evidence archiving and submission during trial which eventually increases chances of conviction. 

Setting up second Cyber Forensic Lab was a great leap toward achieving self-sufficiency in capacity building. The 

new, state of the art, State Cyber Forensic Laboratory was inaugurated on 8th September 2020 with advanced 

machines and tools. A month-long orientation training of Police personnel drawn from Criminal Investigation 

Department26 (CID), was conducted on customised course developed and imparted by CS-CoE, in line with Gujarat 

Forensic Sciences University. The said lab has commenced receiving evidence, analysing them and initiated process 

for laboratory certification from MeitY, Govt of India. Third-party involvement is absent as the cyber forensic lab 

is run and managed solely by the CID, West Bengal with infrastructure, technical and up-skilling support from the 

CS-CoE. 

 
25 https://cscoe.itewb.gov.in/activities/csot  
26 https://cidwestbengal.gov.in/  

https://cscoe.itewb.gov.in/activities/csot
https://cidwestbengal.gov.in/
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Capacity Building cannot be complete without future ready human resources, which has been discussed in 

detail beforehand. CS-CoE has in the meantime collaborated with C-DAC Kolkata and Maulana Abul Kalam Azad 

University of Technology (MAKAUT)27, West Bengal to roll out various curricula for the academia as well as 

professionals. Maulana Abul Kalam Azad University of Technology has vested CS-CoE with the vetting 

responsibility for all their courses on cyber-security. In the midst of that, it was felt that threats and vulnerability 

management activities require huge number of technical manpower who are hands-on. The CyberCrime Magazine28 

quotes NASSCOM29, the consistent growth in cybercrimes and rapidly increasing demand in the Indian 

cybersecurity segment will require 1 million cybersecurity professionals by 2020. Yet it fails to identify that most 

pass-outs from Technical Colleges and Universities across the country with Cyber Security specialisation, tend to 

get absorbed in big corporates while mid-sized companies remain ever hungry of qualified cybersecurity 

professionals to uplift their security posture. To address this burgeoning demand and build capacity for this left-out 

sector comprising MSMEs and Start-up companies; CS-CoE created tailor-made Diploma Course on Information 

Security and Cyber Forensics for the West Bengal State Council on Technical and Vocational Education and Skill 

Development30 (WBSCTVESD) which received AICTE approval and being rolled out in Polytechnic Colleges 

across the State from 2020-2021 academic session. 

Now-a-days, physical threat to physical assets has been replaced by digital threats to both physical as well as digital 

assets using cyber domain and that’s why safety and security in the cyber-domain is of utmost necessity. Based on 

this perception, CS-CoE has created a Vocational Level Certification Course for the Security Guards guarding 

physical assets viz. Banks, ATMs, Office buildings etc. in order to make them aware of digital threats, thwart 

attempts on physical and digital assets, help organisations follow best practices on Cyber Hygiene, Operating 

Centralised Building Management Systems among various other activities. This way frauds and theft in the digital 

domain would come down drastically. WBSCTVESD has approved31 the course Cyber Guard and the same is being 

rolled out through various Vocational Training Centres across the State. Through this, the State Government 

envisages to up-skill existing Security Guards and increase their employability. 

EPILOGUE:  

Capacity Building has versatile connotations. Confining it to mere training or skilling would be grossly 

unjust. Funding requirement for tiding over the necessity of technology upgrade that leads to infrastructure 

 
27 https://makautwb.ac.in/  
28 https://cybersecurityventures.com/india-will-need-to-fill-one-million-cybersecurity-jobs-by-

2020/#:~:text=The%20National%20Association%20of%20Software,million%20cybersecurity%20professionals%20

by%202020.  
29 https://nasscom.in  
30 http://www.wbscvet.nic.in/  
31 Certificate of appreciation received from WBSCVET for creation of these professional and vocational courses. 

https://analyticsindiamag.com/see-how-this-certification-can-guarantee-a-job-placement-in-cybersecurity/
https://makautwb.ac.in/
https://cybersecurityventures.com/india-will-need-to-fill-one-million-cybersecurity-jobs-by-2020/#:~:text=The%20National%20Association%20of%20Software,million%20cybersecurity%20professionals%20by%202020
https://cybersecurityventures.com/india-will-need-to-fill-one-million-cybersecurity-jobs-by-2020/#:~:text=The%20National%20Association%20of%20Software,million%20cybersecurity%20professionals%20by%202020
https://cybersecurityventures.com/india-will-need-to-fill-one-million-cybersecurity-jobs-by-2020/#:~:text=The%20National%20Association%20of%20Software,million%20cybersecurity%20professionals%20by%202020
https://nasscom.in/
http://www.wbscvet.nic.in/
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obsolescence has become a prime concern for Governments. As commercial entities are facing cyberattacks very 

often, procurement of security tools and technologies feature at the top of their agenda. But Governments are caught 

between choosing security over basic necessities of the citizens. Thus, dire requirement for upskilling of internal 

resources is felt hard, who would help Governments adopt a middle path and ensure security with lesser dependence 

on tools and technologies. The above strategy successfully proves this point. 

Recommendations for incorporation of the above use-case based strategy in the proposed National Cyber 

Security Strategy of 2020 was shared with the National Cyber Security Co-ordinator (NCSC)32. Up-skilling of human 

resources33 available with the CS-CoE by allowing them to pursue skill-development curricula from BSI, ISAC-

NCIIPC, ISEA-MeitY, ESCI-Hyderabad, DSCI, DIAT-Pune et al prove with certainty the strategy proposed here. 

TAKEAWAY:  

Capacity Building in cyber security domain needs to be seen as an effort to enhance inherent capacity of 

every organisation both infrastructure as well as human resource wise, so that public ICT assets including applications 

and data are kept safe and secured in the face of relentless onslaught of cyber intrusions from outside as well as from 

within. Funding is necessary for upscaling of infrastructure, when the strategy enumerated above is followed to the 

‘T’, the dream of attaining Cyber Safe Bengal – Cyber Safe India will soon turn into a reality. 
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32 Certificate of appreciation received from the NCSC for sharing the above recommendations. 
33 Capacity building achieved so far: 2200+ Police Personnel Trained, 10000+ Government Officials trained, 7200+ 

teachers/professors/faculty members trained, 25000+ Students Participated in various events, 250+ CII managers 

trained, 300+ Bank managers trained and 15000+ participants attended in various events under Citizen’s Awareness 

& Skill Development  
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